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What is PETGUI?

PET graphical user interface (GUI) is a front-end to the Java-
based Program Encryption Toolkit (PET).

Its primary purpose is to support visualization and analysis of
Information related to obfuscation and deobfuscation of digital
logic circuits defined at the (netlist) gate-level.

It also provides a rich set of features for generating information
about digital logic circuits themselves in terms of function, form,
cryptographic properties, structure, and visualization.
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Installing PETGUI

- Download and expand the entire PETGUI folder (ZIP),
decompress and put it in a location of your choosing

- Put the PETGUI folder in a path that does not use
spaces... this will prevent errors with some third party
tools

- PETGUI has not been checked for compatibility with
versions of Java below 7.X and should be compatible with
any Java version below 16.X

- PETGUI Iis packaged as an executable JAR
- If you have a compatible JRE installed, double-click PETGUI.jar

- If you don’t have a compatible JRE, PETGUI comes with a default
Java runtime environment (JRE): run PETGUI.bat

- No other installation should be required beyond this
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€N Installing PETGUI

- Although PETGUI could run under Linux or MacOS, the \
native tool libraries that are currently used are Windows
binaries. As such, PETGUI is configured currently to run
under Windows.

- Given research interest and partnership, a version of PETGUI for
LINUX can be developed and released

Windows PC

espresso.exe 3 ] Java Virtual Machine (pre JOK 16)
bundled with jre1.8.0_73

e
-~
-
-

abc.exe 8 | PETG U jar 2|

misll.exe 2 |

Z3 E
libz3.dll
libz 3java.dil
Microsoft.Z3.dIl
msvep140.di
veompt 40 dli
msvcp140_1.dll
msvep140_2.dll
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Running PETGUI

For developers, the PET Javadoc API

can be found in a separate ZIP * BEMCHtoC
download. = :
compenentBuilder
e
A default JVM is provided, so no prior components
_ _ i' components-pwd
Several folders are provided with .
samples, testcases, and reference components-sbha
component and library circuits. ™ jrel.8.0_73
"o
libra
Because some tools that are used by u ¥
PET are in native Windows format and medules
there are no pure Java alternatives to =

: . modules-analysis
them, PET is configured to run on y

Windows. The tooloutputs is used as / 3 toocloutputs
temporary folder for several file-based

=,
. ) tools
operations used by Espresso, misll,

and ABC. PETGULBAT
+ This folder can be emptied on a regular basis E FI-EtgLIi.iCCI-
PET is distributed as an executable — —~ £ PETGUI jar
JAR compatible with pre-Java 16 PETGUI-UserGuidev2.5.pdf

environments. A Batch file is provided
to run the JRE from the provided
folder.
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Overview

- Supports basic research into adversarial analysis and \
obfuscation of logic circuits

- GUI provides visible functionality for research and
experimentation

- Over 15 years of research
- Master’s student research code
- Code base underwent refactoring 2012-2016

- Provides visualization support for experiments and
studies in polymorphic variation and circuit protection

- Provides basic functionality for logic circuit design and
analysis
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Some Research Lineage

Enhanced Mobile Agent Security (McDonald)

Algorithms for White-box Obfuscation Using Randomized Subcircuit Selection and Replacement (Norman)
2008 Obfuscation Framework Based on Functionally Equivalent Combinatorial Logic Families (James)

AEIT Software Obfuscation with Symmetric Cryptography (Lin)
Sub-Circuit Selection and Replacement Algorithms Modeled as Term Rewriting Systems (Simonaire)

Characterizing Component Hiding Using Ancestral Entropy (Williams)
Removing Redundant Logic Pathways in Polymorphic Circuits (Kim)

Deterministic Component Hiding Using Identification and Boundary Blurring Techniques (Parham)
Deterministic, Efficient Variation of Circuit Components to Improve Resistance to Reverse Engineering (Koranek)

1 UG Thesis
9 Masters Theses
' 2 Doctoral Theses

_____________________________

3 Grants (AFOSR, AFIT, AFRL)

5 Journal Articles

22 Conference/Workshop Papers
9 Workshops ~

_________________________________________________

Digital Logic Protection Using Functional Polymorphism (Forbes)

Analyzing Program Protection Using Software Based Hardware Abstraction (Manikyam)
Deterministic Polymorphic Circuit Generation Using Boolean Logic Representation (Stroud)

"<-_—_'.I I
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f@ Tool Interfaces

- PETGUI uses the (see the \
Appendix for more information on each tool)

- ESPRESSO version #2.3 (native C binary) — synthesis
- misll release #2.2 (native C binary) — synthesis

- ABC version 1.01 (native C binary) — synthesis

- JDD build 104, Feburary 2012 (fully Java) — BDD

- Z3 (Java, with Windows DLL) — SAT solver

- SATGraf version 0.2 (fully Java) — SAT visualization

- Sat4J (fully Java) — SAT solver

- yFiles v2.11.0.2 (fully Java) — graph visualization
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Native format; bench

« PET uses ISCAS BENCH format as the native format for
logic circuit netlists

# = comment
Can appear anywhere
End of line or whole line

INPUTS:
In MSB ordering
At least 1

OUTPUTS:
In MSB ordering
At least 1

INTERMEDIATE GATES:
GATE-1D1 = GATE-TYPE (GATE-1D2, GATE-ID3, ..)

String or Integer ID supported
Multi-fanin supported

( # 5 inputs

# 2 outputs
< # 0 1Inverters
\ # 6 gates ( 6 NANDs )
 INPUT(1)
INPUT(2)
< INPUT(3)
INPUT(6)
\ INPUT(7)
OUTPUT(22)
{ OUTPUT(23x——— A distinguished
intermediate
10 = NAND(1, 3) GATE-ID
11 = NAND(3, 6)
19 = NAND(11, 7)
16 = NAND(2, 11)
22 = NAND(10, 16)
23 = NAND(16, 19)

Use *.bench.txt for all file BENCH file extensions

University of South Alabama
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- Basic Types
- INPUT
- OUTPUT
- AND
- NAND
- OR
NOR
XOR
NXOR (XNOR)
NOT
BUFFER (BUFF)

University of South Alabama

BENCH Gate Types

- Extended types

- Constants
« CONSTO
« CONST1

- Sequential gates:
- DFF
- JKFF
- SRFF
- TFF

School of Computing



Basic Rules for BENCH Netlists

1 2

- At least 1 INPUT Z } INPUT(L)
OUTPUT (1)
« At least 1 OUTPUT
- No more than 1 = TS
3
CONSTO : TS
| —— OUTPUT(2)
- No more than 1 D consTiea
CONST1 Y N CONSTO(1)
- String gate names are | s
case-sensitive scomment
output(3)

gatel = aND(1,B)
#comment
GATE1 = AND(1,gatel)

gATel = or(gatel,GATE1l)
3=xnor(gatel,gATel) # end of line comment

#comment

School of Computing
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PET Graphical user interface

BENCH and
functional
panels

_—

Primary Menu

S
Fia

T

D TIME 0d:0h:0m:5e:2TL
ation X1 200 Location ¥: 50

Circuit <
Information \

and

Visualization Console

School of Computing
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BENCH operations:

Compile (validate)

View Graph/Schematic/Image
Simulate

Utilities:

Permutation Circuits
Random Circuit

Unimplemented/TBD s

Reductions:

Equational Reducer
Circuit Reducer

Structural Pattern Reducer

Truth/State Table and State Diagram Selections
MROBDD/Binary Decision Diagrams IO Permutations Shaped Rattern Reducer
. Pattern Viewer
Implicants/Terms ABC Console Pattern Find
KMAP attern Finder
Canonical formulas C_omponen_t_s:
Functional Equivalence (TT, BDD, ABC) Circuit Partitioner
Subgraph Enumeration CIRCLIB:

Edit: Circuit Builders: Semantic Component ID Static circurt library

Copy/Cut/Pagte 1) Canvas Structural Component ID and analysis

Undo/Redo 2) TT Module Library

3) Equation
E:“;:'.'-.‘ Encryption Toolkit ¢
‘; v
| File Edit BEP Generate Transform Build Utilities Components Variations Reductions Libraries CIRCLIB Help

gl Stats 5 ﬁﬂl ()= FuTu:tlun @ Form «8 Crypto “® SAT T H
r

Generate Transforms: Obfuscating Variations:
from  concat lterative Selection/Replacement
BENCH:  Merge Boundary Blur Library Circuits

VI-PIIIS'E Merge Common Input Component Fusion Basic components
File: UW Decompose mutli-fanin Component Encryption - Gates
New puF Decompose XOR Program Encryption Adders/Subtractors
2) DIMACS A Transform SOP/POS/IRSE/AIG  -09iC Encryption Decoders ISCAS-89
3) PLA DIMACS Transform Espresso Encoders ITC-99
C|OS(7/C|OS€ A/” | Transform misl| MUX/DEMUX  PLA
Eiggrtsave As/Save A Transform ABC Comparators ~ BLIF

Transform Tseytin Polygates

University of South Alabama
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Basic Ul Functionality for Circuit Analysis

- Load/edit/create text BENCH files \
- Compile combinational / sequential
- View circuit graph / generate circuit images

- Generate truth tables
- Input Vectors for large input sizes

- Generate reduced minterms/PLA/BLIF formats
- Generate KMAP
- Generate structural VHDL and equational Verilog

- Generate binary decision diagrams (BDT, OBDD,
ROBDD, MROBDD)

- Generate Boolean expression trees and formula
- Generate canonical standard forms

- Simulate circuit execution

- Perform cryptographic Boolean function analysis

University of South Alabama CFITS (Center for Forensics, Information Technology, and Securi



Use Cases

PETGUI

UCA: Load and
Analyze BENCH File

UCZ: Create BENCH
Test)

€3 Creste BENCH
Msual)

UC4: Create BENCH
_—_—__’____——-—’/—/—4—_' o T
UCS: Create BENCH
{Equation )
UCE: Create/Load
Preddined Component

UCT: Export BENCH

\ UCB: Transform BENCH

UCS: Analyze

Subcircuit Components
UCil: Anayze
Cryptographic Properties

UC11: Perform Polymorphic
Cireuit Variation

UC12: Reduce Circuit

UC13: GeneratelAnayze
Random Circuits

User

7\

UC14: Load and
Convert PLA

UC1E Load and
Convert DIMACs

2 o

University of South Alabama

CFITS (Center for Forensics, Information Technology, and Securit

10.

11.

12.
13.

14.
15.

Load and Analyze BENCH File
Create New BENCH File (Text)
Create New BENCH File (Visual)
Create New BENCH File (Truth Table)
Create New BENCH File (Equation)

Create/load a Pre-defined BENCH
Component

Export a BENCH File in Different
Formats

Transform BENCH File into Different
Forms

Analyze Subcircuit Component
Information

Analyze Cryptographic Boolean
Properties

Perform Polymorphic Circuit
Transformations

Reduce a Circuit

Generate and Analyze Random
Circuits

Load and Convert PLA File
Load and Convert DIMACSs File

School of Computing



Use Case 1 Scenarios: Load and Analyze BENCH File
« Opening BENCH file

« Compiling (syntax checking)

« View Graph

- View Image

« View Schematic

« Generate truth table

- Generate implicants

« Generate binary decision diagrams (BDDs)

- Generate Boolean expression trees

- Comparing equivalence: Truth table, BDD, ABC
« Generating PLA

« Generating UW formats

« Generating VHDL

« Generating BLIF

« Generating misll information

« Generating ABC functions

« Generating z3 Model

« Generating DIMACS Model

« Generating KMAP

« Generating Normal Form equations (DNF, CNF, ANF)
- Simulating the circuit

University of South Alabama CFITS (Center for Forensics, Information Technology, and Securit School of Computing



Use Case: Loading and Analyzing BENCH File

1. File->Open->BENCH File

B Cpen File = |
Loak in: . | Circuits - EF"
. random
= randorm
ke B -

Recent Ikems 1 round-based
 size-based
. L trojan
- 2-d-concat.bench.td
Desktop andtonand.bench. bt
cli.bench.td
clidecornposed[0]-o022.bench.txt
[‘l cli decornposed[1]-023.bench.t
My Diocurnents clfrecomposed.bench bt
cl7A bench.tbd
ﬂg,&' cliclf bench.xt
— c17c17.0.benchbdt
Zomputer cliclidecormnposed[0]-020.bench.td

EEL e e Ed e e

4 L

I
@ File name: c17c17 . bench.bxt

Metwork, ] r 1
Files of type:  BENCH Files (*.bench.txt) v Cancel

Sample circuit directory included

University of South Alabama CFITS (Center for Forensics, Information Technology, i School of Computing



Use Case: Loading and Analyzing BENCH File

File Edt BENCH Transform Build Components Variations Reductions Libraries Random Ciruits CIRCLIB Help

il stats | ;% visual | 09 Function | &3 Form| | [2] ci7ct7adder [BENCH]
E ‘

#

# 18 inputs
# 3 outputs
# 2 inverters

=, Right click for text

# @ constanta
:To‘tal gates: 22 / panels: you Can
# Intermediate nodes: 24

# ANDs: 4

S B o o save any text to a file,
Do B e o do standard copy or
. o cut/paste for editable

*

text panels

INPUT(8)
INPUT(1}
INPUT(2)
INPUT(3}
INPUT(4)
INPUT(5)
INPUT(G)
INPUT(7)
INPUT(B)
INPUT(9)

QUTPUT(31)
QUTPUT(25)
QUTPUT(33)

10=NAND(5,7)
11=NAND(2,3)
12=NAND(@,2)
13=NAND(S,7)
14=NAND(11,4)
15=NAND(9,13)
[1E=NAND1 . 11)
=

E Console |

Callback: [openbench]
Callback: [close]
Callback: [openbench] 52

You must know whether the BENCH file is sequential or not:
Has loops and/or contains FF gates &

University of South Alabama ics, i ’ i School of Computing



On successful compile: statistics are displayed

Use Case: Loading and Analyzing BENCH File

gyons Reductions Libraries Random Ciruits CIRCLIE Help

al Stats

ioh Visuall )= Funcﬁnnl (=) Furm‘ / M

[ c17c17adger [BENCH] |

Number of inputs: 10
£ cutputs: 3

Number of constantl: 0
Number of constantl: 0

18 inputs
3 outputs
2 inverters

Intermediate gates: Z4

ANDs: 4

SRFF: 0
Circuit Depth: 9
Size of Largest Level: 10

Size of Largest
Maximum Fan-In: 2

Maximum Fan-Cut: 3
Average Fan—In: 1.9
Average Fan—Out: 1.5

Levell0]
Levelll]
Level[2]
Levell3]
Level[4]
Level[5]
Levell&]
Levell7]
Levell8]
Levell3]
Level[10]

LevellO]:
Level[l]:
Level[2]:
Level[3]:
Level[4]:
Levell[5]
Levell&]

Level[7]:
Levell8]:
Level[3]:
Lewvel([10]

Size =10
Size =4

Size
Size
Size
Size
Size

Size
Size =2
Size =1
Size =3

2043571
10 13 1z 11
17 15 1l& 14
18 21 13 20

3
2& 25 27 24
2

30

31 32

33

: 35 36 34

Intermediate Lewel: 4

@ buffers
@ constantl
@ constante

Total gates: 22
Intermediate nodes: 24
ANDs: 4

T LT E E

INFUT(8)
INPUT(1)
INPUT(2)
INPUT(3)}
INPUT(4)
INPUT(S)
INPUT(6)
INPUT(7)
INPUT(8)
INPUT(9)

CUTPUT(31)
CUTPUT(25)
OUTPUT(33)

m

&89 P
% Console |

URLT. U
TFF: 0O
SREF: 0
Circuit Depth: 9
Size of Largest Lewel: 10
Size of Largest Intermediate Lewvel: 4
Maximum Fan-In: 2
Maximum Fan-Out: 3
Average Fan-In: 1.9
Average Fan-Out: 1.5

Compile errors appear in the Console

CFITS (Center for Forensics, Information Technol




Use Case: Loading and Analyzing BENCH File

3. BENCH->View Graph

Graph

Zoom in / Zoom out
Fit+Recenter

Save Image
Print

Graph layout options

General color scheme:

Light = positive logic
Dark = negative logic

; _ s Visual

File Edit BENCH » grm Build Components Variations Reductions Libraries Random Ciruits CIRCLIB Help

Mouse scroll wheel = zoom in/out
[=[=] 5= ]

|I|\ -

¥ Graph | | schematic | [ mage

4
Stats| a3 Visual ‘M= Funcﬁonl & Form| M| [©] e17ct17adder [BENCH]

2 -
# 18 inputs

ppp

& B |

1 =

-
LU

PAROE AR D

# 3 outputs

# 2 inverters

# 8 buffers

# @ constantl

# @ constante

#

# Total gates: 22

# Intermediate nodes: 24
ANDs: 4 L
ORs: 2
XORs: 4
NANDs: 12
NORs: @
NXORs: @
DFF: @
JKFF: @

[ EEEEE

OUTPUT(31)
OUTPUT(25)
OUTPUT(33) it

-
% Console |
SEITT U

Circuit Depth: 9

Size of Largest Level: 10

Size of Largest Intermediate Lewvel: 4
Mawimum Fan-In: 2

Mawimum Fan-Out: 3

Bverage Fan-In: 1.9

Bverage Fan-Out: 1.5 H

Callback: [viewgraph]
Orientation Type: HIEARCHICAL -

Node Gate Key

University of South Alabama
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Use Case: Loading and Analyzing BENCH File

4. BENCH->View Image . Custom
ALSO, open in height/width

a dialog OR

window Fit to window

Graph N
layout type 1 View Optons ; ¢ N
Height:

Layout Type: (@ Hierarchical () Or ¥ Cin:ular_ Width: [ Fit Window
Gatetext: @ Name () ID || Open Dialog Window

Hierarchical r 5 r -

“oraanic | Orientation TOP to BOTTOM ) w | Layering HIERARCHICAL TOPMOST |

ShOW gate |D or gate S Siyle [MEDIANSIMPLEX v | Routing |ORTHOGONAL v Bend:
. . Min I‘\Ioée: . ) . Min Layer: N I Min Edge:
N am e I n I m ag e First Segment: .Max Duration: . [ Same Layer Edge
[ Core ] sketch [] Self Loop [¥] Parallel Edge [¥] Subgraph
Layo ut [ Label ﬂ ] Component [V] Orientation [T Hide Node [T False Crossings

options per L/ Lo J [ teniowe |
type

Common layout options

University of South Alabama ics, i ’ i School of Computing



Use Case: Loading and Analyzing BENCH File

Hierarchical

Right click support for ~—
image panels to save to file

ALerncoEmOON
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Use Case: Loading and Analyzing BENCH File

5. BENCH->View Schematic

Mouse scroll wheel = zoom in/out

1. Click Full to bring up a full- 1. Choose orientation (HOR/VER)
size image 2. Click Change

ons Lbrares Random Cruts CRCLE  Hep

[ e17c17adder pEnCH] |

TRPUT(S)
||| meeurce

1 || p#ures)
I INPUT(6)
™PUT(7)

'’ = ige
|Callback: [ce]
Partial Semantic Truth Tabli
Callback: [viewachematic)
| Callback: [changeS
Callback: [changes Callback: [tE]
|Callback: [fullSchema: 1 Farcisl Semanric Trueh Table
Callback: [fullSchematicView] Callback: [viewschesatic)
|| | Callback: [fullSchematicView] il E-.!!bur..!: [_r.fwal_’sﬁl_'-_r!t:wt"ﬂ

2. Right-click to save image
from dialogue

University of South Alabama CFITS (Center for Forensics, Information Technology, i School of Computing



Use Case: Loading and Analyzing BENCH File

6. BENCH->Generate Truth Table
. NOTE: This generation is
: O(2") as it is based on all
Semantic Truth Table: truth table rows, unless
Show only inputs and output ' input vectors are used
Full Truth Table:
Show inputs, outputs, intermediate gate values

# of Vectors: | 10000 Mazximum vectors: [1024]

Cancel | |  Generate TruthTable |

Input Vector: if selected, generates
Number of input vectors: only a partial number of inputs and
<=2", n = # inputs shows only those outputs (and
intermediate results)

School of Computing
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Use Case:

Loading and Analyzing BENCH File

Truth Table: FULL, with input vector set

MSB

8 g

Encryption Toolkit
File | Edit BENCH Transform Buid Componentg

¥ariations Reductions Libraries g

INTERMEDIATE gate signals

OUTPUT ports do not show up in BENCH text
T | ..

dom Ciruits CIRCLIB Help

|H” Stats | 55
|

J17T | BoD
Fr i

0000000000(111111112211 3333|3
0123456789 | 120345760189235674890213 | 456

0000110101(110100111110010100101101]001
0001011001(111110010110111000000010]110
0001011010(111111010110110001001101]001
0001100010(111101111000100011001010]100
0010001100(111111010110110001001101]001
0010100110(111001111000100011001010]100
0011111101(010110010110111000000010]110
0100001011(111110001111000110111011]101
0100010101(110110101111000110111011]101
0101011111(110011101011100011011011]101
0101100011(111100101101010100101101]001
0110000100(111111101001110001001101]001

|0110110001§111100101101010100101101

|011110110100101010000000|010
§11110010110111000000010]110
§011110010011100000010]110
§1111000100011001010]|100
1000100011001010]100
00000110101010100
100011011011]101

1000010110/
1000100010111
1000100100(111109
1001100101]1111001
1010111110(10000111100
1011001101|00111001011TRQ1010010001]011
1011100011|0011101101011T8gO0O000010]110
1011100110(00101111000101118QO00010|110
1011111011(001110010111101010WQO01]011
1110100110(10100110100111000100g1|001
1110101001(1011000011110001101110 101
1111101001|001110010111101010010001
1111101101|001110010111101010010001]|0

(L g 7c17adder [BENCH] |

(ELILULE
T

INPUT(5)
INPUT(6)
INPUT(7)
INPUT(2)
INPUT(9)

<—MSB: The first INPUT designation cor

INPUT bit of the truth table

oUTPUT(31)
oUTPUT(25)
[OUTPUT (33

18=NAND(5S,7)
11=NAND(2,3)
12=NaND(@,2)
13=NAND(E,7)
14=NAND(11,4)
15=NAND(9,13)
16=NAND(1,11)
17=NAND(E,13)
18=NAND(10,17)
19=NAND(12,16)
28=NAND(16,14)
21=NAND(17,15)
22=XOR(2@,21)
23=X0R(19,18)
24=AND(15,22)
25=X0R(15,22)
26=NOT(22)
27=NOT(23)
28=AND(21,26)
29=AND(18,27)
3@=0R(24,28)
31=X0R(23,38)
32=AND(23,38)

34 ---> OUTPUT(31)
35 ---> OUTPUT(25)
36 ---> OUTPUT(33)

33=0R(29,32)

% Console
WNyoELEIIEgE (] ¢
CaWgpack: [tt]
Part. Semantic Truth ]
Callba®yg [viewschemati
Callback:changeSchemay
Callback: BangeSchemat
Callback: [fuWySchemati
Callback: [full emati
Callback: [fullScgpati
Callback: [tt]
Partial Full Truth Tal

nEgE ge

One set of INPUT

-

2sponds to the first

values, corresponding
intermediate gate
values, and circuit

OUTPUT values

CFITS (Center for Forensics, Information Technolo




Use Case: Loading and Analyzing BENCH File

Input Vector

File Edt BENCH Transform Buid Components Variations Reductions Libraries Random Ciruits CIRCLIB Help

| ol 5'm| Y Visua‘| 9= Function | & Fnrm| 3| & c17c17adder mENCH]

- IRFUT(3F

=77 | Bop | #% Boolean | [E] states| RUT(a)

INPUT(S)

0000110101 INPUT(E)

0001011001 INPUT(7)

0001011010 INPUT(B)

0001100010 INPUT(9)

0010001100

0010100110 QUTPUT(31)

0011111101 OUTPUT(25)

0100001011 OUTPUT(33)

0100010101

0101011111 18=NAND(S,7)

0101100011 11-NaND(2,3)

0110000100 12=NAND(8,2)

0110010011 13=NAND(S,7)

0110110001

0111010011

0111100011

ectors usead to

1000010110

1000100010

1000100100

generate truth table

1010111110

1011001101 T

1011100011 24=AND(15,22)

1011100110 H 25=X0R(15,22)

1011111011 26=NOT(22)

1110100110

1110101001 -

26)

1111101001

27,
1111101101 Ot‘ Cut Ctrl+X E))
™ 28)
L5 Copy Ctrl+C | o)
2)
||:} Paste Ctrl+V
Select Al
Qe LiEge Sel
[ze]
[33 Save As emantic Truth Table
5 — o [viewschematic]
LaliBauk s angeSchematicView]
Callback:
Callback:
Callback:
Callback:
B |[Ee Callback: [tt]
Partial Full Truth Table

4

Prime Implicants

Input Vector tab
Truth Table tab

Right click for text panels: you can

save any text to a file, do standard copy

or cut/paste for editable text panels

University of South Alabama
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Use Case: Loading and Analyzing BENCH File

/. BENCH->Implicants/Terms

Function
3 Program Encryption Tool =
File Edit BEMCH Transform Bu ponents \farigtions Reductions Libraries Random Cirvits CIRCLIE Help
g Stats | sou Visual| P9= Function | &3 Form bder [EENCH]|
Sl - < TT >
INPUT(5)
- INPUT(B)
ESSENTIAL DPRIME IMPLICANTS E INPUT(7)
INPUT(E)
INPUT(9)
===[0UTLEUT = 0]=—=
XO0X100KEX OUTPUT(31)
HOOXK10X11X OUTPUT(25)
001003 OUTPUT(33)
DXEXOX10X1
DXEKO0X1X01 18=NAND(5,7)
OHXHOL0L1EK 114
OEEXO1KLLIX 12=N|
e = Standard tabular
00X010X11X h
D0X01X00EH 15=N|
OX11X¥10¥1 16 f t d d b
e = format produced by
OXLI1X101EK 18=N|
OHLIKIKIIX 19
it i ESPRESSO
H1OMGH1H0H 21=N|
H1X0HKLO0XX P~ .
. =1 reduction
FHO0H0H10HL 24=p]
HHOXOKLIKOL 25-x1
FHOX0101EH 26=NOT(22)
HHOKOLKLLX 27-NOT(23)
101X000XEX 28-2MD(21,26)
101X00H11X 29=AND(18,27)
101X0K00KK 38-0R(24,22)
LEIEEEI 31=XOR(23, 30)
1X10131 0HH 32-AND(23,30)
1X101X1X0X 33-0R(29,32)
1X1011X1EH =
H10XH1K1E —
H1IXOX1IX1IEK
1X11X00KEK Y console |
1X11X0X11X LHLIDECES [TL] o
1X11XHO0KK Partial Semantic Truth Table
131 X1 0X0 Callback: [view3chematic]
Callback: [changeSchematicView]
——[OUTEUT = 1]=— Callback: [changeSchematicView]
03 0500 M Callback: [fullSchematicView]
O 0IEOEL Callback: [fullSchematicView]
HOXHONKLLH 8 Callback: [fullSchematicView]
Callback: [tt] E
3‘17 V| [E] P1 Partial Full Truth Table
Callback: [primes] i

Prime Implicants Tab




Use Case: Loading and Analyzing BENCH File

8. BENCH->MROBDD
Multi-Rooted Binary Decision Diagram

File Edit BEMCH Transform Build Components Variations Reductions Libraries Random Ciruits CIRCLIB Help

University of South Alabama

ar

L

[=] c17c17adder [BENCH] |

| =] &7 800 | % Boolean | [ states|

Outputs

IRPUT{ 3]
INFUT(4)
INFUT(5)
INFUT(6)
INFUT(7)
INFUT(B)
INFUT(9)

NOTE: This method generates
BDDs based on the JDD toolkit
and derives structure based on
the circuit structure itself, not
the truth table

OUTPUT (31}
OUTPUT (25}
OUTPUT(33)

18=NAND(5,7)
11=NAND(2,3)
12=NAND(@,2)
13=NAND(E,7)
14=NAND(11,4)
15=NAND(9,13)
16=NAND(1,11)
17=NAND(6,13)
18=NAND(18,17)
19=NAND(12,16)
28=NAND(16,14)
21=NAND(17,15)
22=XOR (28,21)
23=XOR(19,18)
24=AND(15,22)
25=XO0R (15,22}
26=NOT (22)
27=NOT (23)
28=AND(21,26)

This option can handle circuit
with input > 30, but realistically
less than 40

29=AND(18,27)
38=0R(24,28)
31=XOR (23, 38)
32=AND(23,38)
33=0R(29,32)

m

. 4
%Cnnsule|
TEIIDar

KT [CHENgESCHENEL LTV TEW]

Callback: [changeSchematicView]
Callback: [fullSchematicView]
Callback: [fullSchematicView]
Callback: [fullSchematicView]
Callback: [tt]

Partial Full Truth Table
Callback: [primes]

Callback: [jkdd]

Node size: 33978

Cache Size: 50000

CFITS (Center for Forensics, Information Technology, and Securit

School of Computing



Use Case: Loading and Analyzing BENCH File

4 Main Types:

________________________________________________________

. NOTE: This approach is O(2") as ! Per Single Output (must be chosen):
It is based on the full truth table, : 1-Binary Decision Tree

 but is useful for illustrating BDD 2-Binary Decision Diagram (BDD)

. reduction on smaller functions 3-Reduced Ordered BDD (ROBDD)

Shows all Outputs:
4-Multi-Rooted ROBDD (MROBDD)

El GenerateBDD & ﬂ

..................................................................................................................................... =

Diagram Type: Reduced Qrdered Bmary Decision Diagram P -
Binary Decision Tree

OlBinary Decision Diagram

Reduced Ordered Binary Decision Diagram

Multi-Rooted Reduced Ordered Binary Decision Diagram

University of South Alabama ics, i ay, i School of Computing



Use Case: Loading and Analyzing BENCH File

Decision Tree Types:
Note: for >5 inputs, these diagrams may be extremely large

Zoom, Magnifier, Save Image, and Print options

1 Program Encryption Toolkit [SIE=

File Edit BENCH Transform Buid Components Variations Reductions Librags andom Ciruits CIRCLIB Help

Eﬁﬂ 7 BOD | 7 Bookean | [(2Lgum

b|| [Z] c17c17adder [EENCH]|

IRPOTT3}
INPUT(4)
INPUT(S)
INPUT(6)
INFUT(7)
INPUT(E)
INPUT(9)

OUTPUT(31)
OUTPUT(25)
CUTPUT(33)

Binafni/ Decision Tree
(BDT)
for OUTPUT(31) /Index O

18=NAND(5,7)
11=NAND(2,3)
12=NanD(@,2)
13=NaND(2,7)
14=NAND(11,4)

(TN R - R

15=NAND(9,13)
16=NAND(1,11)
17=NAND(6,13)
18=NAND(18,17)
19=NAND(12,16)
20=NAND(16,14)
21=NAND(17,15)
22-X0R(28,21)
23=X0R(19,18)
24=AND(15,22)
25=X0R(15,22)
26=NOT(22)
27=NHOT(23)
28=AND(21,26)
29=AND(18,27)
38=0R(24,28)
31=X0R(23,38)
32-AND(23,38)
33=0R(29,32)

m

W
ﬁ Console |

FECLIEL FULL ILULH [E0LE

Callback: [primes]
Callback: [jkdd]

Hode size: 33978

Cache Size: 50000

Callback: [boolexp]

Callback: [bdd]

Callback: [kdd]

Callback: [bdd] E
Callback: [bdd]

[bdd]

Callback:

University of South Alabama CFITS (Center for Forensics, Information Technology, i School of Computing



Use Case: Loading and Analyzing BENCH File

Decision Tree Types:

Fue Edt BENCH Transform Buidd Components Variations Reductions Libraries Random Cirufs CRCLE Heip

= — —————
wisual| 9= Function | &3 Form| M c17c1Tadder [BENCH]]
— —_——

| |reweoriEy 7
DD | % Bookean | [3] States INPUT(4)
3| ||| zvpuT(s)
= ||| wrut (8}
INPUT(7)
(BDD) B st

INPUT(D)

for OUTPUT(31) / Index O arurcn

OUTRUT(25)
QUTFUT(33)

£l A

18=NAND(S5,7)

. 11=NAND(2,3)
., .| 12=NAND(®, 2}
13=NAND(E,7)
14=NAND(11,4)
15=NAND(9, 13)
16=NAND(1,11)
17=NAND(8,13)
18=NAND(18,17)
19=NAND(12,16)
20=NAND(16,14)
21=NAND(17,15)
22=%0R(280,21)
23=X0R(19,18)
24=AND(15,22)
25=X0R(15,22)
26=NO0T(22)
27=N0T(23)
28=AND(21, 26)
29mAND(18, 27)
38=08(24,28)
31=X0R(23,30)
32-AND(23, 38)
33=0R(29,32) L9

K

m

LELIDECKD [ILUlLly LEVIEW]
Callback: [fullSchematicView]
Callback: [tt]

Partial Full Truth Table
Callback: [primea]

Callback: [jbdd]

|Hode aize: 33578

Cache Size: 50000

Callback: [boolexp]

Callback: [bdd]
qulb_ack_: [bdd]

|

Kl

University of South Alabama CFITS (Center for Forensics, Information Technolog i School of Computing



Use Case: Loading and Analyzing BENCH File

Decision Tree Types:

. ! Program Encryption Toolki

(ROBDD)
for OUTPUT(31) / Index O

File Edit BEMCH Transform Build Components Variations Reduc

-+, BOD | 4% Boolean

-
N u, ¢
i 'i'r
\'E'

S
#

1

e W
% Console |

Reduced Ordered Binary Decision Diagram

E=IEiE=)

|Tadder [BENCH]

14=NAND(11,4)
15=NAND(9,13)
16=NAND(1,11)
17=NAND(6,13)
18=NAND(1@,17)
19=NAND(12,16)
20=NAND(16,14)
21=NAND(17,15)
22-XOR(2@,21)
23=XOR(13,18)
24=AND(15,322)
25=XOR(15,22)
26=NOT(22)
27=NOT(23)
28=AND(21,26)
29=AND(18,27)
38=0R(24,28)
31=XOR(23, 30)
32=AND(23,38)
33=0R(29,32)

m

i
]
[
]
}
]
!
!
|
|
I
I
|
!
i
]
1
kY

1
1
1
1
i
|
i
i
|
|
!
!
|
|
|
1
1
]

l
\
bl
I 1 |
i / ] | . i 1 {
i 1 i 1 [ i \ l 1
\ i 1 [ i ] 1 1 i
1 1 i [ [ i 1 1 1
[ | 1 [ i | [
[ I i [ | | [
Vo i | | Vo
AR [ i 1l i [ L
s [ 1 1l | [ AN
AN [ 1 L | ro Yol !
i
\ 'y [ 1 v 1 P ry J
., Lo { Iy | i 4
3 ||I | A \ [ £
TRET 1 I - " |r ==
e S
== s S o \ -
’4---‘- ===
=

CFITS (Center for Forensics, Information Technolog

TELIIDECE:

Callback:

Partial Full Truth Table

Callback:
Callback:
Node size:

Cache Jize: 50000

Callback:
Callback:
Callback:
Callback:

[CUIIOCIENEL LGV IEW]
[tt]

[primes]
[ibdd]
33978

[boolexp]

[bdd]

[bdd] E
[bdd] 7

School of Computing



Use Case: Loading and Analyzing BENCH File

Vanations R

Libraries Random Ciruits CIRCLE Help

W crretrasser pencn |

Multi-Rooted Reduced Ordered
Binary Decision Diagram (MROBDD)

OUTPUT(31)
OUTPUT(25)
OUTPUT(33)

18=NAND(S,7)
11=NAND(2,3)
12=NAND (8, 2)
13=NAND(8,7) =2
14=NAND(11,4)
15=NAND(9,13)
16=NAND(1,11)
17=NAND(6,13)
18=NAND(18,17)
19=NAND(12,18)
20=NAND(16,14)
21=NAND(17,15)
22=X0R(20,21)
23=X0R(19,18)
24=AND(15,22)
25=X0R(15,22)
26=NOT(22)
27=NOT(23)
28=AND(21,26)
29=AND(18,27)
3@=0R(24,28)
31=XOR(23,30)
32=AND(23,38)
33=0R(29,32)

m

University of South Alabama

¥
) console |

LaElIpacxy
Callback:
Callback:
Callback:
Callback:
Callback:

Callback:
Callback:

T g
[changeSch

NEMETICY IEW]

ematicView]

[fullSchematicView]
[fullSchematicView]
[fullSchematicView]

[te]

[primes]
[Jkdd]

Partial Full Truth Table

Hode gize: 33978
Cache Size: 50000

L g

CFITS (Center for Forensics, Information Technology,

School of Computing



Use Case: Loading and Analyzing BENCH File

Boolean expression
tree of equation for
= CIFCUIt, based on

n o | gates

Jeal ) INPUT(7)
INFUT(8)
= INFUT(9)

INPUT(3]

OUTPUT(31)

¥ m E = = m E B ~a oUTPUT(33)
. B " oWRWER
NOTE: This ) dudm o W oH WE m o® WEl )
method will | ® ® ® ® mdbomcods ¥ m

. ERERET LT " CTEEST T O N i)
be refactored m W ®B fb d§ FOCECE R M W M B W 1500(5,13)
eventually to LI "R R ROEdNEN WEANER s

18=NAND(5,7)
| | | 11=NAND(2,3)
m m 12=NAND(®,2)
13=NAND(E,7)

HEdl HEdi W [ ] 18=NAND(18,17)
use ABC for uw uow

. dudl @Eds e
factoring and
equations

] [ ] 21=NAND(17,15)
M I 27-=X0R(28,21)
miE II]E 23=X0R(19,18) E
—_— e e . ——————— 1

24=AND(15,22)

25=XOR(15,22)

i zoor) Standard Boolean

28=AND(21,26)

“w dbm ke om ey | logic equation

31=XOR(23,38)

E m W Em
B W oW oAdE
ufuall Jufuful W W
) , 32=AND(23,38)
L WEEW m nom e 33=0R(29,
Ol ©OE Of EEEECEE R B B B B W DEEE BEHE %
B W N NOSREEON NEOCOEER 5
VAN S Cunsule|
DEEE EOEE . . . . CEIIDECET [CHENgESCIENEL ICVIEW]
FEEEE FBEEE Callback: [fullSchematicView]
— R Tav o % 137 % 155 s = i . e % To Y % 19F % R ® i i a P TR ™ 1 % [iz % i3)) 7 * 4 Callback: [fullSchematicView]
o34 {({{i0 iz) (i1 {iz iz {({i5 i7) {ig {ig i7Ttyt {{(i9 {ig i7" {(({il {iz i3 ") Callback: [fullSchematicView]
Callback: [tt]
Partial Full Truth Table
Callback: [primes]
Callback: [jbdd]
i Hode size: 33978 E
p o o Cache Size: 50000
Callback: [boolexp]

=]

2]

o
[

({19 * (i8 * i7)")" ~ (({il * (12 * 13)")" * ((i2 * 13)" * i4)")" ~ ({i6 * (i8 * 17)")" * (i9 * (i8 * iT)")")")): [:}

036 = [(({i5 * i7)" * (i6 * (i8 * i7)")")" * (({i0 * i2)" * (i1l * (i2 * i3)")")" ~ ((i5 * 17)" * (i6 * (i8 * 17)")")")") + ({{(df

4

This string can be used in Logic Friday (copy/paste) -

University of South Alabama CFITS (Center for Forensics, Information Technolog i School of Computing



Use Case: Loading and Analyzing BENCH File

11. BENCH->Compare TT

ﬁpmgmm Encryption Toolkit

File Edit BENCH Transform Build Components Variations Reductions Libraries Random Ciruits CIRCLIB Help

\

Can use input vector
(partial) truth table
for comparisons: for

I =
Il| el Stats | cew Visual | b= Functinnl @ Fnrm|

| [&] c17e17adder [BENCH]| c17¢c17adder{COMPARE]

¥ Graph | schematic Image

larger circuits, you

Generate New Input Vectors ] [ Compare

can generate a new

random vector set

circuit should

equivalent

Specifying the same

obviously always be

ents\apetgui\c17c17adder\c17c17adder . bench. tet

ADYDDAHAOL | BEELEEP
=

# 10 inputs

# 3 outputs

# 2 inverters
# 0 buffers

# 0 constantl
# 0 constant0
#

# Total gates:

B: C:\J..lserssd\Documents\apetgui\cl?cl?‘adder\cl?cl?adder.bend’1.b(t

) »

22

| ,

T es: 24 - # Intermediate nodes: 24

Semantic Truth Table A Semantic Truth Table B AN

0000000000333 o 0000000000333 o

0123456789456 EI 0123456789456 EI

0000010000010 0000010000010

0000010011010 0000010011010

0000011010001 0000011010]001

0000011110110 00000111101110 -

b000011111 110 0000011111 1210 Spec|fy another

0000101011001 0000101011001

i ' BENCH file t
1= e 1o
%Cunsule| -
e compare semantic
Maximum Fan-Out: 3

dialog: compare

docompare ()
uselV selected
numvectors: 100

numbits: 10

Lverage Fan-Qut:

Average Fan-In: 1.9

1.5

dialog: generateiv

equivalence to

+[m

University of South Alabama

CFITS (Center for Forensics,

Information Technology,

School of Computing



Use Case: Loading and Analyzing BENCH File

12. BENCH->Compare BDD

File Edit BENCH Transform Build Components “ariations Reductions Libraries Random Ciruits CIRCLIB Help

4
M | [2] c17c17adder [BENCH]| &7 c17c17adder[c0MPAR£-BDD]|

|

Az C:\Users\Todd\Documents\apetguilc17c17adder \c17c17adder . bench. txt B: C:\Users{Todd\Documents\apetgui\c17c17adder \c17c17adder. blur. bench. txt

# & # —
# 10 inputs El # 10 inputs E
# 3 outputs # 3 outputs

# 2 inverters # 29 inverters

# 0 buffers # 0 buffers

# 0 constantl # 0 constantl

# 0 constant0 # 0 constantl

# #

# Total gates: 22 # Total gates: 203

# Intermediate nodes: 24 - # Intermediate nodes: 232 -
Binary Dedision Diagram A Binary Dedision Diagram B

244

- Tl ]
-~ H"‘-fr-
/ -
/ N
/
N
! 251 254 AR R
J b
i W
%Cunsule|

FERTINOON Tai— 1T 3 =
Maximum Fan-Out: 15
Average Fan-In: 1.9
Average Fan-Out: 1.9 E

dialog: compare

CFITS (Center for Forensics, Information Technolog i School of Computing



13. BENCH->Compare ABC

Ignore Names

Comparison BENCH file:

Use Case: Loading and Analyzing BENCH File

|1\Domments\apehgui\adder3.compress.bend’1.brt| [ Browse

J{

Compare Circuits

Names may affect equivalence
based on permuted input/output

Same comparison circuit
Ignore Names = false

Ignore Names = true

Cavel[o] 53
Cavel[i]

Eavel[8]

Cavel[011 34T 36T 6

Baved (830 16 38 33 37

L

]
Avezege Fan-In: 2.0
Avezage Fan-Out: 1.6

dinlog: compate
docospare [}

¥ 7 tnpurs + 7 inputa
¥ 4 curpura + & curpues

PR ¥ 7 tmersern

¥ 0 butees 4 ¢ ustesn

# © conszancl ¥ 0 conatancl

+ © ssnazanso 4 6 conazantd

+ el [+

+ Total guses: 15 | |# Tomal gusem: 24k
¥ inteseedince nodes: 38 + Intermediste nodes: 358
vk v ANDar 5L
vooceara Vo oRar 183

L woRa: & 4 ¥oRs: 0

v e 0 v B 4

v HcRa: 0 v omeRar 0

v e 0 v moRa: o

v oo v B

' T 0 U JHEE: O

+ T v 10

v om0 v

v i

IWIUT (1) INFUT(0)

INROT (2] TBEOT 11

INRCTIN NPT

INFUT {4 NPT

INEOT {51 IHEUT (4]

IXICT () | INRUT ()
e

Center for Forensics,

Ak
TR R

# 3 invezcess

# @ buffeza

# 0 conszancl

# © conazancd

"

# Total gazes: 15

# Tmtermediace nedes: 13
s

¥4 utpuza
|0 7 dmvezzers
# 0 buffess

# 0 coostancl

|# & conszancd

I
b Tozar uean: 200
|# Tntersediste sedes: 235

Average Fan-Cun

| dinlog: compars

" : I| Ata: 51

t o oRa 3 ¢ omas e

VWA |v om0

+ Kt o ¢ &

¢ om0 | voms: o

 RADRA: O II K¥CRa: O

v oo 4 oo

Vom0 lv maro

TI ] it TET: 0

+ SEIE 0 Y SR O

0 v

meTi !Ilmuu

HFOT (2] |z (1)

IWFOT () |mEReT {3y

1MITT 4] |smrUT

THFOT (51 |msrwT i)

I8FUTIE) |rmroT s =
B connom

R TES -
Avezage Fan




Use Case: Loading and Analyzing BENCH File

14. Generate ->Generate PLA

| i1 Program Encryption Toolkit > Form IEI |

File Edit BEMCH Transform Build Components ‘griatig Reduction® Lbranes Handom Ciruite CIRCLIB Help

| il Stats | % Visual | - Funcﬁnn| @3 Form | [ e17e17adder [BENCH] | £p c17c1?adder[COMPARE—BDD]|
- #
PLA W PLA o
: INFUT (@)
ot & ( INFUT(1)

-o 3

.ilb i1 iz i3 i4 iS5 i i7 i8 i9 ilo E| ::x(:}

-ob oll olZ ol3 INPUTE‘&; Standard
0000000000 010 INPUT(5)
0000000001 010 INPUT(6) ESPRESSO
0000000010 010 INPUT(7)

0000000011 010 INPUT(8)
0000000100 010

wnd (unreduced)

0000000111 015 RUEASD PLA m
0000001000 001 (25) L for at
0000001001 110 i
0000001010 001

0000001011 110 le=NAND(5,7)
11=NAND(2,3)

0000001100 001

0000001101 110 12-NAND(@,2)
13=NAND(E,7)

0000001110 010
0000001111 010
0000010000 010
0000010001 010
0000010010 010
0000010011 010
0000010100 110
0000010101 110
0000010110 110

14=NAND(11,4)
15=NAND(9,13)
16=NAND(1,11)
17=NAND(6,13)
18=NAND(18,17)
19=NAND(12,16)
29=NAND(15,14)
21=NAND(17,15)

m

0000010111 110 ;:jg;%ig'i;;
0000011000 001 z4=m)(15:zz}
0000011001 110 TR FF)
0000011010 001 26-n0T(22)
0000011011 110
0000011100 001 2 (23)
0000011101 110 igﬁg;'igi
0000011110 110 2
38=0R(24,28)
0000011111 110 e o)
0000100000 100
0000100001 100 :::3:)5:3;3“}
0000100010 100 (28,32
0000100011 100 i
0000100100 100 A
0000100101 100 53] CDnsule|
0000100110 100 UUCUmEED= T
0000100111 100 Node size: 33978 0
0000101000 011 Cache Size: 50000
0000101001 001 Node size: 33978
0000101010 011 Cache Size: 50000 E
00001010 0o s Callback: [pla] 2




Use Case: Loading and Analyzing BENCH File

15. Generate ->Generate VHDL

"B Program Encryption Toolkit _ =R

File Edit BEMCH Transform Build Components “griatig Heductions Libraries Fandom Ciruits CIRCLIB Help

| 1| Stats | i Visuall )= Fund.inn| @& Form |J| O] e17c17adder [BENCH] | 7 c1?c1?adder[COMPARE—E|DD]|

VHDLW VHDL -

PLA
= NPUT (@)
library IEEE; - NPUT(1)
use IEEE_std_logic_11&4.a211; i NPUT(2)
Toen L = Structural VDHL
Bl INFUT(4)
in0 z im Std_Logic; INPUT(S)
inl : im Std Logic; NPUT(E) I d b I - t
e s (o) oadable into
in3 : in Std_Logic; NPUT(S)
in4 z im Std_Logic; INPUT(9) -
b satens synthesis too
iné - an Std Logics QUTPUT(31)
in7 2 im Std_Logic; OUTPUT(25)
ing : in 5td_Logici
ing : in S5td_Logic;
out3l : out de_Iqu:?.C; - 18=NAND(5,7)
out2s : out Std Logici = 11-NaND(2,3)
out33 : out Std Logic); 12=MNI)(B:2)
end cl7cl7adder; 13=NAND(E,7)
architecture cl7cl7adder_arch of cl7cl7adder is fgzmgi;_:;
signal wirell :- std_logic; B !
signal wirell3 - std_logic; 1?;%%;' i;;
signal wirelZ - std_logic; :LB:MNIJ(l; 17)
signal wirell - std logic; 19=PINIJ(12J 16
signal wirel7 - std_logic; 29:"}\")(16, 13) L
signal wirelS - std logicy 21=MNI)(17, 15} b
gignal wirelé - std logic; 22-%0R(28 '21}
signal wirel4 : std logici Z3=)(DR(19J )
signal wirelf : std logic; 24:&")(15’22}
gignal wireZl - std_ logic; L3 25=xDR(15J22}
signal wirel3 - std logic; B ?
signal wire20 : std logic; ig;g%i:g
signal wireZZ - std_ logic; 28-AND(21,26)
signal wireZ3 :- std_ logic; _ *
signal wireZe - std_logic; ;::}N.IIE&:B,Z:;'}
signal wireZs - std_logic; 31=xOR(2; 38)
gignal wire27 : std logic; !
signal wireZ4 - s'r.d:loq:i_c; §:$£:3;ia}
signal wireZB : std logic; (29,32)
gignal wireZ% - std_ logic; i
signal wire30 : std logici A
signal wire3l : std logic; % Console |
gignal wire3Z : std logiec: WO SLZe. JJI570
signal wire33 : std logic; Cache Size: 50000 o
Hode size: 335978
begin -- cl7cl7adder Cache Size: 50000
wirelQ <= (in5 N2ND in7): Callback: [pla] E
i <= (i i R 3 Callback: [generatevhdl] &7

Center for Forensics, Information Technolog



Use Case: Loading and Analyzing BENCH File

16. Generate ->Generate UW

Heductions Librariee Random Ciruits CIRCLIB Help

> -

[Z] e17o17adder [BENGH] | £ ¢17c17adder[COMPARE-BDD]|

#

INFUT(O)
INPUT(1)
INPUT(2)
INFUT(3)
INFUT(4)
INPUT(5)
INPUT(6)
INFUT(7)
INPUT(8)
INPUT(9)

OUTPUT(31)
OUTPUT(25

18=NAND(5,7)
11=MAND(2, 3}
12-NAND(@, 2}
13=NAND(E,7)
14=NAND(11,4)
15=NAND(9,13)
16=MAND(1,11)
17=NAND(E,13)
18=NAND(18,17)
19=NAND(12,1E)
28=NAND(16,14)
21=NAND(17,15)
22-XOR(28, 21)
23=XOR(19,18)
24=AND(15,22)
25=XOR(15,22)
26=NOT(22)
27-NOT(23)
28=AND(21, 26)
29=AND( 18, 27)
38=0R(24,28)
31=KOR(23, 38)
32=AND(23, 38)
33=0R(29,32)

University of
Wisconsin input-
oriented format

m

=
% Console |

TETIE OIzT. JUUow
Hode size: 33978

Cache S5ize: 50000
Callkack: [pla]
Callbkack: [generatevhdl]
Callback: [generateuw]

CFITS (Center for Forensics, Information Technolog

School of Computing



Use Case: Loading and Analyzing BENCH File

17. Generate ->Generate BLIF (Espresso)

Program Encryption Toalkit

File Edit BENCH Transform Buid Components “Vagatigg

Reductions Libraries Random Ciruits CIRCLIB Help

| il statsl g Visua.ll )= Fund.inn| & Furm|

W= cr7crradenr [EENCH]| Rt c17c1?’adder[COMPARE—BDD]|

BLIF | -

- ]
VHDLl @ uw| !'! BLIF W

| PLA

; ;0 I:xgﬂ

T sh in im osa e se sm s g s INPUT(2)

:;b]_bﬂi_i ;izlilzg_-& i5 i6 i7 iB i% ilo ;:ﬂ%ﬂ Standard BLI F
_p_63 o INPUT(S)

e e meurco) format (reduced
S ()

00-0100-—— 100
101-000-—— 100
-00-10-11- 100
0-11-101-—— 100
00-01-00— 100
101-0-00—— 100
0=11—1-01 IO
0=11—30=-1 IO
1-1011-1— 100
110110 1O
1-101-10— 100
00— 11— 100
—1-0—1-00 010
—-10—-1-00 010
0—0101— 100
1-11-00—— 100
—1-0—10-0 010
—10——10-0 010
—0-01-11— 100
-00-100-—— 100
010
010
100
100
010
010
100
100
100
100
100
100
010
100
010
001
001

e ESPRESSO) -
o) Berkeley Logic 1
== Interchange
Format

12=NAND(B,2)
13=NAND(E,7)
14=NAND(11,4)
15=NAND(9,13)
16=MAND(1,11)
17=NAND(E,13)
18=NAND(18,17}
19=NAND(12, 16}
28=NAND( 16,14}
21=NAND(17,15)
20-¥0R(28,21)
23=X0R(19,18)
24=AND(15,22)
25=XOR(15,22)
26=NOT(22)
27=NOT(23)
28=AND(21,26)
29-AND(18,27)
38=0R(24,28)
31=¥0R(23,38)
32-AND(23,38)
33=0R(29,32)

m

.
ﬁ Conzole |

TETIDECES

Callback:

L]
[generatevhdl]

Callback: [generateuw]

Callback: [generateblif]

Espresso Location: jar:file:/F:/OneDrive/PETGUI/PEI.jar!/edu/southalabama/pet/corgi/toocls/espresso/espresso.exe
JAER Espressc Location: .\tools\espresso\espresso.exe

i

CFITS (Center for Forensics, Information Technolog



Use Case: Loading and Analyzing BENCH File

18. Generate ->Generate misl|

& Program Encryption Toolkit

Form [E[E[ = |
File Edit BENCH Transform Buid Components Viagiaticg

Reductions Libraries Random Ciruits CIRCLIB Help

| tal stats | <5 Visual | 09- Function| &5 Furrn|

Wi T ci7ci7adder [BENCH] | £7 c17c17addericoMPARE-BDD) | (O] adder-ful [BENCH1|

T - - ; misll &
| PLAl ..... VHDL|IL:D uw| wﬂ &l misn ke 3 inputs
e - # 2 outputs
BENCH Cutput # @ inverters .
============================ # @ buffers
§ INPUTS # @ constantl Standard MISI I
INEUT (1) # @ constanta
INPUT (2) # . 1
e o =[]/ et s format: Multiple-level
# Intermediate nodes: 9
§ OUTPUTS # ANDs: @ - - -
vtz 129 s omie Combinational Logic
OUTEUT (8) # XORs: @
# MANDs: @ - - -
¢ carss ;o Optimization
4 = NOT{1l} i RURS: @
5 = BND({1,2) # DFF: 8
& = BND(1,3) # JKFF: @ P
7 = RNDI(Z,3) # TFF: 8 rogram
8 = OR(&,7,5) #  SRFF: @
3 = QR(B,4) #
10 = NOT(Z)
11 = OR{8,10) INPUT(1) .
12 = NOT(3) INPUT(2
oemEE =g Technology mapping
14 = NARND{(1,2Z,3) .
15 = NAND{13,14,9,611) CUTPUT(11,
T is standard BENCH
e 4=NOR(2,3)
Factors S=NOR(4,2)}
gates with 2-4 fanin
e E=NOR(3,4)
[237] = il" 7=NOR(5,6)
[20] = il iz S=NOR(1,7)
[15] = il i3 12=NOR(4,8)
[18] = iZ i3 18=NOR(7,8)
{05} = [18] + [15] + [20] 3=NOR(1,8)
[273] = {o5} + [237] 11=NOR(9,18)
[238] = iz"
[277] = {05} + [238]
[238] = i3"
[275] = {o5} + [23&]
[273]1 = i1" + iZ' + i3"

=
ﬁ Console |

TIGALIION TOH—Iils £

{04} = [273]1" + [275]1" + [2771" + [279]1"

Maximum Fan-Qut: 3
Average Fan-In: 2.0
Average Fan-Out: 1.6 E

Technology Map

e in Z an o Callback: [generatemisii]

4

University of South Alabama

CFITS (Center for Forensics, Information Technology,

School of Computing



Use Case: Loading and Analyzing BENCH File

19. Generate ->Generate ABC

See ABC documentation at: hitp://people.eecs. berkeley.edu/~alanmi/abce/

Information Options

RESYN Debug Verbose
R YN i . B B . a
QESYN2 — i@ Info () BLIF (71 PLAMerilog (7 Bench () Custom Script
Synthesis Option: :] || Use Libray Ma
ESINRS |8 yn Op y Mapping
RESYN3 General Options: Ijo Stats Fan IjO Support Symmetries MFFC Shared
COMPRESS
OMPRESS? AIG Spedific: PO Unateness Auto Symmetries
CHOICE X S0P Spedific: Factors Gates KMAF

Functional: Synopsis Equation Verilog

University of South Alabama CFITS (Center for Forensics, Information Technology, and Securit School of Computing
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Use Case: Loading and Analyzing BENCH File

19. Generate ->Generate ABC

See ABC documentation at: hitp://people.eecs. berkeley.edu/~alanmi/abce/

BLIF Synthesis Options

ABC Analysis Opti
Debug Verbose

RESYN v ) Info @ BLF () PLAMeriog () Bench () Custom Script

i@ Synthesized Gated BLIF () Multi-input AIG BLIF (7 Standard SOP BLIF

RESYN2A Synthesis Script:s |RESYM » [ Max Fan-In: [ ] Either Phase

1670 puor |PLAT[EERCh [Serpt]

University of South Alabama CFITS (Center for Forensics, Information Technology, and Securit

School of Computing
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Use Case: Loading and Analyzing BENCH File

19. Generate ->Generate ABC

See ABC documentation at: hitp://people.eecs. berkeley.edu/~alanmi/abce/

PLA / Verilog Options

[]Debug  [] verbose

i BLIF (@) PLAMerilog (7 Bench () Custom Script

i@ PLA (7 Werilog Either Phase

University of South Alabama CFITS (Center for Forensics, Information Technology, and Securit School of Computing
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Use Case: Loading and Analyzing BENCH File

19. Generate ->Generate ABC

See ABC documentation at: hitp://people.eecs. berkeley.edu/~alanmi/abce/

BENCH Generation Options

[|Debug [ ] Verbose

i) Info i) BLIF () PLAMerilog i@ Bench (") Custom Script

1) N

RESYN R Synthesis Script: | RESYM -
RESYN2 F

RESYNZ2A

School of Computing

University of South Alabama CFITS (Center for Forensics, Information Technology, and Securit
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Use Case: Loading and Analyzing BENCH File

19. Generate ->Generate ABC

See ABC documentation at: hitp://people.eecs. berkeley.edu/~alanmi/abce/

Custom Script

[] Debug

(O Info  ()BLIF () PLAMNerlog  (7)Bench (@ Custom Seript

[] Verbose

[] Remove Leading//Trailing Space
read bench C:\Users\Todd\Documents\apetguiladder3.bench.txt

Requires a read statement....

exit

Used with write options to output file
| formats after network operations are |

University of South Alabama ics, i ’ i School of Computing
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Use Case: Loading and Analyzing BENCH File

19. Generate ->Generate ABC

File Edit BENCH Generate Transform Build Utilitig ponents Variations Reductions Libraries CIRCLIB Help
— 1
| el Stats | som Visuall (9= Funcﬁun| @3 Form b | [2] adders [BENCH]
= = [ i B aBC |? ABC #
| PLAl VHDngéuwl!BLFlﬂmll 2 7 snputs
- # 4 oputputs
FHEFHHIFF A H 4SS H S HE S H RS S R A e # 3 inverters
# KMAP # @ buffers
# Karnaugh map of the logic function # 8 constantl .
FHEFHHIFF A H 4SS H S HE S H RS S R A e O ‘t t d d t
UC Berkeley, BEC 1.01 {compiled Feb 13 2011 19:06:26) :0 constant@ u pu IS epen en
read pla F:\OneDrive\PETGUI\tooloutputs\abc-8498.pla . .
' e cerecaiate roce I
print_kmap e“l# Intermediate nodes: 18 On dla Og ue Optlons
567%1234 #  ANDs: B
o0 0 0 0o o0 ©o ©o 1 1 1 1 1 1 1 1 #  ORs: 3
1] a 1] 1] 1 1 1 1 1 1 1 1 a 1] a 1] # XORs: B
c o 1 1 1 1 @ © o o 1 1 1 1 o 0 # NANDs: @
a 1 1 a a 1 1 1] a 1 1 a a 1 1 a # NORs: @
+-——1 o4 + + bom—m——t o4 + + + t # NXORs: @
000 | 11111 | I 2111 I 11 | 11 1] | 111 B # DFF: @
+—— +—————+ t t +——+———1 +—————+ t t t t # JKFF: 8
001 | 11111 |11 |11 |11 |11 |11 | |11 # TFF: @
+-——1 o4 + + bom—m——t o4 + + + + # SREF: @
011 | 11111 (O | I 11 11111 (O | ([ #
+-——1 o4 + + bom—m——t o4 + + + + |2
010 | 11111 |11 111 |11 |11 |11 | [ S
+—— +—————+ t t +——+———1 +—————+ t t t t ZNEUL (L)
5 T T T A O A A 10 1101 | |1 11 INPUT(2Z)
S S S INPUT(3)
£ T T A S S O T O O O I O INPUT(4)
s S e T T e e e e S S | |/ 8/ [T N =]
L1 T S S O S T A I I | INPUT(B)
+-——+ +———t—t t t +——————+ +———t—t t t t t INPUT(7)
100 | 11111 I 11 | 111 11111 I 11 | I 11
T Tt + + = Tt + + + + QUTPUT(24)
exit OUTPUT(20)
OUTPUT(15)
OUTPUT(25)
iR H A A R H A H A A M A R A A 3-XOR(2,5)
5 - El
# EQUATION (Synopsis) B=XOR(1.4)
# Combinaticnal part of the current network in the Synopsys equation *

i i AR AR AR R R R R R R H i H H -

# Equations for "F:\OneDrive\PETGUI\tooloutputs\abc-8498" written by AB ﬁ Cunsnle|
INORDER = pil pil pi2 pi3 pid4 pi5 pié;
QUTORDER = po0 pol po2 po3;

Callback: [generateabc] -
dialog: analyze

nl2 = pi3 + pi0; doanalysis() E

013 = 'nl? + 'nll: i abc Location: jar:file:/F:/OneDrive/PETGUI/PET.jar!/edu/scuthalabama/pet/corgi/tools/abe/al

> z = ! = : Default PLA output path: F:\OneDriwve\PETGUI\:tocloutputs\ 7
] 11 | »

Center for Forensics, Information Technolog i School of Computing



Use Case: Loading and Analyzing BENCH File

20. Generate ->Generate z3

Fis_Edt BENCH ECencee Tranalors Bl \filies. Conponents Virintions: Raductions. Lbrerss CRCLE: Hel,
[em— Generate PLA
B Generate VHDL
Fom O @ cenerateuw
Change | | (i Generste BLF
1 Generate msa
. Generste ABC
L

a ! 4
il Stats i) m sAcymo 4% sat W [E] pwaves mench)

inputs
sutput
inverters
buffers
constantl
constant@

DmD D~ m

Total gates: 7

Intermediate nodes: 7
ANDs: 4
Ofts: @
ADRs: @
NANDs: 8
NORs: 3
NXORs: @
DFF: @
JKFF: @
TFF: @
SRFF: @

L meprp

E |

E

£5\ J5)

dp dp b B 8 4 B B B & B B W B B oW W BB B

1" INPUT(B)

fivg INPUT(1)
INPUT(2)
INPUT(3)
INPUT(4)
INPUT(S)
INPUT(6)
TNBUT(T)

OUTPUT(14)

B=MOR(T, 1)
S=N0R(3,8)
18=HOR(5,4)
11=AMD(5,2)
12=AMD(8,18)
13=AMD(11,12)

i
-

w E:l Consale

Circuir Depth: 4 A
Size of Largest Level: 8

Size of Largeat Intermadiace Lavel: 4

Maximom Fan-In: 2

Haximum Fan-Out: 1

Average Fan-In: 2.0

Average Fan=Qut: 1.0

Callback: [viewschematic]

[stateChanged] Tab: 0

setCryptoCorrelationPanel () :: null anf

CryprFropertieaPanel: :clearUI(}

[stateChanged] Tak: 0

serCryptoCorrelacionPanel () :: null anf

CryprPropertissPansl: :clearUI(} w

CFITS (Center for Forensics, Information Technolog i School of Computing



Use Case: Loading and Analyzing BENCH File

%

- Z3 Is a SAT solver and generating a model implies that the
circuit will be transformed into a form in which the solver can
use

- Finding a model means that it will attempt to find an
assignment of values (to the input variables) that will produce a
true (1) output

- The solver is geared currently to analyze point-function circuits
that represent password-checking functions
- If you know the circuit takes as input an actual ASCII character

sequence and produces a single output (true if password matches,
false others), then choose Yes

- Otherwise, choose No, z3 will produce a model for any circuit, whether
it is a point-function circuit and whether or not the input is assumed to
be ASCII character sequences

|= this a point-function passwerd circuit?

Yes Mo

University of South Alabama ics, i ay, i School of Computing



Use Case: Loading and Analyzing BENCH File

B Program Encryption Toolkit B O o
File Edit BENCH Generate Transform Build Utiities Compon Wariations Reductions Libraries CIRCLIB Help
P i R at 4
g Stats o Visual 09= Function @5 Form o8 Crypto " SAT |y EI pwd.v05 [BENCH]
» 23 3 # piwacs ' W
# 8 inputs
23 4.8.8.0 # 1 output
# @ inverters
{declare—fun |&| {) Bool) # 8 buffers
(Geclare—tan 121 (0 Bool) ¢ 2 constantl
{declare-fun |5| {) Bool) 0 0 @ISy
{declare-fun |2| () Bool) #
{assert (and (mot I131) IS| 12| (aot 171) (moc lein| |||¥ Total eates: 7
(rmodel->model-converter-wrapper # Intermediate nodes: 7 3 M d I
s falee Z ode
5 -> true 5.0
2 -> true # XORs: @
7 -= false # NANDs: @
€ ->= false # NORs: 3
H # NXORs: @
# DFF: @
# JKFF: @
# TFF: @

T s QUtpUt Function (can support multiple outputs)

Model Result:
00100100

INPUT(@)
INPUT(1)

e eUT () Model result (if there is one)

INPUT(4)

INPUT(5)
INPUT(5)
INPUT(7)

18=NOR(6,4)

If the option dialog for point-
11=AND(5,2) . - -
Tl function password circuit was YES, .
oo the binary model is automatically

smxne converted to an ASCI character
s g@QUENnce (assumes every 8 bits =

setCryptoCorrelationPanel () :
CryptPropertiesPanel: :clearl

[stateChangsd] Tab: 0 1 ASCI I h t
setCryptoCorrelationPanel () : C ar aC e r
CryptPropertiesPanel: :clearl

Callback: [z3]

[stateChanged] Tab: 0

setCryptoCorrelationPanel() :: null anf

i 2 CryptPropertiesPanel: :clearlUI{)

University of South Alabama CFITS (Center for Forensics, Information Technology, i School of Computing



Use Case: Loading and Analyzing BENCH File

21. Generate ->Generate DIMACs
- DIMACs format is a standard representation method for CNF/POS formulas
- Any POS/POM form circuit can be readily translated into a DIMACS format
« Only supports SINGLE output functions

8 Program Encryption Toolkit

File Ect BENCH Generale Transform Buid Utities Components Variations Reductions Lbranes CIRCLE Hep

s 4
ol Sioig {4 Gonarein PLA m Acype 48 sat [ [B] pwetpes [sENCH)
Generate VHOL | ;

Generate UW

¥ ceapn |=
_ —  .||i® 8 inputs
Generate BLF |® 1 output
% 8 inverters
|# B buffers
Generate ABC :u @ constantl
Gonarate 23 Motk |# @ constante

- =
_____ Genarate DMACS |# Total gates: 256

|# Intermediate nodes: 264

ANDs: 1
ORs: 255
XORs: @
MNANDs: @
NORs: @
NXORs: @
DFF: @
JKEF: @
TFF: @
SRFF: @

Generate misl

ERrEE
BRI gen

D= |B E

mannannn R

£ .::II [

INPUT(2)
INPUT(1)
INPUT(2)
| INPUT(3)
INPUT(4)
INPUT(S)
INPUT(6)
INPUT(7)

£
3!

OUTPUT{271)

B=NOT(4)

9=HOT(S )

18=NOT(1)

|11=0R(8,1,2,3,4,5,8,7)

|12=M0T(2) v
| € >

&) consom

|Callback: [generatedimacs]
[stateChanged] Tab: 0
setCrypooCorrelacionPanel():: null anf
CryprProperciesPanel::clearlUI()
[stareChanged] Tab: 0
seclryprolorrelacionBansl() 1 null anf
CryprProperciesPanel::clearUI()
[atateChanged] Tab: 0
setCryproforrelacionfanel () 1 null anf
CryptPropertiesPanel::clearUI()
Callback: [viewgraph}
Orientation Type: HIERRCHICAL
[stateChanged] Tak: 0
. setCryptoCorrelationPanel () 1+ null anf

| CxyprPropertissfancl::cleazlI() | I

University of South Alabama CFITS (Center for Forensics, Information Technology, i School of Computing



Use Case: Loading and Analyzing BENCH File
21. Generate ->Generate DIMACs

o s cou Vel - Fencton 5 Fom B Crpn 40 5T

¥ oo o schematc (1 mage

If the circuit is synthesized
as a Product of

@ s [ Sums/Product of
—— Maxterms structure,
choose YES

Afssnoommcon

School of Computing

University of South Alabama CFITS (Center for Forensics, Information Technology,



Progra

File Edit BE

Use Case: Loading and Analyzing BENCH File
21. Generate ->Generate DIMACs

ryption Toolkit

enerate Transform Build Utilties Compon

ions Reductions Libraries CIRCLIB Help

lal 9= Function @3 Form & Crypto A8 gar

FRrREFRRERERRERRERRERRRERRERRERE R R R R R R RRE R R R R R R R R R R RR D

2
&
5
&
5
s
s
s

2
4
4
4
4
4
4
4
45
4
4
4
4
4
4
4
4

€720
€7 -80
€ -78280
€ -7 -80
-€ 7
-€ 7
-€
-€

-5

-
-

4
L

[E] pwait.pos [BENCH]

inputs
output
inverters
buffers
constantl
constant@

@O ® o0

Total gates: 256

#
#
E3
#
#
#
#
#
#
# Intermediate nodes:

264

L

INPUT(B)
INPUT(1)
INPUT(2)
INPUT(3)
TNPUT(4)
INPUT(S)
INPUT(6)
INPUT(7)

OUTPUT(271)

8=NOT(4)

9=NOT(5)

18=NOT (1)
11=0R(0,1,2,3,4,5,6,7)
12=NOT(2)

<

DIMACs text

avw
ﬁ Console

[stateChanged] Tak: O
setCryptoCorrelationPanel {j:: null
CryptPropertiesPanel::clearUI()
[stateChanged] Tak: O
setCryptoCorrelationPanel () :: null
CryptPropertiesPanel::clearUI()
Callback: [viewgraph]

Orientation Type: HIEARCHICAL
[stateChanged] Tab: O
getCryptoCorrelationPanel () :: null
CryptPropertiesPanel::clearUI()
Callback: [generatedimacs]
[stateChanged] Tak: O
setCryptoCorrelationPanel () :: null
CryptPropertiesPanel::clearUI()

anf

anf

anf

anf

for Forensics

Information Technolol




Use Case: Loading and Analyzing BENCH File

) If the circuit is NOT
- T synthesized as a Product
- T —— Of SUMS/Product of
’ [1caoniars)
_ o Maxterms structure,
| choose NO

School of Computing

University of South Alabama



Use Case: Loading and Analyzing BENCH File

T Option is given to
© —— (ANSTOrM the circuit via the

e Tseytin algorithm

1) Choosing NO exits

2) Choosing YES will
continue the DIMACs
generation

University of South Alabama ics, i ’ i School of Computing



Use Case: Loading and Analyzing BENCH File

21. Generate ->Generate DIMACs

ol St D vmnl e Funcaen 6 Fom DOm0 AT

¥ ooon | schemstc [ wage

Curge | Cvon @vem | il

i

gepr|

E

T

IEUTIE)

---------

oA, 81

disk

University of South Alabama

Next option allows saving
= 0 e —Of the Tseytin transformed

BENCH file to be saved to

School of Computing



Use Case: Loading and Analyzing BENCH File
>Generate DIMACs

21. Generate -

rate Buld Utites. Varation

Fie

Libraries CRCLE Help

ll Stats .32 Visual 09= Function 5 Form +8 Crypto " SAT

23 -3 B pmacs

p cof 7 14

70

-§ 70

-7 8560

-5 70

2 -0

€ -3 -2 0

3 -€0

4-320

43-20

-4-3-20

4320

1-890

& -4 =1 0

4 -850
—_———
of CereX
B copy CuleC
[ Paste  CtrieV
B Selctan
lal Savess

A [ pwat.pos mencH) [ “to-so [BENCH]

£l

# 3 inputs
# 2 outputs
# 0 inverters

¥ 8 buffers

& @ constantl

& @ constanté@

=

# Total gates: 5

& Intermediate nodes: 5
ANDs: 2

ORs: 1

XoRs: 2

HAMNDs: @

NORs: @

HXORs: @

DFF: &
JKFF: @
TFF: @
SRFF: @

MR g AE M dr oM B B A R

INPUT(6)
INPUT(S)
INPUT(4)

UTPUT(7)

3=AND(4,5)
1%0R(4,5)
2=AND(1,6)
7=0R(2,3)

B console
Processing gave:
Proceasing gate:
Processing gate:
gate:
Combining AND gates...

Adding cutput port predecessor AND gates...
Checking for unused imputs...

Decompoaing final version...

Frocessing...

Saving final POS BENCH circuit...

Creating Boolean Expression...

Creating Operator Tree...

[steteChanged] Tab: 1
sexCryproCorrelationPanel():: null anf
CryptPropertiesPanel: iclearUI(}

m e

CFITS (Center for Forensics, Information Technolog

School of Com




Use Case: Loading and Analyzing BENCH File

22. BENCH ->Karnaugh Map

B Program Encryption Toolkit KMAP Tab — O x
File Edit BENCH Generate Transform Buid Utiities Components Variations Reductions Libraries CIRCLIB Help
. - 4 —
| Stats s=m Visual (9= Function = Form «& Crypto M [S] ci7ci7adder [BENCH] . c17c17adder [KMAF]
¥ oraph | schematic [ image KMAP sme: ExportkMAP: @ Text () Image Fiepath: | || BrowsE EXPORT
~
oUT[0]: 34 ouUT[1: 35 OUT[: 36 S
% t e For each output
@, Inputs: 01234156789
a ~
- 00000 00001 00011 00010 00110 00111 00101 00100 01100 01101 01111 01110 01010 01011 01001 01000 11000 11001 11011 11010 11110 11111 111
= 00000 |
=
00001
=S 00011 |
©
2 00010 |
& 00110
®. |
4 00111 |
®
B 00101 |
00100
® _|
£
E Console
Maximum Fan-Out: 3 A~

Average Fan-In: 1.9
Average Fan-Out: 1.5

Callback: [viewgraph]

Orientation Type: HIERRCHICAL

v |||callback: [kmap]

Directory = C:\Users\Todd\Documentshapetguil\clTclTaddert

Fil = cl7cl7adder.bench.
.E.A o O...@.. rhiﬁx = Emimiauzi.beﬁmﬁi
e T o Fileroot = cl7cl7adder ©

CFITS (Center for Forensics, Information Technolog i School of Computing
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Use Case: Loading and Analyzing BENCH File

22. BENCH ->Karnaugh Map

View MINTERM/MAXTERM

or BOTH
B Program Encryption Toolkit O X
File Edit BENCH Generate Transform Build Utiites Components Variations Reductions Libraries CIRC
B = 4
g Stats sam Visual (9= Function @2 Form 8 Crypto M EI adder! [BENCI erl [KMAF]
¥ Graph | Schematic Image KMAP Style: MAXTERM . ExportKMAP: (@) Text () Image Filepath: BROWSE EXPORT |
Change | (JHOR @®VER | Ful e p— \ ¢
Inputs: 1123
N |
& 00 01 11 10 .
a Browse to select export file,
5
= A o n n| then select EXPORT
'b%
= ] B
=] —
=l

Export KMAP (for the
selected output) as Text or
Image file

= 3
% Console
Filename = adderl.bench.txt

Filercot = adderl
Style: MAXTEEM

Center for Forensics, Information Technology,

School of Computing



Use Case: Loading and Analyzing BENCH File
23. BENCH ->Formula->{DNF,CNF,ANF}

Function

Program Encryption Toolkit
File Edit BENCH Generate Transfi d Utiities Components Variations Reductions Libraries CIRCLIB Help

g Stats soz visual #= Function &3 Form +8 Cry

\Wrap Text: 6

E‘ L gop  [(@b) Formula. Tl Staf

NI

[BENCH] 7. addert [KMAF]

Formula

# 3 1nputs

PO(x1,x2,x3) = x1'"x2'x3 + x1'x2x3"'
x1x2'%x3" + x1x2x3

Flixl,x2,x3) = x1'x2x3 + xI1x2'x3 +
x1x2x3" + x1x2x3

DNF/CNF/ANF

£

Wrap Text

@ constantl
@ constant@

+

Total gates: 5

Intermediate nodes: &
ANDs: 2
ORs: 1
XORs: 2
NANDs: @
NORs: @
NXORs: @
DFF: @
JKFF: @
TFF: @
SRFF: @

HOH M K HH R R HE R R RN R

INPUT(1)
INPUT(2)
INPUT(3)

OUTPUT(S)
OUTPUT(D)

4=XOR(1,2)
7=NOT(4)
5=XOR(4,3)
H=AND(3,4)
B=AND(2,7)
9-CR(6,8)

Conjunctive
Normal Form
(CNF)

FO(x1l,x2,x3) = (x1 + x2 + x3) * (x1 +
2' + x3') * (x1'" + x2 + x3') * (x1' +
2' + x3)

Fl(x1,x2,x3) = (x1 + x2 + x3) * (x1 +
2 + x3') * (x1 + x2' + x3) * (x1' +
2 + x3)

FO(x1,x2,x3) = x3 ~ x2 *~ x1

Fl(xl,x2,x3) = x2x3 * x1x3 *~ x1x2

Algebraic
Normal Form

(ANF)

= 2
% Console

= OEFL

£ DNF s CNF - o55s) ANF

Style: MRXTERM
Callkback: [formuladnf]

University of South Alabama
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Use Case: Loading and Analyzing BENCH File

24. BENCH ->Simulate 8 oo X

[] Use Input Vector

To continue...
# of Vectors: | 10000 Maximum vectors: [8] ’/

Use this for large input size
circuits: it will generate
random test vectors

Cancel View Simulation
Use test vectors (1V)
SIM Tab
El Program Encryption Toolkit — O X
File Edit BENCH Generate Transform Buid Utiities Component=Qariations Reductions Librariess CIRCLIB Help
a N .
¢ Stats cms Visual 0= Function @3 Form «& Crypto M aaddgm [BENCH] ’__ adder! [KMAP] Bl adder1 [SIM] ”
J Graph 1] sehematic mage (@) Select fromIv  (T) Use Custom Vector Output: ( CII’CUIt OUtpUt
Change (CJHOR (@) VER Ful " I”
& : For Use Custom
[k il Vector: enter binary
I = IV Bench Graph N .
- o string here
i 001 T
s 010
. " — Testvecmors :
100 : 2]
| & 101 Selecting one =
| 110 ) —-9 =]
, 1t of these input &
vectors will &
simulate each gs
gate in the oy e
circuit and -
, show the OT -3
circuit output &
in the Output ®
text field -
_ )
| OT
| AE'j Console
FULL IV - "
| = v pu
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Use Case: Loading and Analyzing BENCH File
24. BENCH ->Simulate

INPUT =111

Circuit Output \

[ addert [BENCH] % addert (kiap) (Bl addert (S [2] scder1 (BENCH] |, addert kmar] (Bl ﬂdderWN
(@ Select from IV () Use Custom Vector Gutput: [11

(@) Select from IV () Use Custom Vector Output: |01

>

111

>

011

<

SIMULATE

SIMULATE

IV Bench Graph i

000
o001
010
011
100
101
110

IV ench Graph i

=P pp

15|

Gate output -

ERN Al - o

Gate output =0

IV Selected

IV Selected

AARAA DN A O R

BADDH D

School of Computing
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Use Case 2: Create New BENCH File (Text)

1. File -> New -> BENCH File
Browse to a path and provide a filename

2. Edit text in the text pane, entering a valid BENCH netlist
3. File -> Save, to save edits
4. File -> Save As, saves current contents to new file

5. File -> Close, closes the text edit panel

University of South Alabama ics, i ay, i School of Computing
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Use Case 3. Create New BENCH File (Visual)

« Build -> From Circuit Builder

{— -
¥ | = acder-tull [BENCH] | '#8) [CIRCUIT BUILDER]

Save BENCH Crcult File: | | [ ErowsE | [ saveEBENCH | [[]LoadinPanel

[ SET ORDERING |
ThXXoed adaqm

At

i

A &

Graph Info:
Gates:

Edges:

1l

BUFF

Hke

JPPTHEVYE

Circwit Info:

E
=

Inputs:

Outputs:

“
=)
2
-
o
=]
2
o
B

T

TF

BIBIAVAUIE

Gate Info:

m
e [ ]
s [

[
g=]
(=8
o
=)
]

Input Order:
Output Order:
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Use Case 3: Create New BENCH File (Visual)

_E 2: Left-click on canvas to
our | > drop a gate
..... ET 1
"’ ]
BE
Yo

3
O
T

3: Connect gates: left-click AND hold on a source gate,
drag, then release on a target gate

4: Click “Validate™: errors are reported, otherwise Validated
checkbox becomes selected

University of South Alabama ics, i ay, i School of Computing



Use Case 3: Create New BENCH File (Visual)

Left-click on gate = selects it, for moving/replacement \
Left-click on wire = selects it for adding bends

Left-click on canvas = no current selection, adds a gate to the canvas
Left-click on canvas = if a gate is selected, deselects any gate/wire

Use cut/delete on selection to get rid of
Use undo/rundo

NOTE: Copy/paste functionality does not work fully in Release 1.0

5: Click BROWSE to select a path and filename for the BENCH file to be
saved

IF circuit is validated AND BENCH path has been chosen,
SAVE BENCH button is enabled and will write the file

Check “Load in Panel” to also load the bench file into a text panel on save

Any changes to circuit will invalidate the circuit and you will need to
revalidate it

University of South Alabama ics, i ay, i School of Computing



Use Case 3: Create New BENCH File (Visual)

Clear canvas Delete or cut gate/wire Undo/Redo

BROWSE | SMVEBENCH | [ Loadin Panel

\ Save BERNCH Circuit Pl
\ | VALIDATE ] vfidated SET ORDEE.L?]
- .

N sldmXee @ﬁq &4 H|7FR|1ORBTRAEDERR <== Layout options

(] aur

Zoom in/out anm Print/save image

2

/ 1 .

Use to do a quick layout
format on graph Z E

School of Computing
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Use Case 3. Create New BENCH File (Visual)

Save BENCH Circuit File: | Dt\Research|Circuits-1\newcircuit bench. txt | [ BROMWSE ] [ SAVE BEMCH ] 7] Laad in Panel

| SETORDERING |

Nl N A c§|@s@sﬁﬁ\f 3|4 OIABTREDRR R

COMAT

Validate circuit Explicitly set the ordering of inputs and outputs

8

L

AND HAND

A
N A

3 2
—}—} uu‘l%
—»

SRFF

DFF

N

=
“““-"""’Ih““u.'.’.l

University of South Alabama CFITS (Center for Forensics, Information Technology, and Securit

>.~ .m< \ \ Save the circuit to the selected file

School of Computing



University of South Alabama CFITS (Center for Forensics, Information Technolog i School of Computing



University of South Alabama

Use Case 4: Create New BENCH File (Truth Table)

- Build -> From Truth Table

[TT BUILDER]

Save BENCH Circvit File: | || [4] BROWSE || [5] SAVE BENCH | Load in Panel

Circuit Form: () SOPE () POSE (J)REEDMULLER () AIG ()DNF () CNF () ANF | | Truth Table Finalized|| | Circuit Generated|

Generate Circuit

1T Circuit

W W

| [1] Create Truth Table il [2] Finalize Truth Table

.l

EY console

II
Callback: [closeall]
Callback: [ttbuilder]

CFITS (Center for Forensics, Information Technology,

School of Computing




Use Case 4. Create New BENCH File (Truth Table)

Inputs: 4% Outputs: 2%. z—h Select Number of Inputs/Outputs

ID Name ID Name

1 A Al lFO A
2 B 2 F1

3 C

4 D

2: Click Create Truth Table

School of Computing

University of South Alabama



Use Case 4. Create New BENCH File (Truth Table)

3: Specify Truth Table

=] TT BUILDER]
Save BEMCH Circuit File: [4] BROWSE [5] SAVE BEMCH Load in Panel
Circuit Form: (#) SOPE () POSE () REEDMULLER. () AIG () DNMF () CNF () ANF || Truth Table Finalized|| | Gircuit Generated)|
| [3] Generate Circuit l
- Y 4
Inputs: | 4/%] Outputs: | 2[% W Term A B c D = FO F1
IO Mame ID Mame 0 0 0 4] o] o a ~
1|a w | 1 |FO ~ 1 0 0 0 1 a ]
2 B 2 F1 2 o] o] i [u] o] 0
3c 3 0 0 1 1 0 0
Fa 4 0 1 0 0 0 i
5 0 1 0 1 0 i
& 0 1 1 0 o 0
7 0 1 1 1 0 0
8 1 0 0 0 a i
E 1 0 0 1 a i
10 1 0 1 0 0 0
11 1 0 1 1 0 0
1z 1 1 0 0 0 0
13 1 1 0 1 0 0
14 1 1 1 0 a 0
15 1 1 1 1 0 0
Click on atable cell to set the
output of that function to 1 for
that input sequence
L
o o TT7  Circuit
[1] Create Truth Table [2] Finalize Truth Table |

University of South Alabama
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Use Case 4. Create New BENCH File (Truth Table)

4: Finalize Truth Table

4
o (=5 7T BUILDER]
Save BENCH Circuit File: [4)BROWSE | | [5] SAVE BENCH Load in Panel
CiraiitForm: @ SOPE (O POSE (QREEDMULLER QAIG ODNF (O CNF (O ANF | Truth Table Finalized|[ ' Circuit Generated|
| [3] Generate Circuit
e | S 2 Term A B c ) > FO F1
ID Name ID Name 0 0 0 0 0 0 0 n
1A ~| 1 FO P B 0 0 0 1 B 1
2 B 2 F1 2 0 0 1 0 0 1
3Ic 3 0 0 1 1 0 1
4 D 4 0 1 0 0 1 0
5 0 1 0 1 0 0
6 0 1 1 0 0 1
7 0 1 1 1 0 1
8 1 0 0 0 0 1
9 1 0 0 1 0 0
10 1 0 1 0 1 0
11 1 0 1 1 0 1
12 1 ) | 0 0 0 1
13 1 1 0 1 0 0
14 1 1 1 0 0 1
15 1 1 1 1 1 1
Once functional values are
finalized, click Finalize Truth
Table
W
v o!|| 7T Crait V
[i] Create Truth Table [2] Finalize Truth Table |

University of South Alabama CFITS (Center for Forensics, Information Technology, i School of Computing



Use Case 4. Create New BENCH File (Truth Table)

=] [T BUILDER] Circuit form, then generate

Save BEM ircuit File: [4] B [5] SAVE BEMCH Load in Panel

I [3] Generate Circuit |

6: BENCH generated: browse for save file/select load in
Panel {srw

Save BENCH Circuit File: [4] ROWSE [5] SAVE BENCH Load in Panel . .
Circuit Form: () SOPE (C)POSE () REEDMULLER (@) AIG (C)DNF (J) CNF &F [#] Truth Table Finalized|[.] Circuit Generated| B Lo ad s BENCH fi I ein
I [3] Generate Qircuit the GUI panel When
Inputs: | 4% outputs: | 23 ~ itis SAVED

INPUT(@)
ID  Name ID  Name INPUT(1)

1 1 o o J|ERPUTC2) BROWSE for

INPUT(3) .

2 [F1 BENCH file
QUTPUT(18) .
QUTPUT(17) location/name

52-NOT(1)
19=AND(1,3)
51-NOT(8)
54=NOT(3)
47=AND(2,3)
53=NOT(2)
48=NOT(47)
21=AND(52,54)
20=NOT(19)
3B=AND(1,54)
38=AND(52,2)
28=AND(52,3)
31=NOT(38) : :
39=NOT(38) Circuit Tab
22=NOT(21)
20=NOT(28)
4B=AND(54,39)
43=AND(53,29)
23=AND(28,22)
32-AND(29,31)
41=AND(@,48)
33=NOT(32)
44=NOT (43)
24=NOT(23) v

v "l CircuitK

[1] Create Truth Table [2] Finalize Truth Table I

>

Ol |@| e

2
3
4

University of South Alabama CFITS (Center for Forensics, Information Technolog i School of Computing



Use Case 4. Create New BENCH File (Truth Table)

7: Once BENCH file is selected, click SAVE BENCH
/

=] [TT BUILDER] ¢
Save BENCH Circuit File: |sers\Todd\Documents\sampleCircuit4-2.bench. txt [4] BROWSE [5] SAVE BENCH ] Load in Panel
Circuit Form: O SOPE O POSE O REEDMULLER @ AIG Q DNF O CNF O ANF [_ di '_l.'EEt_ij.Ia_.I?_l.ra_lfl_r_h_a_ll_zf:f‘_]; / El_{cu:t GE’I"II?I.'_G_E_E_d_;

I [5] Generate Crait —

8: If Load in Panel selected, BENCH text panel for file will
appear as well

- [m] x

BENCH Text panel
tab

e BE(Ee R R
[~}

Still much do le
BENCH->Compile
Combinational

BT

]

Then BENCH->View
Graph to see |=
created circuit f

University of South Alabama ics, i ’ i School of Computing
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Use Case 5. Create New BENCH File (Equation)

- Build -> From Equation

Y[l [EQUATION BUILDER]

Save BENCH Circuit File: | | | [4] BROWSE | [5] SAVE BENCH Load in Panel
Circuit Form: () SYNTAX (@) SOPE () POSE () REEDMULLER (JAIG (JONF (O CNF () ANF |
I [3] Generate Circuit
Equations should take the form of: ~ ] Inputs (Variables): Outputs (Formulas): []Use CONST Signals [ | Reduce Mots
FORMULAL " \—‘ I—I

FORMULAl ; FORMULAZ

FORMULA] ; FORMULAZ ; FORMULAZ etc.

Formula 'u'alid” Circuit Generated|

FOBMULRE takes the form of:
OUIVAR = EQUATION

- QUIVAR must be of the form: oX == ol, ol, o2, etc.

- EQUATION is a combination of VARIRBLES and OPERATORS.

= VARIRBLES must be of the form iX == i0, il, i2, etc.

- VARIRBLES are ordered in circuit input by number

— OPEBATORS must be one of: ' (NOT) +({0OR) *(AND) -~ (XOR)

— Constant Zeros (0) f Omes(l) are allowed as VARIABLES

Enter Equation Text Below: [1]

Parse 1T BEMCH (syntax) BENCH (generated)

[2] Chedk Equation

School of Computing

CFITS (Center for Forensics, Information Technolog
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. Create New BENCH File (Equation)

Equations should take the form of:

FORMULAL
FORMULAl ; FORMULAZ
FORMULA1l ; FORMULAZ ; FORMULA3 etc.

FORMULA takes the form of:
OUTVAR = EQUATION

- QUTVAR must be of the form: oX => o0, o0l, 02, etc.

- EQUATION is a combination of VARIABLES and OPERATORS.

- VARIABLES must be of the form iX => 1i0, 1il, 12, etc.

— VARIABLES are ordered in circuit input by number

— OPERATORS must be one of: ' (NOT) + (OR) * (AND) ~ (XOR)
- Constant Zeros (0) / Ones(l) are allowed as VARIABLES

General rules:
- Formulas must be separated by a semicolon if more than 1
- The last (or if there is only 1) formula does not need a ;
- Formulas can be on separate lines (separated by a NL)
- At least 1 VARIABLE required (ol = 0/0l = 1 not allowesd)
- Use parenthesis to clarify logical expressions and precedence

Examples:
ol =10 + il
ol = ((i0" * il)" + (i2 * i3")")"

ol =11 * 1; o2 = i4 + 118

o0 =il + i2 ~ i3 * i4

ol = (((i0 * il)" + (i2 * i3)'")" * (il + 1i2))"';
o6 = (i7 * 19) + il

ol2 = (i25 ~ i512)"

Precedence rules:

— Parenthesis have highest precedence

— NOT (') associates to the left before other OPERATORS
- AND (*) associates before OR (+) and XOR (7)

— XOR () associates before OR (+)

Example: o0 =41l + i2' ~ i3 * i4
is equivalent to: o0 (il + ((i2") ™ (i3 * i4))

University of South Alabama CFITS (Center for Forensics, Information Technolog i School of Computing



Use Case 5. Create New BENCH File (Equation)

For valid formula

Y1l [EQUATION BUILDER]

Save BENCH Circuit File: | | | [4] BROWSE | [5] SAV Load in Panel

Circuit Form: (C) SYNTAX () SOPE () POSE () REEDMULLER. (D) AIG (D)DNF (D) CNF (C) ANF || Formula valid|[ | Circuit Generated|

Generate Circuit

ol = ({i0° * il)" + (iZ * i37)7")" A : Inputs (Variables): EI Outputs (Formulas): [Juse CONST Signals [ Reduce Mots
ol = il * 1; o2 = i4 + il8
o0 = il + iZ ~ i3 * iq e
# INPUT MAPPING
ol = ([{i0 * il)" + (42 * i3)")" * (il + i2))";
o€ = (17 * i9) + il # Circuit ID: ® -»> Equation variable: ie
# Circuit ID: 1 -» Equation Variable: i1
olz = (i25 = i512)’ # Circuit ID: 2 -» Equation Variable: i2
# Circuit ID: 3 -» Equation Variable: i3
Brecrdencegrnles # Circuit ID: 4 -» Equation Variable: 17
= BEGTRANEeRs BENE DRHEEe prEsiames # Circuit ID: 5 -» Equation Variable: i9
— NOT (') associates to the left before other OPERATORS #
— LMD (*) associates before OR (+) and HOR ()
- HOR (") associates before OR (+)
v || TNPUT (@)
INPUT(1)
Enter Eguation Text Below: [1] INPUT(2)
ol = (((i® * 41)" + (iz * 43)")" * (i1 + i2))"; INPUT(3)
06 = (i7 * i9) + i1 LAl e
INPUT(5S)
OUTPUT(16)
wrrran - Syntax of the entered
B=AND(2,3) C) M
_ oy €quation in BENCH form
1) Enter equation e ofter Check
- El
18=NOT(7)
11=NOT (&)
12=0R(8,1)
13=0R(1@,11)
14=NOT(13)
v
Check Equation Parse TT BEMNCH (syntax) BEMCH (generated)

2) Check

University of South Alabama CFITS (Center for Forensics, Information Technolog i School of Computing



Use Case 5. Create New BENCH File (Equation)

Enter Equation Text Below: [1]
ol (C(ie T 11)" + (122 13)°)" * (42 +.42))";
06 = (i7 * i9) + i1

Inputs (Variables): |6 Outputs (Formulas): |2 [[] Use CONST Signals  [] Reduce Nots Inputs (Variables): |& Outputs (Formulas): |2 [[] Use CONST Signals [ Reduce Nots
Formula: ~ HEES S H S HE H S H FHH HH HH S HHH I HHEHE G
ol = (((i® * i1)' + (i2 * i3)')" * (i1 + i2))'; o6 = (17 * i9) + i1 # INPUT MAPPING

HEHH S A S S A A S S S
Ul ~ # Circuit ID: @ -> Equation Variable: i@
EE::::ES;]T;{;:;;ﬁigBLE # Circuit ID: 1 -»> Equation Variable: i1
Token->[ (] Type=LEFT_PAREN # Circuit ID: 2 -> Equation Variable: i2
Token->[(] Type=LEFT_PAREN # Circuit ID: 3 -> Equation Variable: i3
Token->[({] Type=LEFT_PAREN # Circuit ID: 4 -»> Equation Variable: i7
Token->[18] Type=VARIABLE # Circuit ID: 5 -»> Equation Variable: i9
Token->[*] Type=ANDOP #
Token->[11] Type=VARIABLE
Token->[)] Type=RIGHT_PAREN
Token->['] Type=NOTOP G)BBBBB|11
Token->[+] Type=0ROP 012345”3
Token->[(] Type=LEFT_PAREN | fl========-
Token->[12] Type=VARIABLE %BE)BBHG
Token->[*] Type=ANDOP 000001 | 10
Token->[13] Type=VARIABLE mj_gllg
Io:en—:%?% 1ype=§cl’$g;_PAREN G)BBB11|11
oken- ype=
Token->[}] Type=RIGHT_PAREN %0100|10
Token->["'] Type=NOTOP 009101|10
Token->[*] Type=ANDOP 000110 |10
Token->[{] Type=LEFT_PAREN m111|11
Token->[11] Type=VARIABLE 001000“0
Token->[+] Type=0ROP 93193“19
Token->[12] Type=VARIABLE %1010“0
R aorons
Token-»>['1 Tvpe=NOTOP v Po1100|10 o
Parse TT BENCH (syntax) BENCH (generated) Parse T BENCH (syntax) BEMCH (generated)

Parse of the entered Truth table of entered
Boolean formula Boolean formula

CFITS (Center for Forensics, Information Technolog i School of Computing



Use Case 5. Create New BENCH File (Equation)

3) Choose synthesized circuit form 4) Click Generate Circuit

Y1l [EQuATION BUILDER]

Save BENCH Circuit File: || Maerowse || [5) SAVE BENCH Load in Panel

Circuit Form: (C) SYNTAX (@) SOPE () POSE () REEDMULLER (D AIG (O DNF (JJCNF (C) ANF [ Formula Valid|[.| Circuit Generated|

Generate Circuit

ol = ({i0" * il)" + (42 * i3")")°* A : Inputs (Variables): EI Outputs (Formulas): [[]Use CONST Signals [ ] Reduce Mats
ol =il * 1; o2 = i4 + ils
o0 = il + i2 ~ i3 * i4 INPUT(®@)
INPUT(1)
ol = (((i0 * il)" + {(i2 * i3)")" * (il + i2))"; INPUT(2)
o6 = (i7 * i9) + il INPUT(3)
INPUT(4)
ol2 = (iZ5 =~ ibl2)" INPUT(S)
Precidence r:L.lles: . ) OUTPUT(12)
— Parenthesis hawve highest precidence OUTPUT(11)
— HOT (') associates to the left before other OPERATORS
— BAND (*) associates before OR (+) and XOR (=)
- HOR (~) associates before OR (+) B=NOT(3)
W 7=NOT(2)
= 8=NOT(8)
Enter Equation Text Below: [1] 9=NOT(1)
ol = (((i@ * i1)" + (i2 = i3)')" * (i1 + i2))"; 18=AND(4,5)
06 = (i7 * i9) + i1l 11-0R(18,1)

12=0R(8,9,7,6)

Synthesized BENCH from
truth table after Generate

[2] Check Equation 1 Parse TT BENCH (syntax) BEMCH (generated)

University of South Alabama CFITS (Center for Forensics, Information Technology, i School of Computing



Use Case 5. Create New BENCH File (Equation)

5) BROWSE and pick

filepath for BENCH

L[] [EQUATION BUILDER]

7) Click SAVE BENCH

to write out BENCH

file
‘ ‘ ' in panel tab

6) Click Load in Panel

to load saved BENCH

Save BENCH Circuit File: |\OneDrive\Documents\apetgui\sample Lbench.txt || [4BROWSE | | [5]SAVEBENCH | []Loadin Panel

Circuit Form: () SYNTAX (@) SOPE (J)POSE (O)REEDMULLER (D AIG (DDNF (O CNF (O) ANF [ Formula valid][. | Circuit Generated|

ol
ol
oo

ol
o6

ol2 =

({aog" * il1y" + (i2 * i3")")"
il * 1; o2 = i4 + ils
il + i2 =~ i3 * i4

(({i0 * il1)" + (i2 * i3)")" * (il + iz2))"';
{i7 * ig) + il

{i2s =~ isla)"

Precidence rules:

— Parenthesis have highest precidence

— NOT (') associates to the left before other OPERATORS
— BND (*) associates before OR (+) and XOR (*)

— XOR (~) associates before OR (+)

¥ a

Generate Circuit

Inputs (Variables): EI Outputs (Formulas): [JUse CONST Signals [ ] Reduce Nots

Enter Equation Text Below: [1]

ol
o6

(((ie = i1)" + (i2 = i3)')" = (i1 + i2))";
(i7 * i9) + i1

I 2] Check Equation |

INPUT(®)
INPUT(1)
INPUT(2)
INPUT(3)
INPUT(4)
INPUT(S)

OUTPUT(12)
OUTPUT(11)

65=NOT(3)
7=NOT(2)
8=NOT(@)
9=NOT(1)
18=AND(4,5)
11=0R({18,1)
12=0R(8,9,7,6)

University of South Alabama
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Use Case 5. Create New BENCH File (Equation)

Program Encryption Toolkit

File Edit BENCH Generate Transform Build Utiities Components WVariations Reductions Libraries CIRCLIB Help

8) After SAVE BENCH and load
in panel, new BENCH tab
appears: :

4
[6l Stats ;I visual )= Function @3 Form 8 Crypto 4% SAT W Il Eauation surnery [5 samplet [BENCH]
Number of inputs: € #
Nurber of ocutputs: 2 # 6 inputs
Nurber of constantl: O % 2 outputs
Nurber of constant0: O # 4 inverters
Intermediate gates: 7 # @ buffers .
! then do BENCH->Compile
%ORs: 0O # @ constant@ p
NWANDs: O d
WoRs- O # Total gates: 3 - -
g Combinational from menu
BUFFERs: 0 #  ANDs: 1
NOTs: 4 # ORs: 2
DFF: 0 # XORs: @
JEFF: O # NANDs: @
TFF: 0 # NORs: @
SREF: 0O # NXORs: @
Circuit Depth: 2 # DFF: @
Size of Largest Lewvel: & 2 JKFE: 8
Size of Largest Intermediate Level: § # TEE: 8
Mazimum Fan-In: 4 3 SRFE: &
Maximum Fan-Out: 2 M
Average Famn-In: 1.7
Average Fan—Out: 1.0
INPUT(®)
Level[0] Size =¢ EHELT (D
Level[l] Size = INPUT(2)
Levell2] Size TNPUT(3)
Level[3] Size =2 INPUT(4)
INPUT(5)
Level[0]: 0 ¢ 3215
Level[l]l: € &8 10 7 & QUTPUT(12)
Levell[2]: 11 12 QUTPUT(11)
Level[3]: 13 14
6=NOT(3)
7=NOT(2)
8=NOT (@)
9=NOT (1)
16=AND(4,5)
11=0R(1@,1)
12=0R(8,9,7,6)
r=
% Console
WZORs: 0
BUFFERs: 0
NOTs: 4
DFF: 0
JEEF: 0
TFF: 0
SRFF: 0
Circuit Depth: 2
Size of Largest Level: €
Size of Largest Intermediate Level: 5
Maximum Fan-In: 4
Maximum Fan-Out: 2
Average Fan-In: 1.7
Average Fan-Out: 1.0
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Use Case 6: Create a pre-defined BENCH component

- Libraries -> Basic Components -> ...
« Browse and choose a file to save to

-1 Program Encryption Toc

File Edit BENCH Transform Buid Utiities Components Variations Reductions CRCLIB Help

lal Stats l i Vlsual’ )= Function ] @3 Foml}

¥ a

INPUT(4)
INPUT(5)
INPUT(6)

OUTPUT(8)
OUTPUT(7)

1=XOR(4,5)
3=AND(4,5)
8=XOR(L,6)
2=AND(1,6)
7=0OR(2,3)

Basic Components »
ISCAS-85 '
ISCAS-89 )
me-9s )

Gates
Adders
Subtractors
Multipliers
Decoders
Encoders
Multiplexors
Demuttiplexors
Comparators
Polygates
Flip-Flops

4-bit Carry Lookahead Adder [9-5] .
4-bit Ripple-carry Adder [9-5]
Half Adder [2-2]

Full Adder [3-2]

Full Adder NOR [3-2]

2-bit Adder [5-3]

3-bit Adder [7-4]

4-bit Adder [9-5]

S-bit Adder [11-6]

6-bit Adder [13-7]

7-bit Adder [15-8]

8-bit Adder [17-9]

9-bit Adder [19-10]

10-bit Adder [21-11]

Example: Full Adder (3-2)

University of South Alabama
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Use Case 6: Create a pre-defined BENCH component

- Libraries -> Basic Components -> ...
Example: 4-bit Multiplier

[Libraries) CRCLB  Help

] Basic Components »  Gates »
ISCAS-85 ) Adders > —
ISCAS-89 ) Subtractors  » Saved circuit fie [multiplier-4bit]:  |Todd\Documents\apetguiymultipher -abit.bench. txt
mc-99 ) Multipliers > 4-bit Multiplier [8-8]
PLA Decoders 4
BLIF Encoders 4
Multiplexors >
Demuttiplexors  »
Comparators  »
Polygates 4
Flip-Flops 2

File Edit BENCH Generate Transform Build Utiities Components Variations Reductions Libraries CIRCLIB Help

‘ il gags‘ o Visual ‘m: F‘"‘d’““l & Fom.‘ : [ mutiplier-abit [BENCH]

¥ Graph | | schematic | (€] image| : 0 fogri
% B outputs

# 8 inverters

# @ buffers

# @ constantl

# 8 constante

#

# Total gates: 64

# Intermediate nodes: 64
ANDs: 36

ORs: 8

XoRs: 28

AND: @

NORs: @

NXORs: @

DFF: @

JKFF: @

TFF: @

SRFF: @

Then:
BENCH->Compile Combinational
BENCH-> ...

M A HH H M B B 8

INPUT(1)
INPUT(2)
INPUT(3)
INPUT(4)
INPUT(S)
INPUT(6)
INPUT(7)
INPUT(B)

AARDDDEH OB EE RS

.t'.
o4

QUTPUT(67)
OUTPUT(68)
OUTPUT(73)
OUTPUT(58)
OUTPUT(58)
OUTPUT(37)
~
B console
[Mazimon Fan Out: &
Lverage Fan-In: 2.0
Average Fan-Out: 1.6

L =N

Callback: [viewgrach]
Orientation Type: HIEARCHICAL

University of South Alabama i School of Computing



Use Case 6: Create a pre-defined BENCH component

- Basic Gates (2—4 input) - Decoders
AND

- Encoders
OR
XOR
NAND - Multiplexors
NOR - Demultiplexors
NXOR
BUFFER
INVERTER - Comparators
- Adders - Flipflops

- Subtractors

- Multipliers - Polygates

University of South Alabama
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Use Case 6: Create a pre-defined BENCH component

- ISCAS-85 Benchmarks (combinational)

- ISCAS-89 Benchmarks (sequential)

- ITC-99 Benchmarks (sequential)

File Edit BENCH G ate Transform Build Utiities Components Variations Reductions Libraries CIRCLIB Help

5]
g
5
g
2
B
2
[7]
g
]
g

| il Stats‘ sew Visual | )= Fum‘.’llml & Furm‘

¥ Grapn| | Schematic | 5] imags| # 1 input
inpur

# 4 inverters

[zl AR RN

E in
inSin - wmo
mew T am
s
=
m

INPUT(L)

QUTPUT(27)

17=0R(1,3)
18=NAND(8,17)
26=NAND(3,8,9)
25=NAND(2,18)
1@=NOT(1)
12=NAND(26,25)
23=NAND(1,8)
24=NAND(4,10)
3=DFF(12)
13=NAND(24,23,9)

b02 ITC-99 benchmark schematic :

==
B3 console ‘

Callback: [viewgraph]
Orientation Type: HIEARCHICAL
Callback: [viewschematic]

Callback: [changeSchematicView]
«

School of Computing

University of South Alabama
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f@ Use Case 7: Export a BENCH File from Text Panel in Different Formats

- File -> Export
- BENCH €—
- Image €
- Truth Table <€~
- Logic Friday (CSV) Truth Table

— Extended options

Image format

Text format

- GraphML < Native format for yEd
- VHDL
- UW < University of Wisconsin format

- BDD
\ Image format

University of South Alabama ics, i ay, i School of Computing
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I_

Major Transforms:

Concat

Merge
Merge Common Input

Decompose Multi-fanin
Decompose XOR
Decompose Function

Transform Basis / Random Basis

Transform SOP/POS/RSE/AIG
Transform SOM/POM/ReedMuller (reduced)
Transform Espresso / Espresso Canonical Forms
Transform misl|
Transform ABC

University of South Alabama CFITS (Center for Forensics, Information Technology, and Securit School of Computing



Transforms

|Tramform| Build Utilties Cofrponent:

i =  Concatenate
4000 Merge
=7 Merge Common Input
1t} Decompose Multi-Fanin
&) Decompose XOR
44 Decompose Function
£¥ Transform Basis
% Transform Random Basis
#, Transform Canonical Forms »| &  Sum-of-Products (SOP)
WP Transform Espresso [t.  Product-of-Sums (POS)
@ Espresso Canonical Forms <% Ring-Sum-Expansion (RSE)
§l  Transform misi i And-Inverter Graph (AIG)
&y Transform ABC
&  Sum-of-Minterms
[t.  Product-of-Maxterms
<2 Reed-Muller RSE

University of South Alabama ics, i ’ i School of Computing



Transforms: Concatenate

¥ 4

g
Example: ?
v |deal concatenate where '

5 E # of outputs = # of inputs 0

New Concat Circuit

1
1 1
w
20
Circuit to Concatenate (B) 2
l i B i El Concatenate Circuit | RS |
! . . Circuit to concatenate:
Mew concat circuit file:
# Inputs {originalla];: 5 # Outputs {original[ATi: 2 # Gates {originallAl): &
# Inputs {concat[E]): # Outputs {concat[B]): # Gates {concat[B]):
17 # Inputs {new[A+E]): # Outputs (new]A+E]: # Gates: (new[A+B]):

Fill Options: :Append Biteto B [ Use Canstant Gates

Pad Options: :Pad Random Output or Intermediate Gate from A «

Concatenate Circuits

University of South Alabama ’ i School of Computing



Transforms: Concatenate

Original (A) Example:

Use Random Method

What to do with these 2 outputs?
Specify Pad Options

Created with Pad Option =

El Concatenate Circuit ——

== New Concat Circuit

Circuit to concatenate: Browse
Mew concat circuit file: Browse

# Inputs (originallA]): 2 # Cutputs (originallal): 4 # Gates (original[4]): 10
# Inputs {concat[EB]): # Outputs {concat[B): # Gates (concat[B]):
# Inputs (new[A+ET) # Oukputs (new[A+E]) # Gates: {new[A+E]):

Fill Options: :Append BitstoB [ Use Constant Gates

Pad Options: | Pad Random Output or Intermediate Gate from A ~
Pad COHSTANT 0

Pad COHNSTAHT 1

Pad Random Output Gate from A

Pad Random Output or Intermediate Gate from A
Pad Random Gate from Output Level + 1 from A
Use Random Method

Circuit to Concatenate (B)

University of South Alabama

School of Computing



Transforms: Concatenate

Original (A)
Example:
Created with Pad Option =
Pad Random Gate from Output Level + 1 from A

Fill Options: Append Bits to B

What to do with these 3 inputs?
Specify Fill and Pad Options F

El Concatenate Circuit —— M &
Cireuit ko concatenate: g

Mew concat circuit File: Erowse

# Inputs originalla]): 2 # Outputs (originallAl): 4 # Gates (original[A]): 10 - -
# Inputs {concat[B]): # Qukputs {concat[B]): # Gates (concat[B]): N eW CO n C at CI rC U I t

# Inputs (new[A+E]): # Outputs (new[A+E]) # Gates: (new[A+E]):

Fill Opkions: jnppend Bitsto B ~ [ Use Constant: Gates

Pad Options: | Pad Random Qutput or Intermediate Gate from & ~
Pad CONSTANT 0
Pad COHNSTAHNT 1

Pad Random Output Gate from &
Pad Random Output or Intermediate Gate from A
Pad Random Gate from Output Level + 1 from A
Use Random Method

Circuit to Concatenate (B)

University of South Alabama ics, i ’ i School of Computing
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Transforms: Merge

El Merge Circuit

Circuit to Merge (B)

Circuit ko merge:

Mew merge circuit file:

New Merge Circuit

A _A

. # Inputs (rmerge[B])
I' # Inputs (newla| B
| I

Append Options:

Browse
Browese

# Inputs {originalla]): 5 # Outputs {original[Al): 2 # Gates {originalla]): 6
# Outputs {merge[B]N # Gates {merge[B]):
# Oukputs (newla| Bl # Gates: {newlA||B]):

LSBMode |

Merge Circuits

BB BB B A
MSB Append LSB Append

University of South Alabama

|
ki
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Original (A)

-ﬁaf

Circuit to Merge (B)

Mew merge circuit File:

# Inputs (original[A]): 5 # Outputs (originall]): 2 # Gates {original[a]): 6

# Inputs {merge[B]): # 0utputs {merge[B]): # Gates (merge[B]):

# Inputs (new[A#ET: # Outputs {new[A#E]): # Gates: (new[ARE]:
FI‘ ! e rests

University of South Alabama

Transforms: Merge Common Input

El Merge Common Input Circuit

Circuit bo merge:

Merges two circuits with the same # of
inputs:

The inputs are assumed to be symmetrical
for both circuits (A and B)

The merge attempts to match the fan-in of
gates and gate types of the circuit to merge
with the fan-in gates and gate types of the
original

Resulting circuit will have the same # of
inputs and output size equal to |outputs A| +
|outputs Bj

Produces a circuit with functionally
equivalent outputs as that of A and B,

using the same inputs spaceas Aand B  4&m

School of Computing



Transforms: Merge Common Input

Original (A) Circuit to Merge (B)

These gates have
identical type and
input fan-in as those
of the original (A)

New merge circuit

New circuit is renumbered...

University of South Alabama

School of Computing



University of South Alabama CFITS (Center for Forensics, Information Technology, i School of Computing



Transforms: Decompose Multi-Fanin

INPUT(1)
INPUT(2)
INPUT(3)
INPUT(4)
INPUT(5)
INPUT(6)
INPUT(7)
INPUT(8)
OUTPUT(11)
OUTPUT(12)
9 = AND(1,3,5,7,8)
10 = OR(2,4,6)

INPUT(0) 11 = XOR(9,10,1,8)

INPUT(1) 12 = NAND(10,1,3)

INPUT(2)

INPUT(3)

INPUT(4)

INPUT(5)

INPUT(6)

INPUT(7)

OUTPUT(18)

OUTPUT(15)

8=AND(0,2)

9=0R(1,3)

10=0R(5,9)

11=AND(4,8)

12=AND(6,11)

13=AND(10,0)

14=AND(7,12)

15=NAND(2,13)

16=X0R(14,10)

17=XOR(0,16)
18=XOR(7,17)

University of South Alabama School of Computing
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Transforms: Decompose XOR

B Decompose XOR to NAND/NOR I | & |

Mew decompose XOR file: earchiCircuits-1\decomposeyORstart-d, bench, bxt

Transform to basis type: @ NAND () NOR

Use Inverters Use Constant Gates

[ Cancel ] [ Decompose XOR

University of South Alabama ics, i ’ i School of Computing
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Decomposes a circuit
by functional output:
one circuit is
produced for each
output, keeping
appropriate gates
from original circuit

To keep the original
number of inputs,
check “Preserve
Inputs”

University of South Alabama

Transforms: Decompose Function

El Decompose Function

Output directory: | DiiResearchiCircuits-1Y

Root file name:  |c17

Mew decomposed Files:

Erowse

[\ResearchiCircuits- 11017, decomposed[0]-022 .bench. bxt

D:iResearchiCircuits-11c17 . decomposed[1]-023.bench. txt \ D e C O m p O S e d

file names are

Preserve Inputs

automatically

[ Canicel

] [ Decompose Circuit Functions

assigned based

on circuit name

‘ T decomposexORstart [BENCH] | T decompossxORstart-d [BENCH] | Fle7 BencH | 617 decomposes(ol-022 [BENCH] | 617 decompasedit]-623 [BENCH] | 17[DECOMPOSE]

BA¢A[0OHBOON

1

Output 22

Output 23

e

2 &

School of Computing




Transforms: Decompose Function

At ‘F

L \Generates

logically
redundant
gates...

With “Preserve Inputs”

Generates

91 logically
J redundant
gates...

Decomposes a circuit by functional
output: one circuit is produced for each
output, keeping appropriate gates from
original circuit

O &

M%

To keep the original number of inputs,
check “Preserve Inputs”

School of Computing

University of South Alabama



Transforms: Decompose Function

Without “Preserve Inputs” QHAHE

2

¥

Decomposes a circuit by functional lﬁ

output: one circuit is produced for each
output, keeping appropriate gates from

original circuit
To keep the original number of inputs, %

check “Preserve Inputs”

School of Computing

University of South Alabama
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Transforms: Transform Basis

Bl Transform Basis l | P |

Transforms each gate into a NAND-only or o et b e
NOR-only representation: |
\ Transform ko basis type: (@ MNAND () NOR

FO r NAN D_O n I y’ NAN D g ates areo bVI ous Iy Use Redundant Inputs [~] TransFarm MOTs [ TransForm BUFFER Use Inverkers Use Canstant Gates

left unchanged and the same applies for ——
NOR-only and NOR gates I |

Options:

Use Redundant Input
Use Inverters
Use Constant Gates

These options allow for inverters or constant
gates to be generated in the transform.
Redundant inputs means that a gate can have

more than one fan-in from a predecessor NOR
gate.
transform
Transform NOTs: means that NOT gates will with no
be transformed into equivalent NAND- or :
Ion
NOR-only forms options

Transform BUFFERs: means that BUFFERS
will be transformed into an equivalent NAND-
or NOR-only form

University of South Alabama ics, i ’ i School of Computing



Transforms: Transform Basis

’7”3
&

NOR transform with various
options

University of South Alabama ics, i ay, i School of Computing
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Transforms: Transform Random Basis

INPUT (1)
INPUT(2)
INPUT(3)
INPUT (4)
INPUT(5)

Transforms each gate into a NAND-
only or NOR-only representation,
but choose randomly which OUTPUT(8)

transform to use... OUTPUT(9)
OUTPUT(10)
6 = AND(1,2,3)
7 = OR(4,5)
8 = XOR(6,7)
9 = NOR(1,8)
10 = NAND(2,8)

Transform om Basi | 2
-
Mew transformed basis file:
| Use Redundant Inputs [ Transform NOTs [ Transform BUFFER Use Inverters Use Constant Gates

[ Cancel ] Transform Random Basis

School of Computing
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Transforms: Transform Random Basis

INPUT (1)
INPUT(2)
INPUT(3)
INPUT(4)
INPUT(5)

OUTPUT(8)
OUTPUT(9)
OUTPUT(10)

Random
basis
transforms

AND(1,2,3)
OR(4,5)
XOR(6,7)
NOR(1,8)
0 = NAND(2,8)

6
7
8
9
1

School of Computing

University of South Alabama



University of South Alabama CFITS (Center for Forensics, Information Technology, i School of Computing



Canonical Transformations

Example: 2-bit adder

R Pogrom Encypion ook S

File Edit BENCH Generate Transform Build Utiities Components “ariations Reductions Libraries CIRCLIB Help

i-_|_|\_”;[‘|:|:(_]__5 _______ i ‘ dl sms| saw Visual | )= Functnnl & Form‘ M| [£] adder2 [EENCH]|

: INPUT(Z) i i 5 inputs -

| :mggigg e 23 imartees

: AR =

' INPUT(5) Ll e N et

: : E : ota ates:

! ! = i ;n:e:‘msdzaté igdes: 12

i OUTPUT(lG) ! =l #  ANDs: 4

| OUTPUT(10) ! | = Do

i OUTPUT(17) S

1 i b #  NXORs: @ =

! ! e :

| 6=XOR(1,3) | || 3 SEV}

p 7=XOR(2,4) i = +  SRFF: @

I 9=NOT(7) N (I y

| 10=XOR(5.7) | || = )

| élﬁé%?’” N (o)

i = : L INPUT(5)

1 ! [

: 12:AND(3 . 8) : =, OUTPUT(16)

| 13=AND(4,9) ! ey

i 14=0R(11,13) .

e =]

! = ( s ) i 9=NOT(7)

| 16X0R(14,6) | pEs =

1 17=0R(15,1 ' ~

L (_ ______ )_ 4 B console |
e LR i
Average Fan-Out: 1.4
Callback: [viewgraph] E
Orientation Type: HIEARCHICAL -

University of South Alabama CFITS (Center for Forensics, Information Technology, i School of Computing



Transforms: Sum of Products

11=AND(6,1,2,7,5)

12=AND(6,9,2,7,5) 15=AND (14, 6)

16=XOR(14,6)
17=0R(15,12)

39=AND(6,9,2,3,5)

40=AND(6,1,2,7,4)
41-0R(18,36,38,39,28,17,11,31,24,25,20,32,15,16,29,8)
42=0R(21,12,38,39,33,22,17,11,35,24,25

Transforms a circuit into its Sum-of- | INPUT (1) :

i i INPUT (2) !

Products (unreduced) equivalent 2- | INPUT (3) :
level circuit representation | INPUT (4) !

! INPUT (5) !

| NeoT(O) i OUTPUT (16) i
i:iﬁ:g; | OUTPUT (10) !
i INPUT (3) | QIR (AL :
| INDUT (4) i ! i
| 6=XOR(1,3) :
: OUTPUT (42) ! | 7=XOR(2,4) :
! QUTPUT (41) i I I
| OUTPUT (43) : 1 9=NOT (7) ]
| : . 10=XOR(5,7)
; ‘;’="°T§§} ! ! 11=AND(5,7) !
1 6=NOT | 1 = 1
| 7=NOT (3) | | 8=NOT (6) !
| B=AND(0,1,2,3,4) | ! 12=AND(3,8) !
' 9=NOT (1) ; i1 13=AND (4,9) I
| 10=NOT(2) | 14=OR(11,13) .

University of South Alabama CFITS (Center for Forensics, Information Technology, i School of Computing



Transforms: Product of Sums

Transforms a circuit into its Product-
of-Sums (unreduced) equivalent 2-
level circuit representation

INPUT (0)
INPUT (1)
INPUT (2)
INPUT (3)
INPUT (4)

OUTPUT (41)
OUTPUT (42)
OUTPUT (43)

5=NOT (1)
6=NOT (0)
7=NOT (4)

i 8=NOT (3) i

9=0R(0,1,2,3,4)
10=NOT (2)

11=0R(0,1,10,3,4)
12=0R(0,5,2,8,4)
13=0R(6,1,10,3,7)

39=0R(6,5,2,3,4)
40=0R(0,5,2,8,7)
41=AND(9,19,17,15,20,25,36,37,34,31,13,21,16,24,32,18)
42=AND (9,27,11,15,33,12,25,36,38,34,31,29,16,24,28,26)
43=AND(9,19,17,27,11,14,23,20,33,12,40,30,38,22,35,39)

University of South Alabama

INPUT (1)
INPUT (2)
INPUT (3)
INPUT (4)
INPUT (5)

OUTPUT (16)
OUTPUT (10)
OUTPUT (17)

6=XOR (1, 3)
7=XOR (2, 4)
9=NOT (7)
10=XOR(5,7)
11=AND (5, 7)
8=NOT (6)
12=AND (3, 8)
13=AND (4, 9)
14=0R(11,13)
15=AND (14, 6)
16=XOR (14, 6)
17=0R(15,12)

School of Computing



Transforms: Ring Sum Expansion

1
| INPUT (1) i
: T ; ; INPUT (2
Transforms a circuit into its Ring Sum : b= :
. 1 INPUT (3) |
Expansion [RSE] (unreduced) | INPUT (4) :
1 1
: . : INPUT (5
equivalent 2-level circuit : ) !
. 1 1
representation ! OUTPUT (16) !
' OUTPUT (10) !
| OUTPUT (17) !
1 1
| 6=XOR(1,3) :
| 7=XOR(2,4) :
\ 9=NOT (7) :
, 10=XOR(5,7) |
! 11=AND(5,7) !
' 8=NOT (6) !
| 12=AND(3,8) !
_______________________________________________________ | 13=AND(4,9) |
! _ |
[ | 14=0R(11,13) |
| INPUT (2) 1 15=AND (14 r 6) 1
! INPUT(3) 1 1
| INPUT (4) ; 16=XOR(14,6) ,
! OUTBUT (44) : 17=0R(15,12) :
| OUTPUT (45) 1
i OQUTPUT (46)
i 5=NOR (0,2)
: 6=AND(0,1,2,3,4)
| 7=NOT (5)
| 8=XOR(5,7) -
| 9=XOR(0,8) uy _ L
| 10=XoR(2,8) e —t - o B
| 11=XOR(3,8) ) | —]
| 12=XOR(1,8) H ‘ % ‘
| 13=XCOR(4,8) /
| 14=AND(0,1,10,11,13) I
: 15=AND(9,1,10,3,4) __"' ‘:'..'“'__ [ L
i:;ﬂig:ifiﬁ:ii]"i: ? | 1ﬂ\ Fil /!’.---..--t !-!1 14 43 23 =) 18 ) ) 18 1T = . _\_:ﬂ_- 10 aT ‘-ﬂ EET}?
: 44=X0R(19,25,17,38,26,25,15,30,21,33,35,34,14,359,27,6) TR, ey _— = = ) o
| 45=XOR(22,16,17,38,20,15,30,41,33,35,32,42,14,18,37,6) 4 45
| 46=XOR(28,23,36,41,40,24,32,42,34,43,31,18,37,39,27,6)
''''''''''''''''''''''''''''''''''''''''' = B

University of South Alabama Center for Forensics, Information Technology, i School of Computing



Transforms: And Inverter Graph

49=AND (36,48)
65=AND (30, 64)
16=NOT (49)
17=NOT (65)

Transforms a circuit into one possible | INBOT (2) |
And-Inverter Graph [AIG] (unreduced) i INPUT (3) i
: . | INPUT .
equwalent representation ! mPUT:;,; !
| OUTPUT (16) !
| OUTPUT (10) !
___________________ | OUTPUT (17) .
' INPUT (1) : | :
' INPUT (2) | | 6=XOR(1,3) |
| INPUT (3) : | 7=XOR(2,4) ;
| INPUT (4) : \ 9=NOT (7) :
1 INPUT (5) : . 10=XOR(5,7)
: ! ! 11=AND(5,7)
| OUTPUT (16) ! | 8=NOT (6) !
| OUTPUT (10) 1 1 12=AND(3,8) 1
| QUTPUT (17) : | 13=AND(4,9) 1
! : | 14=OR(11,13) |
' 29=AND (1, 3) : | 15=AND (14,6)
| 66=NOT (1) : , 16=XOR(14,6) |
| 25=AND (4,5) ! ! 17=0R(15,12) !
| : Ry 1
' 48=NOT (47) |
| 35=AND (28, 34) :
| 63=AND (28, 32) : .
| 36=NOT (35) : AlGs are not necessarily
| 64=NOT (63) ! .
| 10=NOT (62) ! canonical
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Transforms: Reduced Canonical Forms

Sum-of-Minterms (reduced SOP)
Product-of-Maxterms (reduced POS)
ReedMuller (reduced RSE)

University of South Alabama ics, i ’ i School of Computing



Transforms: Espresso

INPUT (1)
INPUT (2)
INPUT (3)
INPUT (4)
INPUT (5)

Transforms a circuit based on its
Espresso reduction (SOP factors) and
equivalent BENCH

OUTPUT (16)
OUTPUT (10)
OUTPUT (17)

6=XOR (1, 3)
7=XOR (2, 4)
9=NOT (7)
10=XOR(5,7)
11=AND (5, 7)
8=NOT (6)
12=AND (3, 8)
13=AND (4, 9)
14=0R(11,13)
15=AND (14, 6)
16=XOR (14, 6)
17=0R(15,12)

University of South Alabama ics, i ’ i School of Computing



Transforms: Espresso Canonical Forms

INPUT (1)
INPUT (2)
INPUT (3)
INPUT (4)
INPUT (5)

Transforms a circuit based on its Espresso
reduction and equivalent BENCH

OUTPUT (16)
OUTPUT (10)

There are 8 possible synthesis options
OUTPUT (17)

based on SOP/POS and basis gate type

6=XOR (1, 3)
7=XOR (2, 4)
9=NOT (7)
10=XOR(5,7)
11=AND (5, 7)
8=NOT (6)
12=AND (3, 8)
13=AND (4, 9)
14=0R(11,13)
15=AND (14, 6)
16=XOR (14, 6)
17=0R(15,12)

Mew transformed Espresso file: |

Term Type: @ SoP i) PaS

Basis Type: @ AND () MAND () OR () NOR

Transform Espresso

University of South Alabama ics, i ’ i School of Computing



Transforms: Espresso Canonical Forms

SOP-NAND

P ‘%‘: S - _
WA :,‘-sé.Lla—.-.,__ ALl TCLIL T
5666 06 5 -.:'"1—- ——

ORIGINAL
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Transforms: Espresso Canonical Forms

POS-AND POS-NAND

pb ol JLASBER: S © - Su—— 1
— 7 i

e L - ol el
L — - - T

[E3

ORIGINAL
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Transforms: misli

INPUT (1)
INPUT (2)
INPUT (3)
INPUT (4)
INPUT (5)

Transforms a circuit based on its misl|
reduction (SOP factors) and
equivalent BENCH

OUTPUT (16)
OUTPUT (10)
OUTPUT (17)

Gates are mapped according to the
pet.genlib technology map

6=XOR (1, 3)
7=XOR (2, 4)
9=NOT (7)
10=XOR(5,7)
11=AND (5, 7)
8=NOT (6)
12=AND (3, 8)
13=AND (4, 9)
14=0R(11,13)
15=AND (14, 6)
16=XOR (14, 6)

17=0R(15,12)
GATE zero0O=CONSTO; b e e e e e e 1

GATE one0QO=CONST1;
GATE inv120=!a;PIN *INV 1 999 0.9 0.30.90.3
& GATE and230=a*b;PIN * NONINV 19991 0.210.2

GATE and340=a*b*c;PIN * NONINV 19991 0.21 0.2
GATE and450=a*b*c*d;PIN * NONINV 1 9991 0.210.2
p+ GATE or230=a+b;PIN * NONINV 19991 0.210.2
29 GATE or340=a+b+c;PIN * NONINV 199910.210.2
GATE ord450=a+b+c+d;PIN * NONINV 199910.210.2
GATE nand230=!(a*b);PIN* INV 19991.00.21.00.2
GATE nand340=!(a*b*c);PIN * INV 1 9991.1 0.31.10.3
GATE nand4 50=!(a*b*c*d);PIN*INV 19991.40.41.40.4
GATE nor230=!(a+b);PIN * INV 19991.40.51.40.5
GATE nor340=!(a+b+c);PIN * INV 19992.40.72.40.7
4 GATE nor450=!(a+b+c+d);PIN * INV 1999 3.81.03.81.0
GATE xor250=a*!b+la*b;PIN * UNKNOWN 2 9991.90.51.9 0.5
GATE xor250=!(a*b+!a*!b);PIN * UNKNOWN 2 9991.90.51.90.5
GATE xnor250=a*b+la*!b;PIN* UNKNOWN 29992.10.52.10.5
GATE xnor250=!(!a*b+a*!b);PIN* UNKNOWN 29992.10.52.10.5

ALSANCOHROON @

COMST WOT
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Transforms: ABC

Transforms a circuit based on its ABC synthesis and equivalent BENCH
9 different synthesis scripts in ABC...

RESYN-2 RESYN-2A RESYN-2RS
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Transforms: ABC

Transforms a circuit based on its ABC synthesis and equivalent BENCH
9 different synthesis scripts in ABC...

COMPRESS COMPRESS2

University of South Alabama ics, i ay, i School of Computing



Transforms: ABC

Transforms a circuit based on its ABC synthesis and equivalent BENCH
9 different synthesis scripts in ABC...

CHOICE CHOICEZ2

University of South Alabama ics, i ay, i School of Computing
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I_

Components:

Circuit Partitioner
Subgraph Enumeration
Semantic Component ldentification
Structural Component Identification

View Module Library
——

Components Variations Reductions L

"/ Circuit Partitioner

¥; Subgraph Enumeration
Semantic Component identifier
& Strutural Component identifier

(4& View Module Library

University of South Alabama
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Circuit Partitioner

Pick the # of partitions first, then — -
select RESET PARTITIONS Once_partltlo_ns are chosgr_l with gates
B3 Program Encryption Toolkit associated with each partition, Select a
File Edit BENCH Generate Transform Buid Utiities Components Variations Reductions Lﬁries CRCLIB Help partition file to save it in, then choose Export
il Stats <em Visual (9= Function @ Form A Crypto : =] TBUIDER] [ sampleCircuité-2 [BENCH] | samleCircuits-2 [PAR
¥ Graph | schematic Image # of Partitions:
Save partitions: | Select Export
A RESET PARTITIONS
N {1
@
= Partitions
=] __l &
& =N
& A
FL, E
€ =
) =
= &1
73 T
& e
£ &
e .
& =
?':
e
(%
L
Assign  View
% Console
BRGANOOEBOON |- = s
INFUT OUTPUT COMST MOT BUFFER AND NSAD OB [ e ] < )
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Circuit Partitioner

Once all gates are assigned to at
least 1 partition, and all partitions
have at least 1 gate, there is a valid

B3 Program Encryption Toolkit o R N X — O K
- o - _ partitioning of the circuit gate set
File Edit BENCH Generate Transform Build Utilities Components Wariations Reductio
a . ‘ -‘ y . .
(gl Stats cam Wisual (= Function @3 Form 8 Crypto M =J OTBULDER] [T sampleCircuitd-2 [EM " sampleCircuit4-2 [PARTITION]
j Graph | schematic Image # of Partitions: |5 Valid Partitions
Save partitions: | || Select | Export
&
a RESET PARTITIONS
{ 17 18 37 50 }
@
i) Partit
B L &
2,
& “
o =
= 5 _
© (=)
]
& &
= i
B e
=) B
e B
&% .
& G
=)
G
&%
[
]
Assign  View
% Console
TGP DO C IO S T IO v O oot TT
ALCANCOEROON ||wou G
INPUT CUTPUT COMST 0T BUPFER SAD NSAD  OR NOR EDR ACOR (] £ >

University of South Alabama CFITS (Center for Forensics, Information Technology, i School of Computing



Circuit Partitioner

1: 1947 51 52 53 54
2:2021222328293031323839404348
With save file Selected and Exported, a text file » 3:24 2533 34 41 42 44 45

will contain the partition information 4: 26 27 3536 46 49

Program Encryption Toolkit = T
File Edit BEMCH Generate Transform Buid Utilties Components Variations Reductions Libraries CRCLB Help
E I 4 & N h
(gl Stats cem Visual (9= Function @3 Form «& Crypio M =0T BULDER] [ sampleCircuitd-2 [BENCH] ! sampleCircuithg [PARTTION]
¥ Grapn /| schematic Image # of Partitions: EI
Save partitions: |:‘\Todd‘.Dcmmems‘\sampleCirmiM—Z.parﬁh'ons.b(t|| Select | | Export
&
Q RESET PARTITIONS
{ 17 18 37 50 } ~
@,
v
) -
® : »
= N
- &
o 221
8352 5 —
© lal
® =
= &l
= .
=9 3]
] F
i %
& .
% %
=]
i
ok
&
£
v
Assign  View
ﬁ Conzole
.@ . A m@...@.. chooseopen() : File Selected = C:\Users\Todd\Documents\sampleCircuit4-Z.partitions.txt c
INRUT OUTRUT CONST WOT BUFFER AND  NAAD R WA GOk MR FF r's >
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Subgraph Enumeration

| €| MODULE LIBRARY] | F] 017 [BENCH] | Hg 017 [SUBGRAPH] ‘

Enumetation Algotithm: ’Relaxed - ] Relax Containment

Algarithm | Options I Selected IO Sizes | Verbose,l'Debugl

(7,6, 4,3, 1] identification

[7, 4, 3]

T
l Enumerate # of Enumerated Subgraphs: 26 Enumeration Time: 00h: 00m: 00s: 112172757ns r o
\“l

b Subgraphs & N INPUT(1)

B 11 INPUT (2]
I..... [11,10,9,8, 7,6,5,4, 3, 2, 1] igig%i; Green = INPUTS tO Component
o [11, 10,9, & 7, 6, 5, 2] —
e 11109863 1] INFUT(S) = INTERMEDIATE gates
py LR LI OUTRUT (10} Red = OUTPUT ports of component
SR 11, 5,8 7,65 432 OUTPUT[11)
- [11,9,8,7,54,3,2
- [11,9,8 7,5 2] 7=NAND (3, 4)
- [11,9, 8] G6=NAND (1,3)

G- 10 9=N&ND (7, 5)

= 3=liIM]D[2,?]
®[3,87,654 32 1] ié;gﬁﬁg';;
" E&&amiazl ’ Can be used to save
- [9,8752
- [3,7,6,5431] i
ebress enumerations for later
- [9,7,5] =

- 8 use In component

=- 7
6

i | Enumerated Verticesl Cireuit | Graph| ¢

Save Conkext (img) ][ Save Components {img) ][ Save Subgraph (Ext) ][ Save Enumerations (bxt) ][ Save Circuik
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Subgraph Enumeration

- 7 different algorithms for enumeration=>

- Relax containment: algorithms can required a
component to be fully contained

Combined White
Adaptive White
Input Bounded White
Containment Oriented
Basic White

- Generation options:

H‘ all subgraphs Maxirmum subgraph size: (50 Maxirmurmn recursion depth: :5 -

P.Igcnrithml Options | Selected I Sizes I '-.-'erl:u:use,l'Del:uug|

- All subgraphs OR limit enumeration to subgraphs of
a given size (size includes inputs, outputs, and
intermediate nodes of represented subcircuit)

- Maximum recursion depth: for certain algorithms,
used to control the amount of recursion for exploring
subgraphs from a given starting node

University of South Alabama

School of Computing



Semantic Component Identification

Use a pre-generated enumeration file instead of
enumerating from scratch

Component Identification Options | subrap urneration Optinnsl

@ Enumerate Subgraphs (") Use Enumerated Vertices File  Enumerated Yertices File: BROWSE

Enurneration | Module Library I Optinnsl

# of Enumerated Subgraphs: 26 # of Identified Compaongnts: 7

Identify Components Enurneration Time: 00h: 00m: 00s Identify Time: 00h: 00m: 035

Comparing subcircuit [26] Family: 2-1 Result: MATCH [MAND]

A &

4
' Components - y @. Q 9\ Fﬂ

E| ¥ ci7?
o @ [1,2,3,4,56,7, 8910, 11]
L NAKD

—# [89,11]

- @ [6, 8, 10]

AR BREDRR R

All matched 9

components from 2
Module Library

> | Enurnerated Yertices | Identified Components I Circuit| araph |

Save Enumerations (kxt) ][ Save Components (kxt) l

AGANOOHBOON 4=

CUTRIT COMST WOT BUFFER BAD o

University of South Alabama CFITS (Center for Forensics, Information Technology, i School of Computing



Semantic Component Identification

Module Library: use the default module library
provided with PET or create your own version

Compopepldentification Options | Subraph Enumeration Opti.:.ns|

Use Default Library Path - Module Library Path; | BRI SE

Module Library | Options

Limit the components that are matched by I/O size:

| If checked: provide an INPUT/OUTPUT size

| All components with these sizes OR LESS will be compared
o | Strictly equal: compare components with EXACTLY the

INPUT/OUTPUT size specified

h
Cognponent Identification Opkions | Subraph EﬂUmEratinnbﬁ.nﬂ \ &

[] Identify companents with IjO: Input Size; I:I Cukput Size; I:I Strickly Equal [ verbase [ bebug

| Enurneration | Module LiI:urar';.f| Opkians |

School of Computing
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Semantic Component Identification

Component Identification Options | |
Use ABC Equivalence [~ Identify components with I/0:  Input Size: | |Output Size: | | Strictly Equal [ Verbose [] Debug ‘
Enumeration | Module Library | Options

# of Enumerated Subgraphs: 93 # of Identified Components: 58 “""
Identify Components . . . . X N . .
Enumeration Time: 00h: 00m: 00s Identify Time: O0h: 00m: 15s \“"
Comparing subdrcuit [23] Family: 6-3 Result: MATCH [6-3-comparator]

X Components o N

B | fulldder &
| i.w [3,5 19,21, 25, 38, 39, 50] a

- mu-4-1
.. @ [7,8,10, 15, 28, 29, 41, 42, 58, 61, 64, 66, @
# [7,8, 11, 18, 25, 30, 39, 43, 44, 51, 59, 62, o
» [7,8, 14, 22, 24, 27, 31, 40, 45, 46, 52, 57, =
- Ju AND-3 =]
3 Ao el
- || AMND-5 =
- | NOR-6 "
- | halfadder :
- b OR-3 =8
- |, halfSubtractor J—
- | NOR-3 b~
. 3-3-negation ,g
& [1,2,3 10,11, 14
| 6-3-and ®.
# [1,2,3 4,56 15 18, 27] =3
| 6-3-adder-nocarry .
L W1, 2, 3, 4, 5,6, 16, 19, 21, 24, 25, 38, 39, § ®
N B6-3-comparator @_..
Low [1,2 3,456 9,12, 13, 17, 20, 23, 32, 33 =
&,
[] "
ALeANOCOERCOON
INFUT OUTRUT CONST MOT BUFFER AND NAAD M WOR xDR DR PP
i
< m b Enumerated Vertices | Identified Components I Clrcu|t| Graph |
[ Save Enumerations (bxt) ][ Save Components (txt)
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Constraints

- Subgraph enumeration is N!, where N is size of circuit \

- So... ALL enumeration algorithms return approximations of total subgraphs that
have the best potential to be a valid subcircuit component

- The LARGER the starting circuit, the LARGER the # of subgraphs enumerated:
memory and time tradeoffs begin to occur around 100K subcircuits

- Component identification is constrained by time and the # input/output
size of the components being compared from the Module Library

- Each enumerated subgraph is compared against a component from the library
with a matching input size and output size

- The match process generates all possible combinations of input ordering with
all possible combinations of output orderings

« This results in an X! * Y! number of combinations, where X is input size and Y
IS output size of the component being compared against

- Therefore, components with about 6 or 7 inputs will take longer for any given
comparison

- Based on the current implementations, it may be likely you will run
Into Java heap space or GC overhead limit exceptions

- Even with adequate RAM and specification of JVM options to utilize
the space, time becomes the limiting factor for experiments

University of South Alabama
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Structural Component Identifier

5%

 Structural identification is much like semantic identification
In terms of options:

Component Identification Options  Subraph Enumeration Options

Experiment Directory: C:\Wsers Todd\Documentsh, BROWSE

Experiment Enumeration Options Exports

Component Identification Options  Subraph Enumeration Options

Enumeration Algorithm: | Basic White o [ ] Relax Containment

Algorithm Options  Verbose/Debug

- Subgraphs are enumerated using a standard enumeration
algorithm (1 of 7 must be selected)

- Identification involves finding common structures (not tied
to any specific known component)

University of South Alabama ics, i ay, i School of Computing



Structural Component Identifier

a — A . . o
[4 Stats das Visual (9= Function @2 Form «& Crypto M =HOTBULDER] [O] sampleCircuitd-2 [BENCH] ! sampleCircuitd-2 [PARTITION] 13" sampleCircuitd-2 [STRUCT-COMPID]
j Graph | schematic Image Compenent Identification Options  Subraph Enumeration Options
&, Experiment Directory: |C:‘.Users‘\Todd\Domments‘\ | | BROWSE
Q Experiment Enumeration Options Exports
& # of Enumerated Subgraphs: 394 -,
) . T}
™ T EIm L ‘ Enumeration Time: 00h: 00m: 00s i
[E_]_'] d Components -~ :
= B 21 B,
. - | [11AND2[ZNOT1
i - # 21,29 2
(8 & [26, 30] %
= @ [39, 41]
e @ [24, 28] %
R - [14, 19] &
& - @ [40, 42] -
- [11, 17] —
. = W[, 6] a
o - w [8,13] ('
£ e ) []_2__ 18] T.:..
?'; e i [E, 33] (—3
B,ir e i [15‘ 20] .
" = | [1NOT1[Z]aND2 ]
r.."- - i [33‘ 35] ,g;
) ~# [20,24
@ [17,21] ®.
- ® [38,40] &
- ® [25,29] '
032 ®
ﬁ [=h | [1]AND2AND2[Z]NOT1 G
-4 [12, 15, 18] =
- [8, 12, 17] W
- [29, 34, 37] M=
- [21, 23, 27]
- [29, 33, 34]
- [21, 23, 25]
NPT OUTRAT COMST MOT BFTER AND  NAAD !!@g "
St r u Ct u ral C O m p O n e n tS w | | Enumerated Vertices Identified Components  Circuit  Graph
sorted by input/output size SoreEmeters (9 || soveConpenets (49 |
H @ Console
BROANOONBG@M |loriencacion Type: ameascarcar 2
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Module library is specially formatted directory with components used in
components identification experiments: components are arranged by

View Module Library

input/output size and are defined as BENCH circuits

€] MODULE LIBRARY] ‘

Use Default Library Path  Module Library Path:

BROMWYSE

. Library
- 1-t
!

Lrz
- 23
. ‘e # comparator-1bit
| 24
Lo decoder-2-4
SRINE-S1
@ 2l
L@ OR-3
‘o @ NOR-3
L@ WOR-3
o # AND-3
S @ NEOR-3
L @ MAND-3
o) 32
L _Mfullsubtrackor
o Fullbdder
a4
38

]
H

- ) 41
B +2
E- gy 4-3
B ) 7
- ) 51
E- 4y 52
B ) 53
- &1
E- gy 74
B ) &3
G- ) 97
E- ) 1811

o

AR eAl von

4

&

~| |/ BEMCH | mmace | MRoBDD | TT]
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First: Load or create BENCH file with < 4 inputs

Cryptographic Boolean Properties

1= e .| r
ull 5tq B8 Comple Combinational  Cirl-B i 4 sat Y [ sampiest ency)
« Shifte :
] i®  Comple Sequential Ctrl+Shift+B i"
Husbez # 3 dnputs
Husbez ¥ "’f"" Sxagh # 1 output
Huskes 0| View Schematic ® 3 inverters
):nr.;;: ] view mage # 8 buffers
na; # @ constantl
s u Simulate 2 8 constante
L
it Tratstate Tabie = Total gates: 4
el State Dia # Intermediste nodes: 7
BUE @ El'llT' | ANDs: 3
WOl Bina = ] CRs: 1
& AORs: @
NAND=Z: @
Boolean Expression ] Rs: @
/5 & Rs: @
L F:'B
= FF: 8
TFF: 8
SRFF: @
Avezag =
avezaq 62 i HPUT(8)
L7 Gompare BOD INPUT(1}
Compars ABC INPUT(2)
Size =¥
Level[3) Size =1 QUTPUT(S)
Level[4] Size =1
3=NOT(2
Level(dd: 2 0 1 d.-NU'FEl;
Levellll: 4 3 5 S=NOT (@)
Lwo:l.::!; 27 E G=AND(8,4,3)
Laenli): 3 T=AND(8,4,2)
Lavelidl: 10 B=AND(5,1,3)
9=0R(8,6,7)
e .
&) consoe
HXORs: 0 ~
BUFFERa: 0
ROTa: 2
DFF: 0
JREF: 0
IFr: 0
SREF: 0
(Circuit Depth: 3
(Size of Largest Lawvel: 3
(Size of Largest Incermsdiace Level: 3
(Maximum Fan-In: 3
Maximum Fan-Out: 3
(hwerage Fan-In: 2.1
|Awerage Fan-Cut: 1.3
v
e —
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Cryptographic Boolean Properties

BENCH->Crypto Analysis->Properties from main menu

B rggea Encryption Toolkit - O X
i NCH Generate Tranzform Build Utiliti onents Variations Reductions Libraries CIRCLIB Help
iaw Visual 0= Function @3 Form +8 Crypto 4% ga
[ Properties | correlation '
# Variables: 3 # Vectors: 8 # Functions in Family: 256 # 1 output
# 3 inverters
\lgebraic Mormal Form (ANF):
FO(xl,x2,x3) = =2 ™ =x2x3 "~ x1 "~ =x1xZx3
L4
Inverted ANF:
FO(x1l,=2,x3) =1 " =2 ~ x2x3 "~ x1 ™ x1x2=3
<
Function Signature:
00101100 _
<
Walsh Hadamard Transformation:
2 -2 -222-262
<
Function Properties
# TFF: @ - .
Const0: B3 Const 1: 3 Negated: E3 F t P t
# SRFF: @
Linear: E3 Monotone: B3 Balanced: B3 # u n C I O n ro p er I es
Affine: B Bent: B Tremmems
%% Prob of 1 output: 0.63 % Prob of 0 output: 0.33 1| A
o ot 3 i .. Constant Zero or Constant One % Probability of 1 output
Algebraic Degree: 3 MNonlinearity: 1 N 0, g I g f
e » Negated Y% Probability of O output
™ g | AlgEDIAIC IMMunity || Linear Hamming Weight
4 o o
Conpare To o s Monotonic Bias
4 B .
BENCHFie: | [ smecr | . Balanced Algebraic Degree
- . 8 . . .
Hamming Distances: s Affine Nonlinearity
Bent
L4 b
Rankings:
r= 2
%Cunsnle
< 2 JKEF: 0 ~
TFF: 0
SRFF: 0
Circuit Depth: 3
Size of Largest Level: 3
Size of Largest Intermediate Lewvel: 3
Maximum Fan-In: 3
Maximum Fan-Out: 3
Ikverage Fan-In: 2.1
Average Fan-Cut: 1.3
Callback: [cryptoproperties]
[stateChanged] Tak: 0
Fo setCrvptoCorrelationPanel():: null anf N
< >
L T T—r— i
M a 29 items
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[ Properties |~ correlation

# Variables: 3 # Vectors: 8 # Functions in Family: 256

Cryptographic Boolean Properties

[] Properties |~ correlation

# Variables: 4 # Vectors: 16 # Functions in Family: 65536

\lgebraic Normal Form (ANF):

\lgebraic Mormal Form (ANF):

FO(x1l,=22,=3) = 1 ™ =223 ™ =1 © =lx3

£
Inverted ANF:

FO{xl,22,x3,x4) = 1 * =3 © x3x4 " x2 "~ x2x3 "~ =2x3x4 * =l ™ x1x2 "~ xlx2

£
Irverted ANF:

FO(xl,x2,x3) = x2x3 ~ =1 "~ =x1=x3

L4
Function Signature:

FO(xl,=x2,x3,x4) = x3 ™ =x3x4 ™ x2 ™ x2x3 "~ x2x3x4 "~ =1 ~ =lxZ © xlx2x3

£
Function Signature:

11100100

1101000000100011

L4
Walsh Hadamard Transformation:

L4
Walsh Hadamard Transformation:

00-44-4-4900

4040-40-49004-8-4-840 -4

< <

Const0: B Const 1: B3 MNegated: Const0: B3 Const 1: B3 Negated:
Linear: E3 Monotone: B3 Balanced: Linear: B3 Monotone: B Balanced: B3
Affine: B Bent: B Affine: B Bent: EJ

%% Prob of 1 output: 0.50 %% Prob of 0 output: 0.50 %% Prob of 1 output: 0.63 %% Prob of 0 output: 0.38
Hamming Weight: 4 Bias: 0 Hamming Weight: & Bias: 4

Algebraic Degree: 2 Monlinearity: 2 Algebraic Degree: 3 Monlinearity: 4
Algebraic Immunity Algebraic Immunity

Immunity: 3 Compute

[ Properties |~ correlation

# Variables: 2 # Vectors: 4 # Functions in Family: 16

Immunity: TED

For n=4 inputs, Al has

\lgebraic Normal Form (ANF):

FO(x1,=22) = =1=2

to be explicitly

£
Inverted ANF:

FOo(xl,x2) = 1 ~ =lxZ

computed

L4
Function Signature:

Qo001

L4
Walsh Hadamard Transformation:

222 -2
£

Function Properties

Const0: B
Linear: E3
Affine: B

%% Prob of 1 output: 0.75
Hamming Weight: 1
Algebraic Degree: 2
Algebraic Immunity

Const 1: B3
Monotone:
Bent:

%% Prob of 0 output: 0.25
Bias: 2
Monlinearity: 1

MNegated: B3
Balanced: B

Immunity: 2 Compute

CFITS (Center for Forensics, Information Technolog




Cryptographic Boolean Properties

B Program Encryption Toolkit - m] #
File Edit BENCH Generate Transform Build Utiities Components Variations Reductions Libraries CIRCLIB Help
a = 4
i@l Stats o= Visual 9= Function @5 Form 8 Crypte &% gat M EI 4 [BENCH]
[] Properties |.* correlation #
o # 2 inputs
# Variables: 2 # Vectors: 4 # Functions in Family: 16 # 1 output
# @ inverters
Wlgebraic Normal Form (ANF): # 8 buffers
FO(x1,x2) = xlx2 # 8 constantl
< # @ constant@
nverted ANF: #
_ . # Total gates: 11
EG (x1,x2) =1 *1x2 # Intermediate nodes: 11
Function Signature: # ANDs: &
# ORs: 3
oool #  XORs: @
£ # NANDs: 1
'alsh Hadamard Transformation: " NORs: 1
222 -2 # NXORs: @
< N # DFF: @
Function Properties # JKFF: @
¥ TFF: @
Const0: B3 Const 1: B Negated: B o ST O
Linear: Monotone: [ Balanced: B #
Affine: B3 Bent: 4 INPUT (@)
% Prob of 1 output: 0.75 % Prob of 0 output: 0.25 INPUT(1)
Hamming Weight: 1 Bias: 2
Algebraic Degree: 2 Monlinearity: 1 DUITOUT 130
Algebraic Immunity

Select another BENCH file to compare
hamming distances of functions and
rankings of signhature (<, ==, >)

Immunity: 2 Compute

Compare To
BEMCH File: | ts\apetguiladder-half.bench. txt SELECT

Hamming Distances:

Distance: 3 [F0]: Signature: 0110
Distance: 0 [Fl]: Signature: 0001

Sienatre: 01 Supports BENCH with multiple
outputs, will compare each "
independently

Size of La;:gesr. Level: 2

£

Size of Largest Intermediate Lewvel: 2
Maximum Fan-In: 2

Maximum Fan-Qut: 2

\Average Fan-In: 2.0

\Average Fan-Cut: 1.0

FO

< >

If the BENCH has multiple outputs,
each output function gets its own
properties and correlation tab

University of South Alabama CFITS (Center for Forensics, Information Technolog i School of Computing



Cryptographic Boolean Properties

BENCH->Crypto Analysis->Correlation from main menu

B Program Encryption Toolkit

File Edit BENCH Gen ransform Build Utiliti ents Variations Reductions Librag
il Stats saa Vi ction @ Form 8 Crypte 4% saT

D Properties I./: Corréflation

1 output
@ inverters

# Variables: 2 # Vectors: 4 # Functions in Family: 16

Function
Algebraic Degree: 2 Max Walsh Coefficent: 2

FO(x1l,=2) = x1x2
£ # Total gates: 11
Correl: # Intermediate nodes: 11

Correlation Immunity: Order[1] =NO

# NORs: 1
Functions
55 # NXORs: @
E .o
# JKFF: 8
0010 :: FO(xl,x2) = x1 * x1x2 Ly # TFF: @
0100 :: FO(xl,x2) = x2 *~ xlx2 ;’ SRFF: @
0110 :: FO(xl,=2) = =x2 "~ xl
1000 :: FO(x1l,x2) = 1 ™ =2 ™ =l ™ xlx2
1010 :; FO(xl,=x2) = 1 ™ =x2 INPUT(1)
< b3
QUTPUT (12
Functions Less Than (1) (12)
. - 2=0R(8,1)
0000 :: FO(xl,x2) = 0 3-NAND(1,8)
- El
6=0R(8,8)
7=NOR(5,3)
i =
< N B=AND(2,8)
9=AND(5,4)

- Affine Functions (8) / Min Distance: 1 18=AND(4,7)

11=0R(9,18)

Qooo D=1 FO(=xl,x2) = 0 12=AND{8,11
0011 D=1 FO(xl,x2) = =l
0101 D=1 FO(xl,x2) = =2
0110 D=3 FO(=xl,x2) = x2 ™ xl ﬁCDnsule
1001 :: D=1 FO(xl,x2) = 1 ~ x2 *~ x1 J| | |5iz= oF Targ -
£ > Size of Largest Intermediate el
S ; Maximum Fan-In: 2
All Functions in Family (16) Maximum Fan-Out: 2
R Average Fan-In: 2.0
0ooo D=1 FO(xl,x2) = 0 Lverage Fan-Out: 1.0
0001 D=0 FO(xl,x2) = xlx2
0010 D=2 FO(xl,x2) = =1 * xlx2
0011 D=1 FO(xl,x2) = =l
0100 D=2z FO(xl,x2) = 2 ~ xlx2
<
. CryptoCorrelationPanel: :refreshUI ()
. u u u I CorrelationProperties::refreshUI() anf ~

< >
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_

Circuit Variations:

varistions | Reductions Lirar @ |[{erative Selection/Replacement

| @ sRRANdomCEFcut > «  Random Circuit

;:' . Random Boolean Logic Expansion
Oll s >« Deterministic

@ Deterministic > «  Boundary Blur

‘ Component Fusion

Program Encryption «  Component Encryption

§ roymomhcestes o Program Encryption

il jLosic Encryption » Polymorphic Gates

&5, Insert AND Tree . ‘ .

 Logic Encryption

e |nsert AND Tree

o Utilities->Permutation Circuits

University of South Alabama CFITS (Center for Forensics, Information Technology, and Securi



Variation Techniques

- Random variation techniques may (or may not) hide certain \

design information

- Deterministic variation technigues are geared at hiding
components
- Boundary Blurring
- Component Fusion
- Component Encryption

- Some variation techniques can hide the complete design
elements of a circuit
- Virtual Black Box (Synthesis)
- Polymorphic Gates / Functional Polymorphism

- Some variation technigues can hide the full function of a
circuit, if the circuit input size is small enough

- Program Encryption

University of South Alabama ics, i ay, i School of Computing



Structural Polymorphism

- Structural Polymorphic generation is easy...
- ONE FUNCTION, MANY FORMS...
- Combinational logic = straight-line program code / basic blocks

P

;
/

University of South Alabama CFITS (Center for Forensics, Information Technology, and Securit School of Computing




University of South Alabama CFITS (Center for Forensics, Information Technology, i School of Computing



lterative Selection/Replacement

One “lteration”

Round: when all gates
of a circuit have been
replaced through
selection/replacement
operations

Original Final

Random Circuit Generation

—> RBLE Generation

—> CIRCLIB Library Selection

- Three primary options:

. Iteratlccl)rtl) basgd These options currently ALL use
. Rpun ase random circuit generation for the
- Size based replacement step

University of South Alabama CFITS (Center for Forensics, Information Technology, and Securit School of Computing



Picking a Random Circuit with Function f()

- The problem: Given a circuit C_,,, pick a suitable \
replacement C,, for it from the same family (same
Input/output size), but with larger (or smaller) gate size,
and that does the same function as C_, (semantic
equivalence)

- If we limit C, to be small (in gate size), we could
iteratively repeat this process of selecting and replacing
subcircuits in a larger circuit C

lterative Sub-Circuit

Selection and -

Replacement (ISR)

University of South Alabama CFITS (Center for Forensics, Information Technology, i School of Computing



lteration Based

- Create a variant based on a fixed # of iterations
(selection/replacement increments)

| €| IMODULE LIBRARY] | = A? [BENCH] | ﬁ;&_f 17 [SUBGRARH] | L_J 21 7 [COMPCNENT-ID] | E cl7el 7 [BENCH]‘ o‘ c17c17 [POLYMORPHIC-TERATION]

| Statusl Setup | Selecti .Replacement I Werify | Journaling | Debugl

# of Iterations: |12 Algorithrn Type: :Simple Palymorphic v: [/] Show Varianks  Increment: |5
Experiment directory: [7] Decompase Cridnal
0%
-y
PERFORM YARIATIC L
\‘ ’J
o 0 \% INPUT(B)
Outputs: 2 Iterations ||| INPUTLY
Fata=: 12 INPUT(2)
2;11;‘_’1‘3 = INFUT(Z)
P INFUT (43
T INFUT(S)
WOR: 0 INFUT(E)
KOR: 0 INPUT(T) . .
mos. o weuTCs) A BENCH file in a text panel
0 e
- outeur(as) must be selected as the active
Tteration: OUTFUT{ 13} . . o . .
o S circuit, which is the starting
ate=:
jran 1-0(2,5) point for the polymorphic
e 11=NAND(B, 2}
: 1Z=NAND(E,7) c .
:gf 13=NAND(5:?) Va.rla.t|0n
XUR: 14=HaNDEL, 167
gﬁ?ﬂ 15=NAND(18,4)
BUEE: 16=NAND(E,12)
17=NAND(9,12)
18=NAND{16,17)
19=NAND{14,15)
2G=NAND(11,14)
Z1=NAND{1Z,18)
£17c17 [BENCH] | cL7c17 [Graph] | c17c17 [1v]|
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lteration Based

Basic walk-through: after picking # of iterations \

1. Pick a general selection algorithm type: where or how
gates are selected within the circuit

Simple Polymorphic (uses random gate)
Random Level

Output Level

Largest Level

Smallest Level

Fixed Level

2. Show variants and increment #: Create a panel that
shows the BENCH and graph of the variant within the GUI.

Displays variants based on increment # (i.e., every 1, every
2, every 5, every 10, etc.)

University of South Alabama CFITS (Center for Forensics, Information Technology, and Securi



lteration Based

Basic walk-through:

3. Choose an experiment directory (BROWSE)
Original, final, and incremental files will be placed in here

4. Choose whether the original circuit should have
decomposed fan-in gates (fan-in will be 2 for all gates if this
option is selected)

5. Selection Tab: choose a minimum and maximum
selection size (if equal, then only selections of that size are
considered)

6. Selection | Smart Strategy: Smart selection will keep
track of original gates in the circuit and make future
selections from gates that have not been replaced yet

University of South Alabama CFITS (Center for Forensics, Information Technology, and Securi



lteration Based

Basic walk-through: \

7. Selection | Use random selection algorithm: can override
the general selection algorithm chosen to pick a random
method each iteration

8. Selection | Maximum selection attempts: based on
available gates for selection and the algorithm chosen, it
may not be possible to select a subcircuit of a given size.

- This is because some selections, when a replacement circuit is
Inserted, may induce a cycle in the circuit

- After the max selection attempts are reached, a new selection
strategy is chosen (typically, pick 1 or 2 random gates)

9. Selection | Maximum selection input size: selection size
IS normally based on # of gates, but you can restrict how
many inputs a resulting subcircuit can have with this option

University of South Alabama ics, i ay, i School of Computing



lteration Based

Basic walk-through:

10. Selection | Target Level: only enabled for Fixed Level
selection algorithm

11. Replacement Tab: Replacement size is the primary
driver. For a given selected subcircuit, sets the target size
of the replacement circuit. Based on the random generator,
the size winds up being multiplied per output of the
selected subcircuit. Depending on how many common
Inputs the circuit size has, it could be less.

12. Replacement | Basis Set: For replacement circuits, sets
the kind of gates that are allowed in the circuit.

University of South Alabama CFITS (Center for Forensics, Information Technology, and Securi



lteration Based

Basic walk-through:

13. Replacement | Use Smart Random: tells the circuit
generator to weed out circuits with redundant logic (dual
fan-in gates, repeated gates, etc)

14. Replacement | Max Fan-In: tells the circuit generator
how many fan-ins a gate might be allowed

15. Replacement | Max Generation Attempts: if the circuit
generator cannot find a replacement within a certain # of
generation attempts, the algorithm will abandon the
selection and pick a new selected subcircuit (typically
happens with larger input/output size subcircuits)

University of South Alabama CFITS (Center for Forensics, Information Technology, and Securi



lteration Based

Basic walk-through:

16. Verify Tab: has options for verifying variants. For larger
circuits, and Input Vector can be used.

17. Journaling Tab: Saves original, final, and/or
Intermediate variant files in the experiment directory

- For variants, increment value specifies how often (how many
iterations) to go before saving files (every 1, every 2, etc).

- Journal options: each time a save is done, which circuit formats
should be saved => BENCH, GraphML, Hierarchical Image,
Organic Image, VHDL, UW format

- File naming is handled automatically

17. Debug Tab: Various options for verbose output to the
console as the generation process is executing

School of Computing
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lteration Based

Options: PR
12 Iterations - i ,} e
Algorithm: Simple polymorphic ol Il 1A
Show Variants: yes, increment = 1 ilie fg'@% .E'@%
Selection size min/max = 2 1 Ef ik
No smart selection 5:?6::. 1l
Max selection input size =4 ""?% !

Replacement Size =7 L
No Smart Random f
¢

gl

85
Max Fan-in = 2 i };ﬁ
Basis = NOR, AND, OR, XOR, NXOR, NOT b L §= %

Journal: Final, Original, ,?
Variant w/ Increment = 1

Graph of circuit variant

University of South Alabama
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lteration Based

Options:
12 Iterations

Algorithm: Simple polymorphic
Show Variants: yes, increment=1
Selection size min/max =2
No smart selection
Max selection input size = 4
Replacement Size =7
No Smart Random
Max Fan-in= 2
Basis = NOR, AND, OR, XOR, NXOR, NOT
Journal: Final, Original,

Variant w/ Increment = 1

-
Show Variant
tabs:

Final circuit

stats:

4 =
¥ | €| MODULE LIBRARY] | FJ 17 [BENCH] | ¢ 017 [SUBGRAPH] | [

217 [COMPONENT-D] | ] 17617 [BENCH)| @ o17617 [POLYMORPHIC-TERATION]

| Status| Setup | Selection I Replacerment I Werify I Journaling I Debug|

# of Iterations: |12 Algorithm Type: .Simpla Polymorphic ] Show Yarianks  Increment: |1

|| Decompose Criginal

Experiment directory: | Di\ResearchiCircuits-1lexperiment 1),

2:\;3::?];_0 Crigingl ||| Mumber of inputs: 10
Outputs: 4 of outputs: 4
Gates: 12
Deprh: 3 # Mumber of constant0: 0
D w2 # Intermediate gates: 150
v3 # MNDs: ZZ
e # ORs: 31
# HORs: Z4
i §  NANDs: 7
HoT: 0 v # NORs: 20
BUFE: 0 w7 # NXORs: 23
Found: 0 vB 3 EBUFFER=s: 0O
Tteration: Final(12) - ¥ HOTs: 23
Inputs: 10 # DFF: O
Outputs: 4 w10 # JEFF: 0
Gaces: 150 wil # TFF: 0
Depth: 43 #  SEFF: 0
P viz # Circuit Depth: 43
NAI:TD: 7 # Sizme of Largest Lewel: 10
WOR: 20 Size of Largest Intermediate Level: 3
HOR: 24 L Fan-In: Z
Erfizy B9 # Maximum I 10

HOT: 22
EUFF: 0

Average Fan-In: L.
Average Fan-Out: 1.7

INPUT (O}
INPUT (1}
INPUT (2}
INPUT (3}
INPUT (4}
INPUT (&}
INPUT (&)
INPUT (7}
INPUT (8}
INPUT (3}

OUTPUT (20}
OUTPUT (13}
OUTPUT {22}
OUTPUT (165}

12=NAND (3,7}
10=NAND(Z 3}
41=0R{1,2)
13=NAND (5, 7}
27=AND (0,2}
26=0R{13,10}
17=HAND {9, 12}
33=AND (1,10}
107=AND (&, 12)
1E=MAMD (10 4

PERFORM YARIATION {

Iteration log

Summary of
experiment

Annotated graph
tracks original
circuit gates

P

»

m

c17c17.v12 [EENCH] | c17c17.v12 [Graph] I cl7cl17 wl2 [Annotatﬁ‘




lteration Based

: oA AMA am L
OpthﬂS: P8 8 W 8 E B TR e
12 Iterations Wi ?- 1 e e
Algorithm: Simple polymorphic o 0 . AL
Show Variants: yes, increment = 1 g I‘g"% o e g'& S IE
Selection size min/max = 2 i 'l d|E el ]

No smart selection =il ]
Max selection input size = 4 S we PRl
| = |l

Replacement Size = 7 I S, 2
No Smart Random IR i T B
Max Fan-in = 2 ’f }
Basis = NOR, AND, OR, XOR, NXOR, NOT
Journal: Final, Original,

Variant w/ Increment = 1 % 3

"rg:hbtu
e
maﬂhi“‘

e,
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Size Based

Options:

Size = 100 3 G
Algorithm: Simple polymorphic X ﬂﬁ% F oy — T ﬁ’l
Show Variants: yes, increment =5 ) s 1 F [
Selection size min/max = 2 ' 1 [
Use smart selection R —

Max selection input size = 6 g E
Replacement Size = 8 el gi/E=aa

No Smart Random

Max Fan-in = 3

Basis = NOR, AND, OR, XOR, NXOR, NOT

Journal: Final, Original,

Variant w/ Increment = 1

University of South Alabama CFITS (Center for Forensics, Information Technology, and Securit School of Computing



Round Based

Options: T Y T R
Algorithm: Simple polymorphic L]
Show Variants: yes, increment = 1 LI
Selection size min/max = 2 irir
Use smart selection L h
Max selection input size = 6 s I
Replacement Size = 8 L Be | N
-] |- i - | & o 00
No Smart Random ) BT
Max Fan-in = 3 iy Cile i iy
Basis = NOR, AND, OR, XOR, NXOR, NOT A AL
Journal_: Final, Original, il di T
Variant w/ Increment = 1 L LR
% ios
§

University of South Alabama
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Replacement with Random vs RBLE Generation

« Random Circuit Generation:

Given a subcircuit C, random generation
will take the input/output size of the
subcircuit and generate a random circuit
with that 10 size and some gate size

Randomly generated circuits are
compared against the truth table
(signature) of the input circuit C until
match is found

Current engine decomposes multi-output
functions and generates a random circuit
for each function

Single function circuits are merged
backed together to produce the final
replacement circuit

Random circuit generation is non-
deterministic in terms of generating a
semantically equivalent circuit in a
tractable time limit

prob(sig(C) == sig(R,)) related to

statistical distribution of circuits in a family

with a given signature

Probability of random circuit with matching

signature is of the order, where n is the
number of inputs and m is the number of
outputs:

m(L / 22°n)

University of South Alabama

Basis (6-GATE)

Inputs: X=5
Outputs: Y=1
Size: S=8
e
Random
Circuit
Generator

C5—3—5
SIGNATURE =

€3 ‘

“Polymorphic
Engine”
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Replacement with Random vs RBLE Generation

- Random Boolean Logic \
Expansion (RBLE):

- Given a subcircuit C, RBLE will take the ﬂ——_H
existing circuit structure and express it c
as a Boolean logic expression e [ —
- Inverse of Boolean logic laws are | -
applied in some random fashion until ﬂ
given constraints of the replacement Cigs s

circuit are met ®

- Applying logic laws inversely produces T T E———rrr
“expansion” vs. “reduction” of the logic : R Conplementon | COUST
expression

- Expansions are applied repeatedly on L — e —
the Boolean logic expression T N 8 I R S ¥

- Three possible generation policies are o — o
defined EEe =

- Fixed: deterministic/most efficient runtime e T e Those

- Strict Size: nondeterministic/most precise om0
replacement circuit size H 3:‘{1,‘ ;w

- Target Size: nondeterministic/ 1*:' *1'*:' EEIE “""

University of South Alabama ics, i ay, i School of Computing



€N RBLE Example

gl — (lO * Il)' Reduction
1: (0 + (10 *i11))’
2: ((i1' * 0) + (i1 * i0))
3: (il * (i0 *i0)) + (il * i0))
4: ((i1' * (i0 * i0) + (il * (i0 * i0)))
5: ((i1' * (i0 * i0")) + (i0 * (il * i0)))
6: ((i0 * (i1™*0") + (i0 * (i1*i0)))
7: (((i1' * i0") + (il * i0)) * i0Y
8: (il ~i0)' * i0)
gl = ((ll N |O)I * |O)‘ Logic

Expansion




RBLE Generation Policies

- Fixed: Apply a “fixed” number of expansions \
- Deterministic/always returns a variant
- Most efficient/linear runtime
- Size of ISR variant unpredictable

- Strict Size: Apply expansions until a gate size n is
reached
- Non-deterministic/may falil to return a variant (max attempts)
- Requires trials, which increase run-time (max expansions)
- Allows precise ISR size estimation

- Target Size: Apply expansions until a target get size n is
reached or exceeded
- Non-deterministic/may fall to return a variant (max attempts),
- Requires trials, which increase run-time (max expansions)
- Allows more accurate ISR size estimation

University of South Alabama ics, i ay, i School of Computing



RBLE Options

Selection options are the same as for random circuit generation:

[©] 17 BENCH] %} c17 [RBLE-TERATION]

Status Setup Selection  Expansion Verify Journaling Debug
Selection Size (min): Selection Size (max): [] smart Selection Strategy Use Random Selection Algorithm

Algorithm Type: |Component | Maximum Selection Attempts: | 10000 TargetLevel: |1 o

Expansion options select FIXED, STRICT, or TARGET

[©] c17 [BENCH] %% 17 [RBLE-TER
Status Setup Selection E Verify Journaling Debug
Algorithm Type: |FIXED [ Mumber of expansions:
Use Smart Random
0%
™
FERFORM VARIATION v
L1
Original: -
Inpuss: s Original |4 ~
Cutputs: 2 Iterations |# 5 inputs
Gazes: : # 2 outputs
ml DT # 8 inverters
OR: 0 # @ buffers
HAND: € # @ constantl
HoR: 0 # @ constant@
HOR: 0 #
NXOR: 0
WOT: 0 # Total gates: &
BUEE: 0 # Intermediate nodes: &
- # ANDs: @
T # ORs: @
Inputs: # XORs: @
Cutputs: # NANDs: &
Gazes: #  NORs: @
Sopehs #  NXORs: @
e #  DFF: @
HEND: # JKFF: @
b # TFF: @
o #  SRFF: @
HOT: #
BUEE:
INPUT(1)
INPUT(2)
INPUT(3)
INPUT(G)
INPUT(7) y
c17 [BENCH] €17 [Graph] 17 [IV]

CFITS (Center for Forensics, Information Technolog i School of Computing



Running an RBLE Experiment

Fill in:

» Setup/Experiment Directory

» Selection/min and max size

« Expansion/Algorithm Type and option value
« Verify and Journal options

Click PERFORM VARIATION

[O] 17 [BENCH] ¥ e17 (RBLE-TERATION]

Status Setup Selection Expansion Verify Journaling Debug Summary Stats

Elapsed Time: 0d:oh:om:ss: 7283400
Selaction Strategy:

S reported at completion

PERFORM VARIATION (
-
Original: Original GENERATOR TYPE: Iteration Based
" VARIATION SUMMARY: SIMPLE EXDANDER [COMPONENT]
Iterations &,
wl @,
v2 Total Time: 0d:0h:0Om:5s5:594471€00
e % Muzber of Variants: 10
- = Original Size/Depth: €/3
= Final Size/Depth: 143/51
v5 = Target Iterations: 10
6 Total Selection Attempts: $0028
v7 =]
— L Selection Strategy by Iteration:
Rourd: 0 v8 .
Iteration: Final(10) vo e I’ i
S — o i b 1: Component Selection
Qutputs: 2 v10 Ea » : Component Selection
Gates: 142 =) : Component Selection
Eorae Sl Component Selection
aND: 42 X
s : Component Selection
HAND: 8 : Component Selection
WOR: 2 Component Selection
XOR: 5 L Component Selection
NHOR: 4 L . N
! 5: Component Selection
for: =4 G 5 10- © t Select
Ut o . : Component Selection
&
. Selected Circuit Type by Iteration:
Gy "
&

Seleced Gates by Iteration:

1: [11=N2ND(3,€),1€=NAND(2,1l),13=NAND(11l,7)]
final [BENCH]  final [Graph] ~final [Annotated]

CFITS (Center for Forensics, Information Technol
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Deterministic Variation

%

- Deterministic algorithms apply a prescribed set of steps
with some elements of pseudo-random choices to achieve
a specific goal

- Goal of these algorithms are towards component hiding

- Defeat algorithms that target semantic identification of
components

- Understanding these algorithms is best done through
review of publications where key aspects and
experimental results of the algorithms have been
disseminated

University of South Alabama
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Deterministic Variation

- Boundary Blurring \

- Mutates the type of a gate randomly (for example, from AND to XOR)
to change the expected signature at a component boundary

- Recovery logic is introduced to preserve the original semantics of the
gate signal to other gates that depend on it

- Component Fusion
- Circuit must be partitioned into subcircuit “components”

- In order to work correctly, components must be defined so that original
component boundaries are extended

- Black-box synthesis is performed creating a virtual black box of each
new component

- Component Encryption

- Similar to component fusion: circuit must be partitioned into a set of
component subcircuits

- Boundaries of components are encoded and decoded internally

- An implementation of white-box cryptography, where the circuit is
replaced with an internal network of encoded look-up-tables
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Boundary Blurring

GENERATE | HIDE OPTIONS
| Show Graph | : | Show Graph
| SelctAl | A AAAAA AAD a
w0 |~ & ? ? ? ? &, ‘ “"-\ﬁ "‘ TT— "
o [ ] 9 o
& & e Nl A —
-1 1= o - A _kew® aveHA | ®
" Q—* gf i H.-ES i - H,,i_...__ I\“. -\ i Gjlﬁ_ /;
15 . 17 . - A ‘ & | %L "!’
16 = ? ? \\ ‘~.’ - \- _‘_——-xi _k_‘_l:.;.:i.‘-w
18 20

12

FEEEEEr IR

ALeAOCOEBMOON

T wGT BAER AAD  NAD R = L

w || P [Gate Selections] P [BENCH] p [Graph] P [Verify] P [Stats]
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Component Fusion

Generation Type: () misIl  (7) Single Canonical  (7) Single Espresso  (7) Random Canonical @) Random Espresso [ With RSE

Max Replacement Input Size: IEI..E.' ization: |SOP « | Basis: MAND -

Unlimited Attempts

| Criginal (P} I Experiment Semp| Fusion Options | Partition Options I Ven'fyl Joumaling|

GENERATE HIDE OPTIOMS
N *'
&
: AN
% LY
= 2
3 | | o
= .
2Rz ‘ ‘ camaDg ‘ Lcu[nmnm =8
| e
L —MIr w
®.
l N N =3
C7[RANDT) ‘ C4[RANDY v CajRANDY) ‘ c!z[ﬂmmz]‘ c|a[n.mma]‘ =)
E‘,.":;.
&
C5[RANDE) v r‘e
10 [RANDT)
ALeAliOOEROON
P IBENCH] | P [Graph] [ P [Verif] | P [stats] [P [Partitons] | p [components] | [P [BENCH] | P [Graph] [P Verify] | P* [Stats] | " [Companent Gates] | P* [Fusion |

CFITS (Center for Forensics, Information Technolog i School of Computing



Component Encryption

Signal Type: () Single @ Group  (7) Keep Use Variable Size Signal || Keep Single Gate Components

Generation Type: (@) Standard Synthesis  (7) Single Canonical (7 Single Espresso  (7) Random Canonical  (7) Random Espresso (7)) misII

| Original (P} I Experiment Setup| Encrypt Options | Partition Options I Partitions I Verifyl Joumal‘lng|

GEMERATE HIDE OPTIONS

# of Partitions: |5_“ Valid Partitions| :
o RESET PARTITIONS |
{ 13 14 18 20 23 24 25 37 43 } -

LR R EICEE N LYY,

OT

-
View

P [Select] | P [BENCH] | P [Graph] | P [verify] | P [Stats] [ P [Pre] | P [Part] | P [Comp]|

School of Computing
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Component Encryption

Mode: (7) Loaded Partitions @) Selected Partitions

[

Save Partition Set from Partitioner

Export Partition Sets:

| Criginal (F) I Experiment Setup I Encrypt Dpﬁons| Partition Options | Partitions I Ven'fyl Joumaling|

HIDE OPTIONS
L
@ - 'YYYY
& &
4 4
E_‘:{ E_‘ﬂ ’Vcalnmm]
o o
o C4 [RANDA] =
= =
CO [RANDO]
C3[RAND3] — 3 RAND
| |
R
C1 [RAND1] Tain
©1 [RAND] ‘
v v ¥
2 [RAND2] —
—l
C2RANDZ)

P [Select] [ P [BENCH] | P [Graph] | P [Verify] | P [Stats] | P [Pre] [ P [Part] | p [comp] | [P [BENCH] [ P [Graph] | P* [Verify] | P [Stats] | P' [Part] | p' [comp] | P' [Encrypt]|
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’@ Component Encryption

Mode: (7) Loaded Partitions @) Selected Partitions

[ Save Partition Set from Partitioner

Export Partition Sets: | E:\GoogleDrive \PET-RESEARCH\digitalLogic\compencrypt5\3bitCPU. compencry. partitionset. bt |[ BROWSE ][ EXPORT ]

| Criginal (P} I Experiment Setup I Encrypt Dph'ons| Partition Options | Partitions I Ven'fyl Joumaﬁng|

GEMERATE HIDE OFTIONS

Show Graph -

T EE

B =mppp

o

1
'y

R EIRE

i1

S

F

B50ANOOEBOON L R A m—————

P [Select] | P BENCH] | P [Graph] [P [Verify] | P [Stats] | P [Pre] | P [Part] [ P [Comp] | [P BENCH] | P [Graph] [ P [verify] | P [Stats] | p' [part] [P [Comp] [ P* [Encrypt]|

University of South Alabama CFITS (Center for Forensics, Information Technology, i School of Computing



University of South Alabama CFITS (Center for Forensics, Information Technology, i School of Computing



This option does not require a selected BENCH circuit to be loaded first

Program Encryption

| € IMODULE LERARY] | Fle7 BencH) | 5 017 [SUBGRAPH] | 7 17 [comPoNENT-D] | Flatrelr [EENCH]| [PROGRAM ENCR'YPTION] ‘

P

E o] P+E P F+Dr

Cwiginal File (P): | | [ BROWSE ]

Fatistics:

5 Step Process:

1)
2)

3)
4)
5)

Pick original circuit P
Generate
encryption/decryption
circuits Eand D
Compose Pand E
Synthesize P + E (P’)
Compose P’ + D for
verification

University of South Alabama

School of Computing



Program Encryption

- Basic Overview

8 INPUTS

-

University of South Alabama

P”

l fion

3 OUTPUTS

: 1= i S
Canonical Form T il I
(SOP/POS) ‘ e tn |||
. . . s loporle
QM Minimization ﬁﬁgg

CFITS (Center for Forensics, Information Technology,

School of Computing



Summary of Program Encryption

it | R N T S S 00000000| 888
O R W LTI =l | 01234567567
{ ’ _I"'__TW i ‘ YRR Y FE VTR VPR f” """"""
Aj __rLs i L‘ M ®(d 4@ O l b ] [ 00000000 I 100
o =11 7 | ¥ LB B ¥ &8 @ 00000001 I 100
5__J_L YIS R I I " L 00000010|110
.Jﬁ, l N == l | 00000011000
P ML Rir] I X | t “____f___. _ 1] 00000100/100
‘ it | ‘ ‘ | H ‘ I A A AAR TR BB B A 00000101 I 000
slsdes ¢asfeg 58 csvindlelulesh il 00000110(110
" 'Ry . 00000111101
* i i 13 00001000100
"Ry I o 00001001111
*! & N A | =1 [ | 1 Y
a A AB LS
ERER P” 11111100110
g 11111101|010
JUR 11111110100

11111111000

Canonical Form
(SOP/POS)
QM Minimization

P’

University of South Alabama CFITS (Center for Forensics, Information Technology, i School of Computing



Summary of Program Encryption

- A legitimate user of P’ can reproduce the functionality of P with
the decryption circuit D:

- Some things about P’

- There isnoseam(P+E)

- There are no componentsrelatedto P or E

- There is no topology related to P or E

- There is nothing directly tied to the structure/configurationof P or E

- There is ONLY the information necessary to compute:

P'(x) = Ex(P(x)), VX

University of South Alabama ics, i ’ i School of Computing



Program Encryption: Choose P

| | [MODULE LBRARY] | F 17 [BENCH] | g c17 [SUBGRAPH] | [+ 17 [COMPONENT-ID] | F e17017 [BENCH) ‘ [PROGRAM ENCRYPTION]

P E D P+E P P4+D
| P Original File (F): | DriResearch|Gircuits-14c1 7617, bench.bxt | eRowsE |
P Stakistics=> Imputs: 10 Outputs: 4 Size: 12 Depth: 3
P+E =
| AAAE| UL AL OBBREDERR
P'+D

[PLc17c17] | 77| Graph [ EDD

University of South Alabama

School of Computing

CFITS (Center for Forensics, Information Technology,



Program Encryption: Generate E and D

c1?[COMPONENT ID]| Fetrear [BENCH]| &l rrocram EncryPTION)

| .| MODULE LIBRARY] | F 17 [BENCH] | s 017 [SUBGRAPH] |

P E ] P+E P P40
Encryption Circuit (E): Di\Researchi Circuits-14c17c17.E.bench. bzt BROWSE
E E Statistics=:= Inputs: ¢  Outputs: ¢ Size: 23 Depth: 3
P:E ( GEMERATE
F4D @s@s‘}sﬁﬂ-. A‘-.::§..(‘j|ﬁ‘“-."§'?f.’7-?.'7'?-j"_'ﬁé
A

[Ect7e17.€1| TT] Graph [BOD

School of Computing

CFITS (Center for Forensics, Information Technology,

University of South Alabama



Program Encryption: Compose P and E

‘ €| [MODULE LIBRARY] | F 17 (BENCH) | 5 017 [SUBGRAPH] | o8 17 [COMPONENT-I] | (FHe17e17 [BENCH]| [FROGRAM ENCRYPTION]

P E o P+E P F4+D |
P Composed Creult (P4+E):  DiResearchiCircuts-1\c17c17 PEbenchtxt | | BROWSE |
E
= P+E Statistics=> Inputs: 10 Outputs: 4 Size: 35 Depth: 6
| P+E GENERATE
o

Pn|  ARAQME| AR AL OIPRBBRED R

o *

[P+E [c1717 PE] | 7T | Graph | BOD

University of South Alabama CFITS (Center for Forensics, Information Technology, i School of Computing



Program Encryption: Synthesize P

| .| [MODULE LIBRARY] | (F] 17 [BENCH] | 5 c17 [SUBGRAPH] | | £17 [COMPONENT-ID] | (Fet7e17 [BENCH) ‘ [PROGRAM ENCRYPTION]

s [V]1E D [V]P+E [P []r+D

P Synthesized Circuit (P): | Di\ResearchiCircuits-14c17c17 PPRIME bench. bzt | [ BROWSE ]
E
= P' Statistics=>= Inputs: 10 Outputs: 4 Size: 96 Depth: 3
| o | SYNTHESIZE
o

Fpl AR AE| U B |4 ALOBRBRAEDEFLR

[
[i»
[
[

[ P'[c17c17.PPRIME] | TT| Graph | BOD

University of South Alabama CFITS (Center for Forensics, Information Technology, i School of Computing



Program Encryption: Concat D to P’ for Verification

| | [MODLULE LIBRARY] | Fe17 (BENCH) | He ¢17 [SUBGRAPH] | [

17 [COMPONENT-ID] | Fei7ei7 [BENCH]| [FROGRAM ENCRYPTION] |

=}

E D PHE P F4+D

P+E

[

| P4

Recavery Circut (P'+ D)t Research|Circuits-11c17017. RECOVERY benchutxt | | BROWSE |

P+E Statistics=> Inputs: 10 Qutputs: 4 Size: 120 Depth: 6

WERIFY

#

# 18 inputs

# 4 outputs

# 14 inverters

# 8 buffers

# 8 constantl

# 8 constante Program Encryption Error |
#

# Total gates: 1ee

# Intermediste nodes: 128 @ P and P*+D are sermantically equivalent
ANDs: 92

ORs: &
w0t o
NANDS: 8
NORs: 8
NXORS: ®©
DFF: ®

JKFF: @
TFF: B

SRFF: &

2 |

o H H KU U W HEH

INFUT (@)
INFUT(1)
INFUT(Z)
INPUT(Z)
INPUT(4)
INPUT(S)
TNPUT(E)
INPUT(T)
INFUT(S)
INFUT(S)

LTS

m

P40 [c17c17.RECOVERY] | TT | Graph | BOD|

University of South Alabama

CFITS (Center for Forensics, Information Technolog

School of Computing
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Permutation Circuits

This option does not require a selected BENCH circuit to be loaded first

This generates permutation circuits (E), with a
corresponding decryption circuit (D)

% QE Bad@RBERERERR

| MODULE LIBRaRY] | F a7 [BENCH] | By et7 [SUBGRAPH]' [ c17 tcomrONENT-ID] | F 7617 [BENCH] | [FROGRAM ENCRYPT\ON]| 55 [PERMUTATION CIRCLITS] 7 b I t eX am p | e
Mumber of O bits: |7 SaveFles [ Open in Panel Generats Tmags Generats BOD =
e N .
INPUT (O} il
THEUT (1)
o 0000000 | 1222222 E
A 0000000 | 9000000 i
e 2 0123456 | 9012345 {4
SUTEUT(2OL) e
OUTEUT [198)
pupeTz) 0000000 |0010110 2544000 ENCON
oUTPUT (199 0000001 0010011
avTe (20 00000100000100
i One-to-one and  09900110001000 c——
smoTin . 0000100 |1000011
saore onto function: oooo101]1110011
e e 0000110 (1110101
s 0000111]0111011
Ezﬁggiiz,a,ms,s) 0001000]0111010 s
1231331;,2,3,4,14,6) 00010010000000 &
Encrypt Circut | Encrypt TT | Encrypk Logic Friday | Encrypt Image | Encrypt BB | Decrypt Circult | Decrypt TT | Becrypt Logic Friday | Decrypk Tmage | £ 0 0 0 1 0 1 0 I 0 0 1 0 0 0 0 = D

T 0001011|0101110
0001100|0100101
0001101(1011110
0001110|0001100
0001111(1100110
0010000|0101011

University of South Alabama CFITS (Center for Forensics, Information Technology, i School of Computing
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Functional Polymorphism

- Functional Polymorphism
- ONE FORM, MANY FUNCTIONS

NAND
AND
2] s R E
XOR 010(1 ololo CONST1
R o ol1]o0 [1]2] s
0|0 Lot 1/0]o0 0|01
/111
111 1|11 0|11
01/ 1|01
| 1 +410 1111
/
OR

2] s NXOR
0o]jo |12 3
- ~o11[1 | olof1
1lol1| ——lo|z1]o0
0j911 111 1|o]o0
ol1]o0 PR

100

110

This one circuit could produce an AND, OR, XOR, NXOR,
NOR, NAND or OTHER functions &

University of South Alabama ics, i ay, i School of Computing



What is a Polygate?

NAND Gate Polygate Version
Original
Key Bits Inputs

L g
o 0

124 000000 1
———- 0123459
oo]lr. = — 4 |__d_ -

01]1 111000]] 1 \
10]1 ' 1110011 ﬂ?
11]0 111010]J1 ~
111011fj0 |
@

“MSB Mode”

University of South Alabama ics, i ay, i School of Computing



What is a Polygate?

- In circuits: realizable as a “polymorphic gate” or “polygate”

4 key
input bits

2 normal

Essentially a BINARY (2-input) GATE
4 additional inputs CHOOSE the function

M\ The 4 inputs form a “functional key”
Key must be provided to get correct function
This form can generate 16 functions on 2 inputs
AND XOR OR NXOR  NAND
| e 56'\ \&W///
!@ s 00 | opoooooloftfl1 11 1f]1
g 01]0p00114/10000114/1
B <=== Normal output 10]001100/1{1/001100/11
11]010101 OlOlBl

\

N
ALRSAFNOCOERCON g

INPUT OUTPUT CONST NOT BUFFER AND NAND OR NOR  XOR NXOR FF POSSibIe funCtion keyS

University of South Alabama ics, i ay, i School of Computing



What is a Polygate?

- Every binary gate (2 input/1 output) is transformed to a
polygate component (6 input/1 output)

- Appropriate key bits must be provided to the polygate
component to execute the correct function

- A polygate is essentially a MULTIPLEXOR component

- General Idea:

- Adversary cannot fully determine circuit function without full I/0
enumeration

- The function of the circuit and therefore components are not know
without context of theey ... W—

- Overhead:
- Depends on MUX chosen
- 4 additional inputs for
every binary gate

University of South Alabama ics, i ay, i School of Computing



Polygate Experiments

1) Setup directory and file information

[ mycircutt BencH] (@) mycircuit [POLYGATE]

Files Gates Overhead Keys Polygates Verify Decrypt

Criginal Filepath (P): | C:\Users\jtmcd\OneDrive\Documents\apetguiimycircuit. bench, txt Select Decompose Original
Experiment Directory: | C:\Users\jtmcd\OneDrive'\Documents \apetguil, Select
Variant Filename (P): |mydircuit.polygate.bench. txt Key Filenamea: |mydircuit. polygate. key. et
TRAMNSFORM
i
Show Graph N
&,
=X
. &
2 .ﬁ\.
&
B 17
&l
= 19 20
e
& a
.
'? -
i
i
e
&,
ALGANCOEROON
INFUT OUTPUT CONST MOT BUPFER AND NSAD  OR0 MR EDR R PP
P [BEMCH] p [Graph] P [Verify] P [Stats] P [Selection] P [BENCH] P [Graph] P [Verify] P [Stats] P [Replacements]

University of South Alabama CFITS (Center for Forensics, Information Technology, i School of Computing



Polygate Experiments

2) Pick which gates will be transformed \

ALL GATES

[©] mycircuit [BENCH) (@ mycircutt [POLYGATE]

Files Gates Qverhead Keys Polygates Werify Decrypt
(@ All Gates (C) Random  (C) Random Weighted (O) Random Whitelist () Random Blacklist (C) Spedfic Gates # Random Gates: lzl

PICK RANDOM # of GATES

[ mycircuit [BENCH] ' mycircuit [POLY GATE]

Files Gates Qverhead Keys Polygates WVerify Decrypt

(C) All Gates (@) Random () Random Weighted (C) Random Whitelist () Random Blacklist () Spedific Gates  # Random Gates: I:I

TRANSFORM

PICK RANDOM # of GATES, but favor BEGINNING, MIDDLE, or END GATES

[©] mycircuit [BENCH) (@ mycircutt [POLYGATE]

Files Gates Qverhead Keys Polygates Werify Decrypt
(O All Gates () Random (@) Random Weighted (O) Random Whitelist () Random Blackiist (C) Spedfic Gates # Random Gates: l:l

University of South Alabama CFITS (Center for Forensics, Information Technology, i School of Computing



Polygate Experiments

2) Pick which gates will be transformed

PICK RANDOM # of GATES from a LIST of SELECTED GATES (WHITELIST)

[5] mycircuit [BENCH] § mycircut [POLYGATE]
Files Gates Overhead Keys Polygates Verify Decrypt
() Al Gates (_)Random (_) Random Weighted | Beainning (®) Random Whitelist () Random Blacklist () Spedific Gates # Random Gates: |9
] 1 z 3 & 5 6 7 8 4 10 11 12 13 14 15 16 17 18
TRAMSFORM
Clear Al 1 f
selectal | %
L BR
11 EN
- e
- -
Ik
17 1
18 ©
- |
&
= ;?I-
=
ﬂ -
- |-
|-
ALeAHNOOERCOON
INPUT OUTPUT LONST MOT BUFFER AAD NMAD M MR EDE DR PP
w Il PGates] P [BENCH] P [Graph] P [Verify] P [Stats] P [Selection] P' [BENCH] P’ [Graph] P [Verify] P'[Stats] P'[Replacements]

University of South Alabama ’ i School of Computing



PICK RANDOM # of GATES but exclude those on LIST of SELECTED GATES (BLACKLIST)

[ mycircutt Bencr] (@) mycircutt POLY GATE]

Polygate Experiments

2) Pick which gates will be transformed

Files Gates Owerhead Keys Polygates Verify Decrypt
(O Al Gates () Random () Random Weighted |Beginning

(C) Random Whitelist  (8) Random Blackist (C) Specific Gates  # Random Gates: |9

Afesf00EROON

w Il PGates] P[BENCH] P [Graph] P [Verify] P [Stats] P [Selection]

a 1 2 3 4 5 & 7 8 9 10 11 12 13 14 17 18
TRANSFORM
Clear all :
selectal | B
L. Bh
11 %
d B
—HE
17 =L
18 ©
R
- |
=
- |
- |
|-
- |

p'[BEMCH] P' [Graph] P' [Verify] P'[Stats] P [Replacements]

School of Computing

University of South Alabama



Polygate Experiments

2) Pick which gates will be transformed

PICK SPECIFIC GATES

[©] mycircuit [BENCH] § mycircutt [POLYGATE)
Files Gates Overhead Keys Polygates Verify Decrypt
(O AllGates () Randem (_) Random Weighted | Beginning (O Random Whitelist () Random Blacklist (@) Spedific Gates # Random Gates: |2
i) 1 2 3 = & 5 ) a % a0 1l 1 13 e i5 15 17 18
TRANSFORM
Clear all N
selectal [ %
11 E
12 ezl
ol 7
14 -
15 =
17 =L
18 e
19 j‘a_'
20
C
22 :
23 :
=
= ‘
25 o
25 [
. |-
ALGAHNOOEAOON
INPUT OUTPUT CONST MOT BUFFER AND NAAD O WOk xOR DR PP
v Il P [Gates] P[BENCH] P [Graph] P [Verify] P [Stats] P [Selection] P' [BENCH] P’ [Graph] P'[Verify] P'[Stats] P'[Replacements]

University of South Alabama CFITS (Center for Forensics, Information Technology, i School of Computing



Polygate Experiments

3) Choose overhead limits

Uncheck Limit Size of Variant for no limitations
Otherwise, choose gate % increase allowed (overhead)

[=] mycircuit [BENCH] § mycircutt [POLYGATE]

Files Gates Overhead Keys Polygates Verify Decrypt
Limit Size of Variant % Gate Overhead: | 200 Target Gate Size: 18 -» 54

10 ~

ala
AANDD IS O BEEESS

BE€A[OOHEAOON

v || P[Gates] P [BENCH] p[Graph] P [Verify] P [Stats] P [Selection]

a 250 500 750 1000 1250 1500 1750 2000 2250 2500 2750 3000 3250 3500 3750
TRANSFORM

Clear all Show Graph N

Select All

P' [BENCH] P [Graph] P' [Verify] P'[Stats] P'[Replacements]

School of Computing

University of South Alabama



Polygate Experiments

4) Key options:
Prepend (MSB) or append (LSB) key bits to the input vector

Compress key: reduce the size of the key string (will produce non-deterministic variation)

[ mycircutt Bencr] (@ mycircut [POLYGATE]

Files Gates Overhead Kevs Polygates Verify Decrypt

[[]CompressKey  Key String Append Mode (@) LSB () MsB

5) Polygate options:

Static Polygates:

Pick one of the static polygate (MUX) designs: choose specific one (Single)

Pick one of the static versions randomly every time a polygate is inserted (Choose Random)
Pick a random static version and introduce some degree of variation (Random w/ Variation)

Dynamic Keymap:
Generate a random keymap for every polygate (a different truth table mapping for the MUX)
Generate only the 6 basic gate types for the keymap component (Random Reduced)

[ mycircuit Bencr] (@ mycircut POLYGATE]

Files Gates Overhead Keys Polygates verify Decrypt

AAAR AR Static Polygate Variants Dynamic Keymap Polygate Variants
ha
kL] (@) Single  polygatel () Choose Random () Choose Random w/ Variation (C)Random Keymap  (C) Random Reduced Keymap

6) Click TRANSFORM

University of South Alabama ics, i ’ i School of Computing



Polygate Experiments

(& mycrout BENCH] @ mycrese POLYGATE]
‘m Example:

= R =  Selected gates to replace
= |2 SMAAARAAAAAAA) . .

=ik ‘:}I},L « Random stath pplygate
= b AR  No overhead limit

= [ N

h &
&
A5eANOONBOON A50ANOOEBOON

Key for the polygate circuit provided in the Keys TAB

EI mycircuit [BENCH] ' mycircuit [POLYGATE]

Fies Gotes Overhead Kers SRS,

[[] CompressKey  Key String Append Mode  (®) LSB () MsB

100011101110

Options to save a “decrypt” version of the polygate circuit that clearly shows key bit inputs
- First click BROWSE for file path, then SAVE

EI mycircuit [BENCH] ' mycircuit [POLYGATE]

Fies Gates Overhead Keys Polygates Verify Decrypt
Decrypt Bench Filename: |ntslapetguilmycircuit.polygate.decrypt.bench.txt| | BROWSE | | SavE |

Original Formatted Bench Filename: ‘:ms\apetgui\myurmit.polygate.ongmal.benm.nt|| BROWSE H SAVE |

University of South Alabama CFITS (Center for Forensics, Information Technology, i School of Computing



Polygate Variants
Key = 1010

Key = 101010100100 Key =10110101110111011110010000111111

i . - o e
e i P T T e oS et = R . onaw " -
wnan e oaa T T - v nom e e REWEERCIERE Al w s m = s R T ] W ARCEEE QLT
. LS R = S £ L L4 o b 2 cu | ee e Ik
= L - T aRi e
Lid L W
- = -
AN . i
I CEEEEE s Chil = —y m—
Lid L] -
.

University of South Alabama CFITS (Center for Forensics, Information Technology, and Securit School of Computing
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Logic Encryption

- Allows generation of variants using the standard/traditional algorithm

for logic encryption based on insertion of XOR/NXOR gates and

addition of a single key-bit input
« Also known as LOGIC LOCKING

[ 17 [BENCH] 4 €17 [LOGICENCRYPT]

Files EncryptOptions geys verify Decrypt

(O MlGates (O)Random (@) Spedific Gates # Random Gates: |3

Basis: (®) XOR/MXOR () XOR/MXOR/AND/OR [ ] Consider Inputs

TRANSFORM
Clear Al : Show Graph
sekctal || % - 1
TH | Selected gate : New key bit: key value =0
e |E %
= |= =
= |S &
B w
S S
&

AResno0oEEO

F'[BENCH] P [Graph] FP' [verify] P'[Stats] P'[Replacements]

XOR gate

i

University of South Alabama

School of Computing



Logic Encryption

- Encrypt Options:
- All gates
- Some # of random gates
- Specific gates

- Basis gate set types for insertion of logic locking :
- XOR/NXOR
- XOR/NXOR/AND/OR

- Key Options
- Key compression
- Append LSB/MSB mode

University of South Alabama ics, i ay, i School of Computing
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AND-Tree Insertion

- AND trees are essentially multiple-input AND gates that
are typically decomposed:

ARAAAAAAAMA

University of South Alabama ics, i ay, i School of Computing



AND-Tree Insertion

- Inserting AND-tree structures are intended as a countermeasure to )
SAT-based reasoners by inserting a subcircuit that requires 2!
average evaluation

- The structure can be composed of alternating AND/AND or
AND/NAND logic in parallel and then inserted (randomly) into a
parent circuit in a semantically preserving manner

- Insertion approach is similar to logic locking where a predetermined
0/1 value produces semantically equivalent functions

AT AT |
. [
v,
by OB
i
Step 1 Step 2 Step 3
A REAVATAVATAZAY
[T T - v |V | == U |V
1'7-’_‘.’._“‘ 00 ,[r;f i:[”;_h,' _jL__ _f_i;‘"—"' r.,:-i.:,':.[-i"- ”“’“’j 1 Y {.{;S'ZL' 1
o o 88 o T A S G | [ o M Lo 5
T w —_d Ll & L — 1 r 1 §
] 11 L = 1L f 9 O
= - L | - " L r—[_i;
S :'\ W L F p
P —
N \
i : i
Step 4 Step S5 Step 6
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AND-Tree Insertion

- Paired AND/NAND trees can be inserted into a circuit and
used for semantically equivalent insertion using
XOR/NXOR logic and constant 0/1 signals

Y %,
2, 2,
Y 3
B =
=l =l
L o
&l O &l
5 —
= original ||
R W
5 gates |[|®
= &
R -
=, (B,
ALeAlOOEEOON ALeArOO0EEOON
P [BENCH] P Graphl P [Verify] P [Stats] P'[BENCH] P [Graphl = P' [Verify]  P' [Stats]
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[] *ci7basis [BENCH] a4 c17basis [ANDTREE]

AND-Tree Experiments

Original (P) Experiment Setup  Insert Options  Verify Journaling

[+] Use AND/MAND Tree  [] Insert multiple AND trees  # of Trees: [[] Generate incremental variants  [] Use random AND trees

BAeA

TR COMST e

P [BENCH] p [Graph] P [Verify] P [Stats]

QOEmLON BEeA[OOH

i comsT AR 0

P'[BENCH] F' [Graph] P' [Verify] P'[Stats]

GENERATE HIDE OPTIONS

| Show Graph | : | Show Graph |
& &
N N
& &
E E
= =
= =

1] Al
= (=8
© ©
B B
H H
®. ®.
5} 5}
& &
& &
& &

avw
% Conszole

Filename = cl7basis.andtree.bench.txt
Filercot = cl7basis.andtree

Exporting Component Encryption BENCH Variant: C:\Users‘\jtmcd\OneDrive\Documents\apetguil\clTbasis.andtree.bench.txt

Action Command: showvariantgraph
Orientation Type: HIERRCHICAL

<
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AND-Tree Experiments

1) Experiment Setup: Set file and directory information

2) Insert Options:

Insert a Single AND Tree
* » Use AND/NAND trees (vs. just balanced AND trees)
Slider: input size of AND trees (2 to 64 input)

Insert multiple AND trees (Y/N)

« #0Of TREES

« Generate incremental variants (save variant after
each AND tree is inserted, up to the final one)

 Use Random AND Trees: instead of a fixed inpu
size AND tree, use random input size (between 2 to
64)

University of South Alabama ics, i ay, i School of Computing
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Reductions:

Equational Reducer

Pattern Based Circuit Reducer
Structural
Shaped

Pattern Viewer
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Equational Reducer

JE reDucE-EQ)

Allow Structural Rules Allow Inverse Rules Allow Complex Distributive Expressions

Main BENCH Options

Valid Equation Reduction Rounds: Maximal Reduction  # of Attempts: Manual

Reduce

Elapsed Time: 0d:0h:0m:0s:000000000
Starting Equation:

—=ermeem-mme-—Bpolean Algebra Laws

A
Logical
Absorption: A*(A+B)j=A
Absorption: A+H{A*B)=A
v Annihilation: 0*A=0
Instructions: ~ Anmihilation: 1+A=1
1) Enter equation in walid syntax in the box above Annihilation: A*A=0
2) Syntax rules are found on the syntax tab below Negation:; A=A’=1
3} Pr_‘ess the.Check button ) Negation: A*A°=0
4) @iven valid syntax, several things are created: i
--» the parse record in text ferm of the expression DeMorgan;: (A=B)*=A"B
--> the Abstract Syntax Tree of the expression DeMorgan: (A*B) =A"+B"
--» the semantic truth table of the expression ldempotent: A+A=A
o E‘::ICEIENC::I'VEFS]:D” o th; E:?resiioan ik d of CONSTANT si 1 Mempoisylhassh
EEPs -
options govern reduction gates and use signals Jdentity: 0=A=A
Tere are two options for reduction: Identity: D*A=A
==» Automatic: applies random Boolean logic laws, with one application being called a round |dentity: 1*A=A
==> Manual: applies specific laws to applicable random parts of the equation Involution: (A=A
5) Automatic reduction: Structural
==> Fill in the number of Reduction Rounds, then press the Reduce button
==> Number of rounds is how many random Boolean laws will be applied
Assoc: (A*B)*C=A*(B*C)
6) Maximal reduction: w Assoc: (A+Bj+C=A+B+C)
Journal. TT Parse AST Start BENCH Start ASTFinal BENCH Final Syntax Help Commutative: A*B=B%A
Final Eq - Commutative: A+B=B+A
A Dist: A(B+C)={AB)+{AC)
Dist: A+H{BC)={A+B)(A+C)
Inverse
v DeMorganinv: A'B'=A+B

CFITS (Center for Forensics, Information Technolog
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Equational Reducer

Instructions:
1) Enter equation in valid syntax in the box above

2) Syntax rules are found on the syntax tab below
3) Press the Check button

4) Given valid syntax, several things are created:
--> the parse record in text form of the expression
--> the Abstract Syntax Tree of the expression
--> the semantic truth table of the expression
-->the BENCH version of the expression
--> BENCH options govern reduction of NOT gates and use of CONSTANT signals

There are two options for reduction:

==> Automatic: applies random Boolean logic laws, with one application being called a round
==> Manual: applies specific laws to applicable random parts of the equation

5) Automatic reduction:
==> Fill in the number of Reduction Rounds, then press the Reduce button
==> Number of rounds is how many random Boolean laws will be applied

6) Maximal reduction:
==> To run multiple attempts at reduction and save the optimal, check Maximal Reduction
==> Fill in the # of attempts, then press the Reduce button

7) Manual reduction:
==> To apply manual reductions, click the Manual checkbox
==> The possible reductions for the current expression are seen in the list on the right
==> Click on the reduction type and click the Apply button
==> Each reduction will present new options for reduction

Moving between manual and automatic will clear the journal and start at the original expression
Typing or modifying the Boolean equation will clear any AST, truth table, or BENCH and need to be rechecked
Click the Reset button to clear all panels

University of South Alabama CFITS (Center for Forensics, Information Technology, i School of Computing



Equational Reducer

%

Three options can guide application of reduction rules: logical reductions are applied before
commutativity, distributivity, associativity, and inverse laws

« Allow Structural will include commutative, associative, simple distributive, and inverse
patterns that are possible

- Allow Inverse will include inverse patterns that are possible if no other structural ones are
possible

- Allow Distributive will allow complex distributive patterns

Structural patterns include:
ReduceAssociativityType.VAR1_AND_ VAR2_AND_VAR3
ReduceAssociativityType.VAR1 _OR_VAR2_OR_VARS3
ReduceCommutativityType.VAR1_AND_VAR2
ReduceCommutativityType.VAR1_OR_VAR?2

Distributive structural patterns include:
ReduceDistributivityType.VAR1 _AND VAR2 OR_VAR3
ReduceDistributivityType.VAR1 OR_VAR2 AND_VAR3

Inverse patterns include:
ReduceDeMorganinverseType.NOT_VAR1 _AND_NOT_VAR2
ReduceDeMorganinverseType.NOT_VAR1 _OR_NOT_VAR2
ReduceDistributivitylnverseType.VAR1_AND_VAR2_OR_VAR1 _AND_VAR3
ReduceDistributivitylnverseType.VAR1_OR_VAR2_AND_VAR1 OR_VARS3

University of South Alabama CFITS (Center for Forensics, Information Technology, i School of Computing



Equational Reducer Syntax

Equations should take the form of:
OUTVAR = EQUATION

- OUTVAR must be of the form: oX => 00, 01, 02, etc.

- EQUATION is a combination of VARIABLES and OPERATORS.
- VARIABLES must be of the form iX=>10, i1, i2, etc.

- VARIABLES are ordered in circuit input by number

- OPERATORS must be one of: '(NOT) +(OR) *(AND) ~(XOR)

- Constant Zeros (0) / Ones(1) are allowed as VARIABLES

General rules:
- At least 1 VARIABLE required (01 = 0/01 = 1 not allowed)
- Use parenthesis to clarify logical expressions and precidence

Examples:
ol=i0+il
ol =((i0"*i1) + (i2*i3")")
01=il*1;02=i4+i18
00=i1+i27i3*i4
ol =(((I0*i1) + (i2*i3)") * (i1 +i2))
06=(7*i9) +il
012 = (25" i512)'

Precedence rules:

- Parenthesis have highest precedence

- NOT (') associates to the left before other OPERATORS
- AND (*) associates before OR (+) and XOR (*)

- XOR () associates before OR (+)

Example: 00=i1+i2'"i3*i4
is equivalentto: 00=(i1+ ((i2")" (i3 *i4))

University of South Alabama CFITS (Center for Forensics, Information Technology, i School of Computing



Reducer Experiments

2) Check 3) Click Reduce

[ [REDUCE-EQ]
Valid Equation Chedt Reduction Rounds: E [ Maxima n  #of Attempts: [ Manual
[] Allow Structural Rules ] Allow Inverse Rules ] Allow Complex essions
Main BEMCH Options
| Reduce | Apply
Elapsed Time: 0d:0h:0m:0s:000000000 0%
Starting Equation: ——————Boolean Algebra Laws
ol = i1 + 12 + 1 + i3 ; ~ ~
1) ENTER equation Logical
Absorption: A*{A+B)=A
Absorption: AHA*B)=A
hd Anninilation: 0*A=0
Zeneral rules: 0 A""Ihﬁaﬁom =]
- At least 1 VARIZBLE required (ol = 0/o0l = 1 not allowed) Annihilation: A*A=0
- Use parenthesis to clarify logical expressions and precidence Negation: A+A"=1
Negation: A*A"=0
Examples: . PR
ol = i0 + il DeMorgan: (A+B) =A"*B’
ol = ({i0" * il)" + (iz * iz")")" DeMorgan: (A*B)'=A"+B*
ol = il * 1; o2 = i4 + ils Idempotent: A+A=A
ol = il + i2 ~ i3 * ia o
ol = ({(i0 * il)' + (i2 * i3)")' * (il + i2))" lrlempt?tenth A=A
o€ = (i7 * i9) + il Identity: 0=A=A
ol2z = (i25 ~ isl2)" Identity: 04A=A
. Identity: 1*A=A
Precidence rules: " .
- Parenthesis have highest precidence Involution: (A")'=A
- NOT (") associates to the left before other OPERATORS
- BWND (*) associates before OR (+) and HOR (=) Structural
— XOR (") associates before OR (+)
Example: o0 = il + i2' ~ i3 * i4 Assoc: ("B C=A*(B*C)
is eguivalent to: o0 = (il + ({(i2') =~ (i3 * i4)) v Assoc: (A+Bj+C=A+B+C)
Journal TT Parse ASTStart BENCHStart ASTFinal BENCH Final Syntax Help Commutative: A"B=B"A
Final Equation: Commutative: A*B=5-A
ol = 1 -~ Dist: A(B+C)={AB)+(AC)
Dist: AH{BC)={A+B)(A+C)
Inverse
) DeMorganiny: A'B=A+B W

4) Final Equation

CFITS (Center for Forensics, Information Technolog
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Pre Reduction Views:

Reducer Experiments

B8 0B S SR8 i
# INPUT MAPPING

HEHHH A A I I A A S S R S T
# Circuit ID: @ -»> Equation Variable: i1

# Circuit ID: 1 -» Equation Variable: i2

# Circuit ID: 2 -» Equation Variable: i3

Truth Table

Journal 7T Parse AST Start BEMCH Start AST Final BEMCH Final Syntax Help
Final Eauation:

Formula:
01 = 11 + i3 +1 + i3

Tokens:

Token-»>[01] Type=VARIABLE
Token->[=] Type=EQUALS
Token-»>[11] Type=VARIABLE
Token->[+] Type-OROP
Token-»>[12] Type=VARIABLE
Token->[+] Type-OROP
Token-»>[1] Type=NUMERIC
Token->[+] Type-OROP
Token-»>[13] Type=VARIABLE

AST:
Symbol = [EQUAL] Value = [=]
symbol = [vAR] value = [o1]
symbol = [EXPR]
symbol = [TERMOR]
Symbol = [TERMXOR]
symbol = [TERMAND]
Symbol = [TERMNOT]
symbol = [VAR] value = [i1]
Symbol [OR] value = [+]
symbol = [TERMOR]
Symbol = [TERMXOR]
symbol = [TERMAND]
Symbol = [TERMNOT]
symbol = [VAR] value
Symbol = [OR] Value =

Parse Derivation

Journal TT parse Start BEMCH Start AST Final BEMCH Final Syntax Help

Final Eauation:

or Forensics, Information Technolo




Reducer Experiments

Pre Reduction Views:

[ e

Final Eauation:

Journal TT Parse asT Start BEMCH Start AST Final BEMCH Final Syntax Help

Abstract Syntax Tree
From Starting Formula

# INPUT MAPPING

# Circuit ID: @ -»> Equation Variable
# Circuit ID: 1  -> Equation Variable

#

INPUT(@)
INPUT(1)
INPUT(2)

OUTPUT(8)

3=AND(8,2)
4=0R(1,8)
5=NOT(3)
6=XOR(3,5)
7=0R(4,6)
8=0R(7,2)

= i1
: 32
# Circuit ID: 2 -» Equation Variable:

i3

BENCH File Based
on Starting Formula

Final Equation:

University of South Alabama

Journal TT Parse AST Start BENCH Start AST Final BEMCH Final  Syntax Help
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Post Reduction Views:

Reducer Experiments

L omepp

arse  AST Start BENCH Start AST Final BENCH Final Syntax Help

Abstract Syntax Tree
From Reduced Formula

# Constant Zero or One Function

BENCH File Based
on Reduced Formula

arse  AST Start BENCH Start ASTFinal BENCH Final Syntax Help

University of South Alabama
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Reducer Experiments

Main Option: Automatic vs. Manual

L& repuce-£q) '

Valid Equation Chedk Reduction Rounds: |10 [ Maximal Reduction ~ # of Attempts: |10 [ Manual Reset
[ Allow Structural Rules [ Allow Inverse Rules '« (in]low Complex Distributi« Rxpressions

Main BEMCH Options
Re\se ' \ Apply

Automated

« # of Reduction Rounds

« Maximal Reduction (Y/N): unlimited rounds until the
expression cannot be reduced further

Automated reduction is non-deterministic: Boolean logic
laws are applied randomly and thus different results may be
obtained depending on the order and specific sequence

There may be multiple statements which can be reduced by
the same appropriate logic law: these are also chosen
randomly

University of South Alabama
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Reducer Experiments

- Example: 10 Reduction Rounds

[ [REDUCE-EQ]

Valid Equation Chedk Reduction Rounds: |10 [ Maximal Reduction ~ # of Attempts: |10 [ Manual Reset

[] Allow Structural Rules ] Allow Inverse Rules ] Allow Complex Distributive Expressions

Main BEMCH Options

Reduce Apply
Elapsed Time: Ud:Uh:Um:Us:UUUUUUUUUI 0%

Starting Equation: -—--——-———Foolean Algebra Laws
ol = (i1 * 12 * i3) + (i6 * iz * 13) + (i1 * i5 * i3) + (i1 * i2 * i4) A A

Logical

Annihilation: 1+A=1 [1]

hd Structural
Round 18 Total Pessible Reductions: 7 -~
->Commutative-AND(25) Assoc: (A+B)+C=A+(B+C) [2]
-»Commutative-0OR({11) Commutative; A+B=B+A [3]
->Associative-AND(18)
-*Associative-OR(5)
-¥DistributiveInverse-0OR(4) Inverse
-»Distributive-AND(3)
-»Distributive-0OR(18) NONE
Round 18 Considered Reductions: &
-»Associative-0OR(5)
->Distributive-AND(3)
->Commutative-OR(11)
-»Distributive-0R(18)
->Associative-AND(18)
->Commutative-AND(26)
Round 18 Begin Expression=> ol = ((({((i3 * (i1 * 12)) + (i3 * (i6 * 12))) + (d4 * (i1 * 12))) + (i1 *= i5)) * (((i3 * (i6 * i2))
Round 18 Law=> Distributive-OR
Round 18 Final Expression=> ol = ({({((i3 * (i1 * i2)) + (i3 * (i6 * i2))) + (i4 * (i1 * i2))) + (i1 * i5)) * ((((i3 * (i1 * i2)

Start Expression(BE)=> 0l = (i1 * 42 * i3) + (i6 * 12 * i3) + (i1 * i5 * 13) + (i1 * 12 * i4)
Final Expression(BE)=> ol = ((((((i3 * (i1 * 12)) + (i3 * (i6 = 12))) + (i4 * (i1 * i2))) + (i1 * 45)) * ((((i3 = (i1 * i2)) + i3)

Start Expression=> ol = (i1 * i2 * i3} + (i6 * i2 * i3) + (i1 * i5 * i3) + (i1 * 12 * 14}
Final Expression=> ol = ({{(i3*i1*12 + i3*i6*12) + i4*i1*i2) + i1*i5)*((i3*i1*i2 + i3)*(i3*i1*i2 + i6*i2) + i4*i1*iz) + (((i3*i:

< >

Journal TT Parse AST Start BENCH Start ASTFinal BENCHFinal Syntax Help

Final Equation:
ol = ((({((i3 *= (i1 = i2)) + (i3 * (i6 * i2))) + (i4 * (i1 * i2))) + (i1 * i5)) *= ((((i3 * (i1 *= i2)) + i3) *= ((i3 * (i1 = i2)) + (i6 * i2)))} A

CFITS (Center for Forensics, Information Technolo



Reducer Experiments

- Continuing to Click Reduce will produce a new result...

- Example: Same Equation, 10 Reduction Rounds, Different
Results (smaller equation)

G meouce-£Q)

Valid Equation Check Reduction Rounds: |10 []Maximal Reduction ~ # of Attempts: |10 [ Manual Reset

[] Allow Structural Rules [ ] Allow Inverse Rules  [_] Allow Complex Distributive Expressions

Main BENCH Options

Reduce Apply

Elapsed Time: 0d:0h:0m:05:000000000| 0%

Starting Equation: ————————HBoalean Algebra Laws:
ol = (i1 * 42 * i3) + (i6 = 12 *= i3) + (i1 * i5 * i3) + (i1 * {2 * i4) ~ ~

Liogical

Annihilation: 1+=A=1 [1]

Structural

Round 18 Total Pnisible Reductions: & Assor: (A+B)sC=A*(B+C} [2]
->Commutative-AND(8 o .
->Commutative-0R(3) GRS At []
-»Associative-AND(3)
-»Associative-OR(1) Inverse
-»Distributive-AND(1)
->Distributive-0OR(3) NONE
Round 18 Considered Reductions: &

-»Associative-OR(1)

-»Distributive-AND(1)

->Commutative-OR(3)

-»Distributive-OR(3)

-»Associative-AND(3)

->»Commutative-AND(S)

Round 1@ Begin Expression=> ol = ((i3 * (({(is * i2) * i3) + (i1 * 15))) + ((i4 * (i1 * i2)) + (i3 * (i2 = i1))))
Round 19 Law=> Associative-OR

Round 18 Final Expression=> ol = (((i3 * (((i6 * 12) * 13) + (i1 * i5))) + (i4 * (11 * 1i2))) + (i3 *= (i2 =*= i1)))

Start Expression(BE)=» ol
Final Expression(BE)=» ol

(i1 = i2 = i3) + (i6 * i2 = i3) + (i1 * i5 * i3) + (i1 * 12 * i4)
(((i3 = (((i6 * i2) = i3) + (il * i5))) + (i4 = (i1 = i2))) + (i3 = (i2 = i1)))

Start Expression=» ol
Final Expression=>» ol

(i1 * iz * i3) + (i6 * i2 * i3) + (i1 *# i5 * i3) + (41 * 12 * i4)
((i3*(i6*i2*i3 + 11*i5) + i4*i1%i2) + i3+i2*i1)

< >

Journal TT Parse AST Start BEMCH Start AST Final BEMCH Final Syntax Help

Final Equation:
ol = (((i3 * (((i6 * 12) * 13) + (i1 * i5))) + (14 * (i1 *= 12))) + (i3 * (i2 * i1))) A
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Reducer Experiments

- Maximal Reduction: # of Attempts

- Each attempt is governed by # of Reduction Rounds

U U

[ RepucE-EQ) / /

Valid Equation Chedk Reduction Rounds: |10 Maximal Reduction  # of Attempts: | 10 [ Manual Reset
[] Allow Structural Rules [ Allow Inverse Rules  [[] Allow Complex Distributive Expressions

Main BENCH Options

Reduce Apply
Elapsed Time: 0d:0h:0m:0s:000000000
Starting Equation:

————————FBoolean Algebra Laws

ol = (i1 * i2 = i3) + (i6 * i2 = i3) + (i1 * i5 * 13) + (i1 = i2 * i4)

Liogical

Annihilation: 1+A=1 [1]

Structural

->DistributiveInverse-AND(1)
-»Distributive-AND(3)
-»Distributive-OR(7)

Round 18 Considered Reductions: &
->Associative-0R(5)
-»Distributive-AND(3)
->»Commutative-OR(18)
->Distributive-0OR(7)
-»Associative-AND(18)
->Commutative-AND(22)

Elapsed Time: 8d:8h:8m:8s:319639808
Smallest Equation Size: 25

<

Journal TT Parse AST Start BEMCH Start AST Final BENCHFinal Syntax Help

Final Equation:

Round 1@ Begin Expression=> ol = ((((i3 * (i6 * i2)) + ((i3 * (i1 * i2)) + (i3 * (i1 * i5)))) + i4) * (((((((i3 * iB) * 12) + (di:
Round 18 Law=> Commutative-AND

Round 1@ Final Expression=> ol = ((((i3 * (d6 * 12)) + ((i3 = (i1 *= i2)) + (43 *= (i1 = i5)))) + 14) = (((((((1i3 *= i) = 12) + (4.
Start Expression(BE)=> ol = (i1 * 12 * i3) + (i6 * 12 * i3) + (i1 * 15 * 13) + (i1 = i2 = i4)

Final Expression(BE)=> ol = ((((i3 = (i6 = 12}) + ((13 = (i1 *= 12}) + (i3 = (2 * 15)))) + 1i4) = ((((CC(13 = i6) = i2) + (12 * 11))
Start Expression=> ol = (i1 * 12 * i3) + (i6 * 12 * 1i3) + (i1 * i5 * 1i3) + (i1 * 12 * i4)

Final Expression=> ol = ((i3*i6*i2 + (13*i1*i2 + i3*11*i5)) + 14)*(((i3*i6*i2 + i2*i1)*(i3=ie*i2 + 13) + i3*i1=i5) + 11)*(((i6*=

Assoc: (A+Bj=C-A+{B+C) [2]
Commutative: A+B=B+A [3]

Inverse

NONE

ol = (i1 * 12 * i3) + (i6 * 32 * 13) « (i1 * i5 * i3} + (31 = i2 * i4)

CFITS (Center for Forensics, Information Technolog

Journal shows the
best result of
applying logic laws
(smallest equation
size)

If no attempt can
make equation
smaller, final
equation is the
original
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Reducer Experiments

- Increasing # of rounds and # of attempts may (or may not)
produce better results

« Runtime will increase ,

: A
& [REDUCE-EQ] / -

-
-
Valid Equation Check Reduction Rounds: |50 Maximal Reduction  # of Attempts: | 100 [ Manual Reset

[] Allow Structural Rules ] Allow Inverse Rules  [] Allow Complex Distributive Expressions

Main BEMNCH Options

Reduce Apply

Starting Equation: -———-——-—-Boolean Algebra Laws
ol = (i1 * i2 = i3) + (d6 = i2 = i3) + (41 = i5 = i3) + (i1 = iz = i4) - -~
Logical

Annihilation: 1+=A=1 [1]

hd Structural

Attempt #: 1 Assoc: (A+BC=A+B+C) [2]

Size: 151 . . i X . . . X X X X . . . . . . . Commutative: A*B=B+A [3]
Equation: ol = ({({{(({(i6 + (i6 + 11)) * (i6 + 12)) * (12 =+ i1)) + (((i6 + ((i6 + 11) * 12)) * i2) * i3)) #* i4) + ((((di6 + 12) * (i6 + i1))

Inverse

NONE

[

Attempt #:
Size: 77
Equation: ol = (((((i1 = i5) = i3) + ((i1 = ((iz = i6) * i3)) + ((i1 = (i3 = i1)) * i2))) + (i2 = (i4 = i1))) + ((((i2 = i1) = (i6 = (i3 = (:

[

Attempt #:
Size: 137
Equation: ol = ((((i2 * 13) * i6) + ((((i2 * i4) * i1) + ((i3 = 1) + (((i2 * (i3 * i1)) + (i3 * (45 * 11))) * i3))) * ((i4 * i2) * i1))) +

Attempt #: 4
Size: 69
Equation: ol = ((i4 * (i1 * i2)) + (((((i6 * (iz * 1i3)) * i3) + (i3 *= (i1 = i2))) + ((i3 = i1) = i5)) + (((d4 *= (i3 *= ((i3 * i1) * i5))) + (:

Attempt #: 5
Size: 175 v
< >

Journal TT Parse AST Start BENCH Start AST Final BENCH Final Syntax Help

Final Equation:
ol = (i1 * 42 * 13) + (i6 * 12 * i3) + (i1 =+ i5 * i3) + (i1 * i2 * i4) ~

CFITS (Center for Forensics, Information Technolog i School of Computing



- Allowing structured, inverse, and complex distributive
expressions may open up alternative reduction
sequences that may result in smaller sizes

JE Repuce-£q) y 7 7

Valid Eq ';A Check Reduction "lds: 50 M Aedur_ﬁun # of Attempts: 100 [ Manual Reset

Allow Sﬂdural Rules Allow Inverse Rules  [] Allow Compﬁ!ishibuﬁue Expressions

Main BENCH Options

Reduce

Starting Equation:

Apply

———-——————Boolean Algebra Laws

e

ol = (11 = i2 = i3) + (i6 = i2 = i3) + (i1 = 15 = i3) + (i1 = i2 = i4)

-

Logical

Annihilation: 1+A=1 [1]

Structural

->»Commutative-OR(3)

-»Associative-AND(2)

-»Distributive-AND(2)

-¥»Distributive-OR(2)

Round 58 Censidered Reductions: 5

-»Commutative-AND(E)

-»Commutative-OR(3)

-»Associative-AND(2)

-»Distributive-AND(2)

-»Distributive-0OR(2)

Round 5@ Begin Expression=> ol = ((i3 * (((i5 * 1i3) * i1) + ((i1 + i6) * 12))) + (i4 * (i2 * i1)))
Round 58 Law=> Distributive-AND

Round 5@ Final Expression=> ol = ((i3 * (((i5 * i3) * i1) + ((i2 * 11) + (i2 * i6)))) + (i4 * (i2 * 11)))

Start Expression(BE)=> ol
Final Expression(BE)=> ol

(i1 * 42 * i3) + (16 * i2 * i3) + (i1 = 15 = 3) + (i1 * 12 * i4)
((i3 * (((i5 * i3) * 11) + ((i2 * i1) + (i2 * i6)))) + (i4 * (i2 * i1)))

Start Expression=> ol
Final Expression=> ol

(i1 = i2 * i3) + (i6 * i2 * i3) + (il * i5 * i3) + (i1 * i2 * i4)
(i3*(i5+13#11 + (Q2%Q1 + 12*i6)) + i4%i2*il)

Elapsed Time: 8d:8h:8m:19s:722621480
Smallest Equation Sire: 23

<

Journal TT Parse ASTStart BEMCHStart ASTFinal BEMCHFinal Syntax Help

Final Equation:

Assoc: (A+B)sC=A#(BC) [2]
Commutative: A+B-B+A [3]

Inverse

NONE

ol = ((i3 * (((i5 * 13) * 11) + ((i2 *= i1) + (i2 * 16)))) + (14 = (i2 * i1)))

~
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Pattern Based Circuit Reducer

[LL L] [T [T []
Em n n | ]
.t =1
L I L ] [ ]
s | a|m Dm
an am
[ ] L]
[ |
L CI ] L] ]
LET I L]
Bmmm n n n
LMY ] L] [ |
am L J n n
n [ | =]
b 11
n {
LA Ll
[ o ]
[} n
L L} LJ 2. |-
e = i L]
‘L] [ ] [ ]
[] [ ] ]
| W [] ]
- [ ] an
] =] |}
" =
n ] H_I
[] u i
“N | L I |
n L J
L] L]
[]
[ ] []
[ ] []
] [ ]
[]
L]
[
[]
n n
L ] | |
n =]
[ ]
[}

University of South Alabama

4
M E c17e17.411 [BENCH] Eﬂ, c17c17 v11 [REDUCE] |

# of Reducton Passes: |5 =

Irnlgnrlthm Status

0% |

I-Reduction Pass Status

0% |

[

REDILICE ]

Algorithm Sequence:

Pass #! Current Algorithm: Size: Reduction: Level Reduction:

Pass: an application of all reduction algorithm, in some sequene

Complete Reduction: perform reduction rounds until two
reduction rounds in a row no longer reduce the number of gates in

the circuit

ALSANCOEACOON @

School of Computing




Circuit Reducer

Options:

Save the reduced BENCH file and

EEEN [ 1] [ ] [ L] [ ] i .
i optionally open it as a text panel
n ] i ﬂ | L] ‘_ n
o] ] [7] 5ave Reduced BEMNCH open In Panel
Ll Reduced BENCH Path: | | BROM/SE
ne| we (W wlel| wm
LYy eiE L | Pain Options | Yerify | Fixed Drder| Save |
wuluw | Tall ]
Ll
!'L- .J [] Use Fixed Order Reduction Sequence Instead of the reducer Choosing a
...D : :: ' : Pick Algorithm Order Crdering: randc_)m order of the redU(_:tlon o
i CIAE A algorithms, you can specify a specific
| o ol wy | MMain Cptions | '-.-'erify| Fixed Order | Savel order instead
] =] I.
kit o
] L L]
n ° l.V'.l
n [ ]
] . [ Werify AFter Each Pass
L] 1 ] [ ]
E j w After Each Algorithm Use I # of Weckors I:I Generate Input Veckor
] n
T ! Yerify | Fixed Crder I Savel

e

\

Verification options to check the

reduced variant is semantically
equivalent to the original circuit

CFITS (Center for Forensics, Information Technology,

University of South Alabama

School of Computing



Circuit Reducer

After selecting REDUCE:

# of Reducton Passes: |5

21 Complete Reduction  [] Debug verbose

! Main Options | YerFy | Fhed Order | Save|

I'Algnrithm Status

0%

‘l- Reduction Pass Status

REDUCE

Pass #: 2 Current Algorithm: INVERTER _XOR Size Reduction: 18. 1%
Algorithm Sequence: 0-2-6-9-13-11-10-3-12-4-5-7-1-6

Level Reduction: 14%

Reduction Sumary

Reduced/original Size (X): 1137128 {12.1%)
Reduced/original Depth (%): 27742 {14%)
Reduction Time: ad:eh:em:es:zae

Total Patterns Reduced: 24

Summary By algorithm

n Number of gates is reduced from 138 to 113. (18.1%)

TR on optimizing Euffer: &

on optimizing Inverter: 2

on optimizing Inverter that its next gate is =ORSXNOR: 4

on optimizing Constant @/1: 1

i on optimizing Constant @71 that it has only inverters as inputs: 1
n on optimizing two =ORSXNOR gates by making Buffer /NOT: 1
n L] on optimizing two gates with opposite dnuts: g

LA " on optimizing two gates: 1
] [ ] N on optimizing three gate patterns: @
= on optimizing ¥ pattern: @

I
=

3333

[

Pass 2| summary

(=8

Overall summary

Per pass summary

CFITS (Center for Forensics, Information Technol




Circuit Reducer

After selecting REDUCE:

[ LN ] [ L] n [ L]
| = ' Number of inputs: 10
Number of outputs: 4
Number of constant1: 0
Number of constant0: 0
[intermectate gates: 136 |
ANDs: 21
ORs: 29
XORs: 23
NANDs: 7
NORs: 19
NXORs: 20
BUFFERs: 0
NOTs: 19
DFF: 0
JKFF: 0
TFF: O
SRFF:. 0
| Circuit Depth: 43
ize of Largest Level: 10
Size of Largest Intermediate Level: 9
Maximum Fan-In: 2
Maximum Fan-Out: 10
Average Fan-In: 1.7
Average Fan-Out: 1.7

B

Number of inputs: 10
Number of outputs: 4
Number of constant1: 0
Number g anti: i
ANDs: 15
ORs: 23
XORs: 22
NANDs: 9
NORs: 17
NXORs: 18
BUFFERs: 0
NOTs: 9
DFF: 0
JKFF: D
TFF:0
SRFEF. 0
Circuit Depth: 37 |
Size of Largest Level: 10
Size of Largest Intermediate Level: 10
Maximum Fan-n: 2
Maximum Fan-Out: 10
Average Fan-In: 1.7
Average Fan-Out: 1.7

The currently implemented circuit reducer is based on pattern matching, with a view toward early
implementations of the CORGI algorithm and the manner in which it accomplished polymorphic variation

In this example, the 1/O space is tractably enumerable and normal logic synthesis would normally be used to
reduce such a circuit to its smallest form: the benefits of pattern matching are most notable in larger circuits when
standard synthesis techniques are not practical

AROANOOH

COMET WOT BFER SAD [

aoom

School of Computing
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Structural and Shaped Reduction

Any smgle pattern reduction algorithm can be applied to a circuit

Reduction Type:BUFFER
AR OANOOHMEGE

Total Patterns Reduced: 7 TR ST O, T VIO A
Total Time: 0d:0h:0m:0s:10
el 1 % Size Reduction: 5.07
(] 8 % Level Reduction: 2.33

Buffer Gates Reduced: 0
Buffer Gate Pattern 1 Reduced:4
Buffer Gate Pattern 2 Reduced: 3

’ " Buffer Gates Time: 0d:0h:0m:0s:0
Buffer Gate Pattern 1 Time: 0d:0h:0m:0s:10
Buffer Gate Pattern 2 Time: 0d:0h:0m:0s:0

Original Circuit:

[ Size = 138]

waw wEg o wm [ Depth=43]

= e e [AvgFanin=1.7172]
(P Lo " [ AvgFan Out = 1.7172]

[ MaxFanin=2]

[ ESUI S [ MaxFanQut=10]

I T e P [ Max Nodes PerLevel = 9]

w87 e s [ AND=21 OR=29 XOR=23 NAND=7 NOR=19 BUFFER=0NOT=19]

e Reduced Circuit:
AN [ Size=131]
1S . [ Depth=42]
] [ AvgFanin = 1.7035]
I [ Avg Fan Out = 1.7033]
i | | [ MaxFanln=2]

[ MaxFanOut = 10]
[ Max Nodes PerLevel = 9]
' [ AND=18 OR=25 XOR=23 NAND=7 NOR=19 BUFFER=0NOT=19] =

University of South Alabama Center for Forensics, Information Technology, i School of Computing



Pattern Viewer

|‘~.‘~ [MODULE LIERARY] | Ecﬁ' [BENCH]l i&cﬁ[SUBGRAPH]l [_ 17 [COMPOMNENT-ID] | Em Tel? [BENCH]| eh [PATTERNS) ‘
Buffer INPUT (1) & & Q EH| i8 | I {-:lT BR G ER R
Constant INPUT (2} S D ' e
Conskant Twa Input
e— QUTPUT (5}
Inverker XOR 3=NOT (1}
Cpposite Inputs 4=NAND (2, 2}
Tei Gates S=NXOR(3,4)
Three Gates
MHarD
MNOR
MNAMND-HOR
W Pattern
Diamnond Pattern
AfeAliO0oEROON
ThreeGateMOTHAND _OR. I ThreeGateMOTHAMND _MAND I ThreeGateMOTHAMND _HOR, | Three@akeMOTHAND_MAOR | ThreeGateMANDMNAND _OR I ThreeGateMNANDMAND_MNAND
ThreeGateMAMDMNAND_MOR | ThreeGateMANDMAMND _MAXOR I ThreeGateRANDRAND S0 | ThreeGateMAMDMNAND _AND | ThreeGateMNAaMDNOR,_OR
ThreeGateMANDMOR _MAMD | ThreeGateMANDMNOR_MOR I ThreeGateMANDNOR _XOR | ThreeGateMANDMNOR_MXOR, I ThreeGateMANDMNOR_ARND I ThreeGateNORMNOR_OR
ThresGateMORMOR_MNAMND | ThreeGateNORNOR_NOR | ThreeGateMORMNOR_AND | ThreeGateMORMNOR_XOR | ThreeGateNORNOR_NXOR
ThresGateMOTHNOT_MNOR | ThreeGateMOTHNOT_OR | ThreeGateMOTHOT_AMD | ThreeGateMOTHOT_MAND | ThreeGateMOTHOT_XOR | ThreeGakeMOTHOT _MEOR, | ThreeGateNOTHOR_NOR
ThreeGateNOTHNOR_OR | ThreeGateMOTHOR_MARND | ThreeGateMOTHNOR _XOR | ThreeGateMOTHOR _AND | ThreeGateMOTHOR _NEOR | ThreeGateNOTHAND_AMND | ThreeGateMOTHAND _NOR

The viewer shows the definition for all structural and shaped
pattern circuits used in reduction algorithms

University of South Alabama CFITS (Center for Forensics, Information Technolog i School of Computing
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Random Circuits:

Random Circuit Generator

Random Equivalent Generator
(Merged Signature)

Random Equivalent Generator
(Full Signature)

University of South Alabama CFITS (Center for Forensics, Information Technology, and Securi



Random Circuit Generator

= -
A [RANDOM CROLT GENERATOR)

Si ngle Circuit Mode o L e e
0 = | me =0
T |

Walkthrough:

1) Choose inputs

2) Choose outputs

3) Choose size (# of gates)

4) Choose max fan-in

5) Guarantee # of outputs

6) Generate truth table
(recommended for small I/O)

7) Pick basis set

8) Select GENERATE

GENERATE

University of South Alabama ics, i ’ i School of Computing



Random Circuit Generator

Batch Mode

L5 RANDOM CIRCUIT GENERATOR] |

Batch Save Directory: |D:\ResearchiCircuits-1irandoma

BROWSE [ Export GraphML  [] Export Image

FROM: Inputs: |4 Outputs: 2 Gates: |17

Max Fan In: 5 Guarentee Cukputs

TO: Inputs: 4 Outputs: 2 Gates: |17 Iterations: 10

Basis Set: [7] AND 7] OR [V MAND [J]MOR [7]%OR [7]M=OR [T MOT [7]BUFFER

RUM BATCH JOB

Levelization

Lewvel[0] Size
Level[l] Size
Lewvel[2] Size
Lewvel[3] Size
Level[4] Size
Lewel[5] Size
Level[6] Size
Lewel[7] Size

oo
[N S N Y

Netlist

INPUT{0)
INFUT{1)
INPUT|Z)
INPUT|3)

OUTPUT(15]
OUTPUT { 14]

4=AND(3,1)
S=NAND (3,2}
6=0R(1,0)
7=0R(6,4)
B=NAND (6,7)
9=IX0R(7,5)
10=NXDR (5,7}
11=NAND(2,9)
12=NAND (3,7}
13=X0R (12, 12]
14=NAND {8, 11]
15=AND (10, 13]

Single Circuit| Batch |

Walkthrough:

1) Choose a save directory

2) Choose if you also want to
save image or graphml files
(in addition to BENCH)

3) Choose for loop constraints:

- Input Size (FROM/TO)

- Output Size (FROM/TO)

- Gate Size (FROM/TO)

- Iterations (how many of each
random circuit should be
generated)

4) Choose max fan-in

5) Guarantee # of outputs

6) Generate truth table
(recommended for small 1/0O)

7) Pick basis set

8) Select GENERATE

University of South Alabama

School of Computing



Random Circuit Generator

Batch Mode

°L;;h [RAMDOM CIRCUIT GEMERATOR] |

Batch Save Directory: |D:\ResearchiCircuits-1irandoma BROWSE [ Export GraphML  [] Export Image

FROM: Inputs: |4 Outputs: 2 Gates: |17 TO: Inputs: 4 Outputs: 2 Gates: |17 Iterations: 10
Max Fan In: 5 Guarentee Cutputs Basis Set: [V] AND OR MAND MNOR #OR MROR [T NOT [7] BUFFER
RUN BATCH JOB ]

Levelization

) B e randarm-id-a2-q12-000Lbench.bt
%E%E E é randormn-id-02-g12-0002.bench.tet
Tovelte] fiee o1 randorm-id-o2-g12-0003 bench.
revelln) Siee =2 randarm-id-02-g12-0004.bench.tdt

randorm-id-02-g12-0005.bench.txt

randorm-id-02-ql2-0006.bench.td

tanidorn-id-02-q12-0007.bench.td
randorm-id-02-g12-0008.bench.txt
randorm-id-02-q12-0009.bench.td
tandomm-id-02-g12-0010.bench.t:t

These options would generate 10 ___——>
— (iterations) of 4 inputs, 2 output, 12

= gate circuits in the batch save directory

OUTPUT(15]
OUTPUT { 14]

4=AND(3,1)
S=NAND (3,2}
6=0R(1,0)
7=0R(6,4)
B=NAND (6,7)
9=IX0R(7,5)
10=NXDR (5,7}
11=NAND(2,9)
12=NAND (3,7}
13=X0R (12, 12]

IR IIER IR IER IERINER IR IIERIIER

14=NAND {8, 11]
15=AND (10, 13]

[

Single Circuit| Batch |

University of South Alabama CFITS (Center for Forensics, Information Technology, i School of Computing



Random Equivalent Circuit (Merged Signature)

This option does not require a selected BENCH circuit to be loaded first

AN

Load an original circuit first

| °ii [RANDOM CRCUIT GENERATOR] | & [RANDOM EQUIVALENT CIRCLI RGED)] |
E Original File {P): |D:'l,Research'l,Circuits-1'|,2-4-c0ncat.bench.txt | [ BROWSE ]
o

P Statistics=> Inputs: 2 Outputs: 4 Size: 10 Depth: 3

4
[P[2-4-conca K] [ 77| tmage [ BOD

University of South Alabama ics, i ’ i School of Computing



Random Equivalent Circuit (Merged Signature)

Select P’ tab, choose generation options, and select generate

SMDOM CIRCUT GEMERATOR] &a [FAMDOM EQUNALENT CIRCUITS (MERGED)] ‘
Generator Attempts
[ ™
W
Generating Qutput #: 3 Random Circuits Generated: 21 Elapsed Time: 00h: 00m: 00s
Inputs: 2 Outputs: 4 Gates: |20 Max Fan In: |2 Max Attempts: | 100000 |:| Smatk Random  Increment: |50
Basis Set: AND OR HAND MOR. ROR. HXOR, MOT [C|BUFFER || Debug [~ Debug All Chaices
GEMERATE
4 -
Inputa: 2 iﬁggﬁ; el | Tl
futputs: 4
pecee: 78 owmpunion
AND: & QUTPUT (72)
oE: 11 OUTPUT(71) |
NAND: 17 OUTRUT (79 =
NOR: 10 2=HAND(1,0)
XOR: 11
HXOR: 10 J=AD 0, 1)
NOT: 11 a0
EUFF: 0 5=NOR(1,0) =
G=NXOR(1,0)
T=NOT (0}
E=NOT(1)
9=¥OR(1,0]
10=NAND (4,3} =
11=NAND (4, 4)
12=X0R(5,5]
13=NAND(3,6)
14=AND (0,2)
15=MX0R.(0,3)
16=NAND(3,3)
17=NX0R(0,9)
15=N0T (&)
19=NOT (3]
20=NAND (9,9)
Z1=AND(20,8)
22=X0R(6,13)
23=N0R (20, &)
24=WA0R.(0,15) i
A C_wnTans | 4
1| 1 +
BEMCH | TT P b

University of South Alabama i School of Computing



Random Equivalent Circuit (Merged Signature)

v

5

(J

Y

{{

:

Generating Qutput #: 3 Random Circuits Generated: 31 Elapsed Time: 00h: 00m: 00s

Inputs: 2 Cuktpuks: 4 Gates: |5 Max Fan In: |2 Max Aktempts: | 100000 |:| Smart Random  Increment; |50
Basis Set: AR OR MAND NOR, WOR, MeOR  [C|MOT  [|BUFFER [ |Debug [ Debug All Choices
GEMERATE

University of South Alabama ics, i ’ i School of Computing



Random Equivalent Circuit (Merged Signature)

Merged Signature Random Circuits:

These circuits are created by generating an equivalent random circuit for each
OUTPUT of the original circuit, and then MERGING those individual circuits into
a single circuit

00]1122
randoml
0118901
o . random?2 o
F OO|1101 andom3 > random circuit
01]1111
random4
1 10]1111 J
g 1111001
randoml random4
random?2
random3

2 input / 1 output / X gate circuits

University of South Alabama ics, i ay, i School of Computing



Random Equivalent Circuit (Full Signature)

This option does not require a selected BENCH circuit to be loaded first

Load an original circuit first,then switch to P’ tab

AN

| °ii [RANDOM CRCUIT GENERATOR] | & [RANDOM EQUIVALENT CIRCLI RGED)] |
E Original File {P): |D:'l,Research'l,Circuits-1'|,2-4-c0ncat.bench.txt | [ BROWSE ]
o

P Statistics=> Inputs: 2 Outputs: 4 Size: 10 Depth: 3

4
[P[2-4-conca K] [ 77| tmage [ BOD

University of South Alabama ics, i ’ i School of Computing



Random Equivalent Circuit (Full Signature)

Full Signature Random Circuits:

These circuits are created by generating random circuits that match the entire
input/output size of the original circuit. Generation continues until a circuit with
a matching signature is generated OR max generation attempts are reached.

20 gate variant

| 2.4 concat [BENCH] | 5 [RANDOM EGUINALENT CIRGUITS (FLLLY] ‘ (5 [RANDOM EGLIV ALENT CIRCUITS (FULLY] ‘

Generatar Attemp! ey
00J1122 2 oy
NS
Random Circuts Generated: 518 Elapsed Time: 00h: 00m: 325
O :l 890 :l Inputsi 2 Dutputsi 4 Gates: |20 M Fan In; |2 Max Attempts: | 100000 [C] Smart Random  Increment: |2
BasizSet: [V]AMD (V] OR [V]NAND [V]MOR [¥]®OR [V]M¢OR [[]WOT [C]BUFFER []Debua [7]Debug Al Chaices
l GEMERATE
4
—— —— — — — Inputs: 2 ’ M =
mrputs: 4
Gates: 20
pevens 7 [|0TRUT(2L
am: 2
OR: 3
HAND: 7
HOR: D
HOR: 4
O I I I I I WAOR: 4 ORI
NOT: O
BUFF: 0
v I

5

Full Signature = 1111111001101111

In general, size has to be adjusted for a reasonable possibility of
generating the maximum range of signatures

University of South Alabama ics, i ’ i School of Computing



Random Equivalent Circuit (Full Signature)

Full Signature = 1111111001101111 _
6 gate variant

0 0 I 1 1 2 2 | F|2-4-conoat [BENCH] |+ [RAMDOM EGQUIVALENT CIRCUITS (FULLY] | 4 [RANDOM EQUIVALENT CIRCUITS (FULLJ]‘
Generator Atkempts
-
o H ")
L
O 1 8 9 O 1 Random Circuits Generated: 10705 Elapsed Time: 00h: 0Sm: 17s
l Inputs: 2 Cutputs: 4 Gates: 6 Max Fan In: 3 Max atternpts: | 100000 DSmart Random Increment: (2
Jr b J BasisSet: [¥]anD [¥]or [#MAMD [FMOR [#]%CR [#]M¥OR [TIMOT [T]BUFFER [T]Debug ] Debug Al Choices
—— — — — — —
GEMERATE
4
Inputs: Z %giﬁc? L
Outputs: 4 23]
Gates: g QUTPUT{7]

i;g'fhé OUTEUT(6)

e OUTPUT(2)

mam: 2 || UTEOT(S)

10]1111 R

[ 2=X0R(0,1)

)4 HOT: 0 4=NXOR(1,3]
- T=HAND (3,4

: 1111001 | | ™ |as
5=NAND {4,1)

BEMCH | TT

Tradeoff with merged vs full signature is that it may take longer or max
generation attempts may be reached using the full signature approach:
however, the merged signature approach generates larger circuits

University of South Alabama ics, i ’ i School of Computing
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Use Case: Loading and Convert PLA File

1. File->Open->PLA
- PLA formats come from supported files used by the original SIS system

1. PLA format - Programmable Logic Array Naming the inputs and outputs

3. We define the names of the wires in the input.

Given a circuit, how do we describe it in the PLA format?
For the above circuititis a, b, c, d

Consider the following circuit.
4. We define the names of wires in the output.

For the above circuit it is f, f1

a —\
|Gate P ey
b 1) fid :
. - &PLA file
T idlbabed :
i b ffl ;
' e mim i ———————— '
lGate | q
a1/
Giving the Truth Table
Gate fl
3 / 5. After specifying the inputs and outputs, we specify the truth table of the
circuit. The number of terms in the truth table is represented by “.p” in the
pla file.
Fig. 1
In the above circuit, A |B |[C D |F |H
1 1 - - 1 0
1. Note the number of inputs, it is 4. (a,b,c.d) {Specified by “.i"} B 1 1 1 (1)

2. Note the number of outputs, itis 2. (f, f1) {Specified by “.0"}
For the above truth table, the last 4 lines in the following snapshot have

So, in the pla file we write been added:

L4 COEPLAfile .

‘02 !
‘ilbabed !
t.obffl ! €PLAfile
tp3 i
1110 :
t 1110
RN

https://ptolemy.berkeley.edu/projects/embedded/Alumni/pchong/sis /

University of South Alabama CFITS (Center for Forensics, Information Technology, i School of Computing
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Use Case: Loading and Convert PLA File

- Example PLA file (.pla)

fulladder [PLA]  c17 [PLA]

Generate BENCH

.15

.0 2
.ilb 1 2 3 4 5
.ob 3 4
@peel el
@eell el
aalel el
alese 11
o161 11 1) Generate BENCH
a@lele 11

@1811 11

a@llee 11

@llel 11

le8al1 a1

leell a1

lalee 1@

laiel 11

le11e 1@

18111 1e

11aa8 11

11881 11

11818 11

11811 11

11186 11

11181 11

11118 1@

11111 1@

. 2

2) BENCH Tab

pLa  BENCH

University of South Alabama CFITS (Center for Forensics, Information Technology, i School of Computing



Use Case: Loading and Convert PLA File

- Example PLA file (.pla)

fulladder [PLA]  ©17 [PLA]

Sawe BENCH Circuit File: BROWSE SAVE BEMCH Load in Panel

INPUT(1) A
INPUT(2)
INPUT(3)
INPUT(4)
INPUT(S)

OUTPUT(34)
OUTPUT(35) .
3) Browse to select file path
7=NOT(2)
33-AND(1,2,3,4,5)
18=NOT(5)
9=NOT(4)
6=NOT(1)
8=NOT(3)
21=AND{1,4,5,7,8)
22=AND{1,3,7,9,18@)
23=AND{1,3,5,7,9)
31=AND{1,2,3,5,9)
12=AND(4,5,6,7,8)
13=AND(3,5,6,7,9)
25=AND(1,3,4,5,7)
15=AND(2,5,6,8,93)
18=AND(2,3,6,9,18)
29=AND(1,2,4,5,8)
3@=AND(1,2,3,9,18)
11=AND{5,6,7,8,9)
19=AND{2,3,5,6,9)
17=AND(2,4,5,6,8)
14=AND(2,6,8,9,18)
24=-AND(1,3,4,7,18)
27=AND(1,2,5,8,9)
28=AND(1,2,4,8,18)
28=AND(1,5,7,8,9)
26=AND(1,2,8,9,18)
16=AND(2,4,6,8,18)
32=AND{1,2,3,4,18)

C nanfaa aa o aa _ac o a a0 a E- T - P Ao o a

PLA BENCH

University of South Alabama CFITS (Center for Forensics, Information Technolog i School of Computing



Use Case: Loading and Convert PLA File

- Example PLA file (.pla)

" fulladder [PLA] | ©17 [PLA]

Save BENCH Circuit File: |ﬂ\DneDriue\pomments\,apetgui\pﬂpla.benoﬁ.txt|| BROWSE | | SAVE BENCH | []Load in Panel

INPUT(1)
INPUT(2)
INPUT(3)
INPUT(4)
INPUT(S)

QUTPUT(34)

OUTPUT(35) 4) CIle SAVE

33=AND(1,2,3,4,5)

21=AND(1,4,5,7,8)
22=AND(1,3,7,9,18)
23=AND(1,3,5,7,9)
31=AND(1,2,3,5,9)
12=AND(4,5,6,7,8)
13-ANMMF2 © & 7 ah

fuladder [PLA] | c17 [PLA] [2] c17pla [BENCH]

7=NOT(2) 5) Load |n Panel
10=NoT(5) will bring BENCH file
e up in BENCH tab

inputs
cutputs
inverters
buffers
constantl
constanté

o ® @ W kN

Total gates: 25
Intermediate nodes: 3@

ANDs: 23

ORs: 2

¥ORs: @

NANDs: @

NORs: @

NXORs: @

DFF: @

HoH H K K H K K K H K KK K R KR

University of South Alabama CFITS (Center for Forensics, Information Technology,

School of Computing



University of South Alabama CFITS (Center for Forensics, Information Technology, i School of Computing



Use Case: Loading and Convert DIMACS File

1. File->Open->DIMACS

- DIMACS files are used to store undirected graphs and is a standard format to

SAT solvers
- CNF extension implies Conjunctive Normal Form format

The baszic input format is a5 follows. At the top vou can have comment [fnes that start with a ¢, like this:
I c This line is a comment.

Then comes the problem line, which starts with a p and then says how many variables and clauses there
are. For instance, here is a problem line that says this is a CNF problem with 3 variables and 4 clanses:

Ipcn-F34

Finally the clauses are listed. Each clauze is represented as a list of numbers like 3 and -42. A positive
number like 3 represents a positive occurrence of varizble 3. A negative number like -42 represents a
negated occcurrence of variable 42

The number 0 iz frezted in a special way: it 13 not a variable, but instead marks the end of each clanze. This
allows a single clauze to be split up over multiple lines.

https://www.cs.utexas.edu/users/moore/acl2/manuals/current/manual/index-seo.php/SATLINK

c quinn.cnf
C

p cnf 16 18
1 Z 8
-2 -4 8
3 4 8
-4 -5 8
5 -6 8
B -7 8
B 708
7 -1l6 @
8 -9 8
-8 -14 8
g e @
g -18 @
-l -11 @
1e 12 @
11 12 @
13 14 @
14 -15 @
15 le @
DIMACS

University of South Alabama
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https://www.cs.utexas.edu/users/moore/acl2/manuals/current/manual/index-seo.php/SATLINK____DIMACS

Use Case: Loading and Convert DIMACS File

#E quinn [CNF]
DIMACs file S DMACS | ¢ quinn.cnf
e
-2 -4 @
Convert to 2 oo
5 -6 @
BENCH s 7o
7 -16 @
8 -9 @
-3 -14 @
9 18 @
. 9 -18 @
View SatGraf a0 e
representation uone
of CNF formula . 1 o
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Use Case: Loading and Convert DIMACS File

1) Generate BENCH 2) BROWSE to 3) SAVE BENCH
choose filepath to write BENCH

for BENCH text text

§2 quinn [CNF]

DIMACS Generabe'EENCH Save BEMCH Circuit File: |cd‘I,DneDrive\Domments‘l,apetgui‘l,quinn.bench.txt BROWSE | | SAVE BENCH | Decompose Load in Panel
BENCH

INPUT(1) o
SatGraf | INPUT(2)
INPUT(3)
INPUT(4)
INPUT(S)
INPUT(6)
INPUT(7)
INPUT(8)
INPUT(9)
INPUT(1@)
INPUT(11)
INPUT(12)
INPUT(13)
INPUT(14)
INPUT(15)
INPUT(1G)

Decompose multi- Load BENCH file as
tron(10,12) fanin gates when panel tab on SAVE
oon(eor) saving BENCH file

46=0R(15,16)
17=NOT(2)
23=NOT(9)
27=NOT(15)
31=0R(3,4)
44=0R({13,14)
28=NOT(16)

OUTPUT(47)

25=NOT(11)
26=NOT(14)
21=NOT(7) .
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Use Case: Loading and Convert DIMACS File

¥ quinn [CNF)

DIMACS
BENCH
SatGraf

te SAT Graph

Update SAT Graph Layout Optians:

: | Forced Fruchtermon and Reingold + | Layout Options: |Online v |  savelmage
Graph Information:
Clauses:

%
-
Longest Clause:

Forced Fruchtermon and Reingold =
- Online v
—— Forced Fruchtermon and Reingold
Total e Circular Fruchtermon and Reingold

Kamada Kawai
# Communities: Gr*d

Max Comm Size:

Louvian

ClausetiNeumanMoore

# quinn

DiMACS
BENCH

SatGraf

SatGraf community viewer: 4 layout
options and 3 community formats

[CHF]

Update SAT Graph

Layout Options: | Forced Fruchtermon

and Reingold -~ | Layout Options: | Onli
Graph Information:

Clauses: 13
Longest Clause: 2

Literals: 16

Save
image of
SatGraf

Unique Edges: 16
Total Edges: 18
Weight: 8
# Communities: 3
Min Comm Size: 3

Max Comm Size: 7

CFITS (Center for Forensics
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Tool Interfaces
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@ Tool Interfaces

: Espresso version #2.3, Release date 01/31/88 \

- Computer program uses heuristic and specific algorithms for efficiently reducing
complexity of digital electronic gate circuits

- Copyright 1988 - 1983 by the Regents of the University of California

- Part of the Octtools package for IC design developed at University of California,
Berkeley

- Richard Rudell published variant Espresso-MV in 1986 under paper Multiple-Valued
Logic Minimization for PLA Synthesis.

« PET uses ESPRESSO in native Windows format for logic and PLA minimization

For more information see:

- misll / MIS: release #2.2(AC)

« Algorithmic multi-level logic synthesis and minimization program

- Starts from combinational logic macro-cell and produces optimized set of logic
equations which preserves input-output behavior of the macro-cel

- Has algorithms for minimizing area required to implement the logic equations
- Has technology mapping step to map a network into a user specified cell library

. Par}(olf the Octtools package for IC design developed at the University of California,
Berkeley

- Copyright 1988 - 1983 by the Regents of the University of California
- PET uses misll in native Windows format for gate synthesis in several algorithms.

For more information see:

University of South Alabama ics, i ay, i School of Computing


https://embedded.eecs.berkeley.edu/pubs/downloads/espresso/index.htm
https://embedded.eecs.berkeley.edu/pubs/downloads/octtools/index.htm

Tool Interfaces

« ABC: version 1.01 (compiled Feb 13 2011 19:06:26) \

- Software system for synthesis and verification of binary sequential logic circuits
appearing in synchronous hardware designs

- Combines scalable logic optimization based on And-Inverter Graphs (AIGS),
optimal-delay DAG-based technology mapping for look-up tables and standard cells,
and innovative algorithms for sequential synthesis and verification

- Copyright (c) The Regents of the University of California. All rights reserved.

- PET uses ABC for synthesis and processing of PLA and BLIF files as well as logic
minimization and synthesis. PET also provides a graphical console interface for
executing ABC scripts.

For more information see:

- JDD: build 104, Feburary 2012

- A pure Java BDD and Z-BDD library - java implementation of decision diagram
library inspired by BuDDy (BDD package written in C)

« Includes support for Zero-suppressed BDD
- Written by Arash Vahidi who provides software for use in academic projects

- PET uses a modified version of the JDD library build 104, Feburary 2012, for
generation and visualization of BDDs. Binary Decision Diagrams (BDDs) are used in
formal verification, CSP and optimization..

For more information see:

University of South Alabama ics, i ay, i School of Computing


http://people.eecs.berkeley.edu/%7Ealanmi/abc/
https://bitbucket.org/vahidi/jdd/wiki/Home

f@ Tool Interfaces

« Z3 (version)

- The Satisfiability Modulo Theories (SMT) Solver Z3 supports the
SMTLIB format. It is a theorem prover from Microsoft Research.
- Licensed under the MIT license.

- PET uses the native z3 Java library and Windows DLL for deriving
models of single-output Boolean function circuits.

For more information see:
https://qithub.com/Z3Prover/z3/wiki

If you would like to see how z3 was used to solve a hardware-based
CTF challenge see:

https://liveoverflow.com/minetest/

University of South Alabama ics, i ay, i School of Computing


https://github.com/Z3Prover/z3/wiki
https://liveoverflow.com/minetest/

@ Tool Interfaces

« SATGraf (version 0.2) \

- Allows visualization of Boolean SAT instances in DIMACS format. It's
primary purpose was to view the evolution of the structure of a
Boolean SAT formula in real time as it is being processed by a conflict-
driven clause-learning (CDCL) solver.

- The tool is parametric, allowing the user to define the structure to be
visualized. In particular, the tool can visualize the community structure
of real-world Boolean satisfiability (SAT) instances and their evolution
during solving.

- Such visualizations have been the inspiration for several hypotheses
about the connection between community structure and the running
time of CDCL SAT solvers, some which we have already empirically
verified.

« For more information see:

SATGraf was integrated partially into PET using the open source
location at:

University of South Alabama ics, i ay, i School of Computing


https://www.swmath.org/software/14761
https://bitbucket.org/znewsham/satgraf/src/master/

@ Tool Interfaces

- Sat4) (version ) \

- Satdj is a java library for solving Boolean satisfaction and
optimization problems. It can solve SAT, MAXSAT, Pseudo-
Boolean, Minimally Unsatisfiable Subset (MUS) problems.

- Being in Java, the promise is not to be the fastest one to solve
those problems (a SAT solver in Java is about 3.25 times slower
than its counterpart in C++), but to be full featured, robust, user
friendly, and to follow Java design guidelines and code conventions
(checked using static analysis of the source code).

- The library is designed for flexibility, by using heavily the decorator
and strategy design patterns.

- Sat4j is open source, under the dual business friendly Eclipse
Public License and academic friendly GNU LGPL license.

« For more information see;:

University of South Alabama ics, i ay, i School of Computing


http://sat4j.org/

Native Graphics

- yFiles for Java (version )

- PET utilizes the yWorks graph library, which is a Java-based toolkit
for graph manipulation and visualization.

- The primary LogicCircuit class in PET uses the Graph2D object as
its core functionality for graph network operations.

- PET can export graphics in native JPG format as well as graphml,
which is the native format supported by the yEd graph editor
program, made by yWorks.

- You can download yEd viewer for graphml files at:
https://www.yworks.com/

University of South Alabama ics, i ay, i School of Computing
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